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S E C T I O N  O N E : 

The Global Trend in Favour of Data Privacy

GDPR was the biggest change to data protection law 
across Europe in 20 years. It extended the data rights 
of individuals and required organisations to develop 
and implement policies and procedures to protect and 
secure the personal data they hold. 

Under GDPR, the protection of individuals in relation to the 
processing of personal data became a fundamental right. 
This was intended to contribute to freedom, security and 
justice across the economic union, to economic and social 
progress, to the strengthening and the convergence of the 
economies within the internal market, and to the well-being 
of individuals.

As a consequence, data privacy and security should no 
longer be an afterthought for business. Not just in Europe 
but around the world, regulators and legislators increasingly 
see the mis-use of personal data (at least by commercial 
operators) as unacceptable. The advent of GDPR was the 
start of what has become a global trend towards an ever-
greater emphasis on citizen’s data rights. As a result, data 
protection should now be a key element in every company’s 
risk profile.  

For example, California has adopted a new Consumer Privacy 
Act to regulate the handling of personal data in a manner 

familiar from GDPR. Coming into force on 1st January 2020, 
it will ensure regulation of state-level considerably at odds 
with the current reluctance of federal authorities to follow 
the European lead. Likewise, Brazil’s new General Data 
Protection Law takes effect in February 2020 and will align 
Brazil with those jurisdictions which place a strong focus on 
protecting privacy. Elsewhere, the Australian Government 
has indicated its support for passing similar regulation to 
GDPR over the next few years having already adopted rules 
on mandatory data breach reporting in 2017. 

With the roll out of 5G networks and the eventual realisation 
of the Internet of Things, the interconnected issues of 
data protection and cybersecurity will only increase in 
significance. Whether the primary drivers are legislative or 
regulatory, or direct pressure from customers and suppliers, 
or lateral pressure from insurers, it will ultimately only be 
those companies which inculcate a culture of data respect 
and deploy the most effective operational and technical 
measures that will maintain public and investor confidence.

We’ll look at the detail of GDPR shortly. To have a feel for its 
impact, here are just a few short case summaries of the work 
we’ve done with clients to help them adapt to GDPR:

A Review of the Impact of the EU General Data Protection 
Regulation (GDPR):  Global Trends and Practical Details

This paper is split into three sections. Section 1 looks at emerging global trends.  Section 2 explains the detail of GDPR and 
outlines some of the important definitions and requirements. Section 3 sets out some of the common themes that we have 
identified since GDPR came into force in May 2018. 

Please be aware: The purpose of this paper is to give the reader an overview of GDPR and its implications for business. It is 
for general information purposes only and does not constitute legal advice. 

We are happy to take enquiries from readers who would like specific help or advice.  Our contact information is provided at 
the end of this paper.
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Global Online Learning Provider

Due to the nature of the business, data flows were complex and the business processed a high volume of both business 
and consumer personal data.   We assisted them by undertaking a full audit of their data processing activities. We reviewed 
their contracts, policies and processing activities and RAG (Red-Amber-Green)-rated their operations and existing documents 
based on their level of compliance. This enabled us to work with the client to prioritise their high-risk areas and remediate 
any gaps in a structured and logical way. When the client inevitably suffered a complex data breach which spanned multiple 
jurisdictions, our work enabled them to rapidly carry out the required assessments across the different data protection and 
privacy regimes to determine their reporting obligations. 

Global SAAS (Software-As-A-Service) Provider

The client instructed us to update their customer standard terms and licensing agreements to ensure compliance with data 
protection laws. They also needed assistance with their back-end processing activities due to their engaging a number of sub-
processors based in and outside of the EEA. We worked with them to provide pragmatic and commercially sound solutions 
whilst ensuring they remained compliant with their obligations.

International Transport and Logistics Operator

We carried out a full GDPR Compliance Audit.  Our Report included an assessment of (i) processing activities, (ii) gap analysis 
of current consents and other arrangements in place compared to GDPR requirements and (iii) corrective actions. We 
deployed our RAG system to indicate the level of compliance and priority of any corrective actions to assist with addressing 
any issues in an orderly manner

Global Semiconductor Production Equipment (SPE) Manufacturer

We developed bespoke GDPR compliance training for the client’s employees in the UK and across their European operations.  
The interactive training was developed at general and advance level depending on the session and scored strongly for 
audience participation with very positive feedback.  

British Pharmaceutical Business

We recently assisted this public limited company as part of its Brexit preparations by drafting an intra-group data processing 
agreement for its European operations to ensure data protection compliant transfers irrespective of the outcome of the UK 
and EU Brexit negotiations. 

National Food and Drink Wholesaler

We were instructed to deal with a large data subject access request received from a disgruntled employee. This was 
complicated by the fact that it also involved a data breach as the client erroneously disclosed third party personal data in 
its response.  This matter involved collaboration between our employment law and GDPR specialists to ensure the client 
complied with its regulatory obligations and obtained a satisfactory outcome.  
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S E C T I O N  T W O : 

GDPR in Detail

Part 1: Scope of GDPR

GDPR extends the reach of EU data protection law in 
recognition of the pace of technological change over the last 
20 years and data flows and product offerings that do not 
conform to national boundaries.

Material Scope – what does GDPR apply to?

GDPR applies to the processing of personal data:

• wholly or partly by automated means (electronic 
personal data); and

• to the processing of personal data which forms part of a 
filing system or is intended to form part of a filing system 
(manual structured personal data, including hard / paper 
copies).

GDPR does not apply to the processing of personal data:

• where the personal data is anonymised so that the 

individual cannot be identified; 
• where the personal data is processed as part of 

household activities; 
• about a deceased person; or
• by competent authorities for the purposes of prevention 

and investigation of crime. 

Territorial Scope - where does it apply?

GDPR applies: 

• to an EU-based controller or processor where personal 
data is processed in the context of its activities, 
regardless of whether the processing takes place in the 
European Union or not; or

• to a non-EU-based controller or processor whenever: 

a. the personal data of an individual in the EU is 
processed in connection with goods/services 

Part 2: Enforcement and Remedies, Liabilities and Penalties under GDPR

Enforcement

Under GDPR, each member state must appoint an 
independent public body (supervisory body) for monitoring 
and enforcing compliance with GDPR. In the UK, this body is 
the Information Commissioner’s Office (ICO).  

Supervisory bodies are granted particular investigative and 
corrective powers under GDPR. This includes carrying out 
investigations and issuing warnings and reprimands.

When enforcing GDPR across multiple member states, each 
supervisory body of the main establishment of the controller 
or processor will act as the lead supervisory authority. 

GDPR requires the other supervisory authorities to 
cooperate with the lead supervisory authority and also sets 
out particular obligations in the case of joint operations. 

Remedies, Liabilities and Penalties under GDPR

Under GDPR, every data subject has a right to lodge a 
complaint with his or her local supervisory authority. 
Data subjects have a right to a judicial remedy against 

the supervisory authority where the supervisory authority 
does not deal with their complaint within three months. 
Data subjects also have a right to a judicial remedy against 
controllers and processors. 

Individual compensation

Article 82 provides for a specific right of individuals to 
compensation from controllers and processors for damage 
suffered. Any controller involved in processing shall be liable 
for the damage caused by processing which infringes GDPR. 
Processors are also liable for damage caused by processing 
but only where the processor has not complied with 
requirements under GDPR directed at processors or where 
the processor has acted outside or contrary to the lawful 
instructions of the controller. 

Controller and processor fines

GDPR imposes a two tier system for fines against controllers 
and processors:

• € 10,000,000 or 2% worldwide annual turnover (Tier 1);
• € 20,000,000 or 4% worldwide annual turnover (Tier 2).
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Part 3: Key Concepts and Definitions under GDPR

In order to understand GDPR, it is important to understand 
various concepts and definitions. Some of the most 
important ones are set out below. Note: if you are familiar 
with the Data Protection Act 1998, many of these may 
already be familiar. 

Controllers and processors

• GDPR applies to ‘controllers’ and ‘processors’.
• A controller is a natural or legal person (i.e. an individual 

or a company) that determines the nature and means 
of processing personal data. In other words, controllers 
decide what personal data to collect and what to do with 
it. 

• Controllers have specific obligations under GDPR 
including that they abide by and implement the various 
GDPR principles.  These principles are set out below. 

• Processors ‘process’ personal data on behalf of the 
controller. GDPR also imposes specific obligations on 
processors. Processors can now be directly liable if they 
are responsible for a data breach or for failing to follow 
the instructions of controllers. 

• GDPR allows processors to “enlist another processor” 
(sub-processor) as long as the processor informs and 
obtains consent from the controller prior to engaging 
the sub-processor. Consent can be general or specific. 
Importantly, processors remain “fully liable” for the acts 
of their sub-processors. 

Data Protection Officer (DPO)

• A DPO is an individual responsible for data protection 
compliance at his or her organisation. Under GDPR, 

DPOs have particular obligations that they must fulfil. 
DPOs must be separate from the company board 
or decision making function to ensure they act with 
independence. 

• Not all organisations subject to GDPR must appoint a 
DPO. DPOs are only required where: 

• the organisation’s core activities require regular and 
systematic monitoring of individuals on a large scale 
(by virtue of the nature, scope and/or purposes of their 
processing operations); or 

• the organisation’s core activities include processing 
special categories of data on a large scale or processing 
of personal data relating to criminal convictions. 

Data Subject

• A data subject is the identified or identifiable living 
individual to whom the personal data relates. 

Consent

• Consent is one lawful basis for processing personal data.
• The conditions for consent are much stricter under 

GDPR.
• To be valid, consent must be unambiguous and freely 

given. 

Joint Controllers

• Where two or more controllers jointly determine the 
purposes and means of processing, they are joint 
controllers. 

Examples of where tier 1 fine could be levied include:

• Failure to lawfully process personal data of a child 
(Article 8);

• Failure to implement privacy by design and default 
(Article 25);

• Failure of the DPO to undertake his or her prescribed 
tasks (Article 39).

Examples of where a tier 2 fine could be levied include:

• Infringement of the principles for processing (including 
conditions for consent) (Articles 5, 6, 7 and 9);

• Infringement of the data subject rights (Articles 12 to 
22);

• Infringements of the requirements for third party 
transfers (Articles 44 to 49).

Conditions for imposing fines

When deciding whether to impose an administrative 
fine and deciding on the amount of the fine, supervisory 
authorities must give consideration to the following points 
under Article 83:

• Nature, gravity and duration of the infringement;
• Nature, scope and purpose of processing;
• Data subjects affected;
• Intentional or negligent;
• Mitigating actions;
• Degree of responsibility re: security measures;
• Relevant previous infringements;
• Degree of co-operation with supervising authority;
• Categories of personal data affected;
• Whether infringement was notified;
• Previous corrective measures (same subject matter);
• Adherence to codes of conduct; and
• Aggravating or mitigating factors.
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• GDPR requires joint controllers to determine, in a 
transparent manner, their respective responsibilities 
for compliance with the obligations under GDPR, in 
particular on the exercise of the data subject’s rights and 
their respective duties to inform data subjects about the 
nature and means of processing the relevant personal 
data.

Model Clauses

• GDPR allows for standard contractual clauses from the 
EU Commission or supervisory authority (such as the 
UK Information Commissioner’s Office) to be used in 
contracts between controllers and processors where 
there is a data transfer to a controller or processor 
established outside the EEA (third party data transfer). 

• Executing Model Clauses is one ground that controllers 
and processors can rely on to evidence compliance with 
the strict requirements of GDPR for third party data 
transfers (appropriate safeguards). 

• The current Model Clauses can be found on the 
European Commission’s website here.

• The Model Clauses may be required to be executed for 
EEA-to-UK data transfers after the UK leaves the EU. 

Personal Data (including special categories of personal 
data)

• Personal data is information relating to an identified or 
identifiable living natural person (data subject), whether 
that person can be identified directly or indirectly. 

• Personal data includes obvious identifiers like name 
and address, but perhaps less obvious identifiers like 
location data and other online identifies, like your 
internet protocol (IP) address. 

• Personal data also includes special categories of 
personal data. 

• Special categories of personal data is personal data 
that is considered more sensitive and is given more 
protection and focus under GDPR. This data includes 
information about an individual’s health, criminal 
convictions, racial or ethnic origin, political opinions and 
biometric and genetic data. 

• Note: Information about companies or public authorities 
is not personal data. 

Processing

• Processing is very widely defined under GDPR. 
• Processing means any operation or set of operations 

which is performed on personal data, whether or not 
by automated means, including collection, recording, 
organisation, structuring, storage, adaptation or 
alteration, retrieval, use, disclosure, restriction, erasure 
or destruction. 

• Many companies may not realise that they are 
processing personal data as part of their operations 
meaning that they will be non-compliant with GDPR, 
putting them at risk of fines. 

Profiling 

• Profiling is automated processing of personal data used 
to analyse or predict any of the following: performance 
at work; economic situation; health; personal 
preferences; interests; reliability; behaviour; location; or 
movements. 

• Importantly, controllers must tell data subjects where 
they use profiling and give them the option to opt-out. 

US Privacy Shield

• The US Privacy Shield is recognised by the EU as 
providing an adequate level of protection to EU data 
subjects where their personal data is transferred and 
processed in the United States. 

• The Privacy Shield achieves this by placing stronger 
obligations on companies in the US to protect EU 
citizens’ personal data and provides individuals with 
rights of redress in the US for misuse of their personal 
data.

• The US Department of Commerce (DOC) began 
accepting Privacy Shield self-certifications from US 
companies on 1 August 2016. 

• Where US companies have signed up to the Privacy 
Shield, transfers of personal data from the EU to the US 
are allowed without having Model Clauses or another 
safeguard in place meaning that the US Privacy Shield is 
determined as an ‘adequate safeguard’.

• Once the UK leaves the EU, it will no longer be a party 
to the Privacy Shield framework and will need to make 
alternative arrangements for UK – US data transfers 
unless the UK separately recognises the Privacy Shield 
as providing adequate protection to UK data subjects. 

• A link to the Privacy Shield search register so that you 
can determine which US companies are signatories is 
available on the Privacy Shield website here.

EU Adequacy Decision

• The European Commission has recognised certain 
countries’ laws and regulations outside the EEA as 
ensuring an adequate level of protection to protect EU 
data subjects. 

• The European Commission has recognised Andorra, 
Argentina, Canada (commercial organisations), Faroe 
Islands, Guernsey, Israel, Isle of Man, Japan, Jersey, New 
Zealand, Switzerland, Uruguay and the United States of 
America (limited to the Privacy Shield framework – see 
above) as providing adequate protection.

• Adequacy talks are ongoing with South Korea.

https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/model-contracts-transfer-personal-data-third-countries_en
https://www.privacyshield.gov/list
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32010D0625
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32003D0490
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32002D0002
https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX%3A32010D0146
https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX%3A32010D0146
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32003D0821
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32011D0061
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32004D0411
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2019.076.01.0001.01.ENG&toc=OJ:L:2019:076:TOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32008D0393
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32013D0065
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32013D0065
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32000D0518
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32012D0484
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.207.01.0001.01.ENG
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.207.01.0001.01.ENG
https://ec.europa.eu/info/digital-economy-and-society/data-protection/data-transfers-outside-eu/eu-us-privacy-shield_en
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Part 4: Principles under GDPR

GDPR sets out six key principles that controllers must 
consider when processing personal data: 

• Lawfulness, fairness and transparency;
• Purpose limitation (personal data is collected for 

specified, explicit and legitimate purposes);
• Data minimisation (personal data collected is limited to 

what is necessary);
• Accuracy of personal data;
• Storage limitation of personal data; and
• Integrity and confidentiality (security) of personal data. 

Controllers are accountable for complying with the six 
principles. The principles underpin the rest of GDPR. 
Therefore, full and accurate recordkeeping by controllers is 
key. 

Taking each of the Principles in turn:

Principle 1: Lawfulness, fairness and transparency

Controllers must be able to justify the lawfulness of 
processing of personal data based on one of the grounds set 
out in GDPR, namely:

1. Processing is either necessary to perform a contract with 
an individual or necessary for undertaking pre-contract 
tasks at that person’s request. As an example, this would 
capture processing of staff personal data needed to fulfil 
obligations under an employment contract. 

2. Processing is necessary to comply with a legal obligation 
(outside of a contract). A good example would be 
sharing salary information with HMRC or uploading 
employee information to a pension provider for auto-
enrolment. 

3. Processing is necessary to protect the vital interests 
of the individual concerned and he/she is unable 
to consent. This would capture processing in an 
emergency. 

4. Processing is necessary for the legitimate interests of 
the controller unless the rights and freedoms of the 
individual override these interests. An entity will need to 
balance whether its business interests are undermining 
the data privacy rights of individuals. Examples of 
legitimate business interests might include keeping 
personal data of business contacts for commercial 
purposes. Processing for direct marketing purposes may 
be regarded as carried out for a legitimate interest.

5. The individual has consented to the processing. As an 
example, this would capture HR activities where specific 
consent is sought, such as consent to obtain medical 
reports. As set out above in Part 3, consent must be 
unambiguous and freely given. To evidence consent, 
there must still be a positive action that makes it clear 
someone is agreeing to the use of their information for a 

specific and obvious purpose.

For every type of personal data processed, controllers must 
be able to determine the lawful basis under which they 
process it. Records are required to evidence compliance 
with this in many circumstances. Failure to comply with this 
requirement means the controller could be liable for a fine 
(see Part 2 above).  

Processing Special Categories of Personal Data

Strict requirements apply when processing special categories 
of personal data.  Under GDPR, processing this data is 
prohibited unless one of the following applies: 

1. The processing is necessary to meet obligations or 
exercise rights under employment or social security 
laws. For example, this would permit the processing of 
personal data to make reasonable adjustments to the 
workplace where an employee has a disability.

2. The processing is necessary to protect the vital interests 
of the individual. This would capture processing of 
health information on site in an emergency situation.

3. The personal data has been made public by the 
individual.

4. The processing is necessary for the establishment, 
exercise or defence of claims. 

5. The processing is necessary for preventative or 
occupational medicine or for the assessment of working 
capacity of the employee.

6. The individual has given his/her explicit consent to the 
processing for the particular purpose.

Fair processing and transparency

GDPR requires controllers to be fair and transparent when 
processing personal data.  GDPR is very prescriptive about 
the information that needs to be provided (see Articles 13 
and 14 of GDPR). Controllers must provide: 

• the identity of the entity and its Data Protection 

Officer or person responsible for data protection if one is not 
appointed; 

• contact information for data enquiries; 
• the purposes for which the personal data is being 

processed (and the legal basis of processing); 
• any legitimate interests being relied upon; 
• the recipients of personal data; 
• any international transfers of personal data outside of 

the EEA; 
• the data retention period that applies (or criteria used to 

determine this);
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• notifying individuals of their rights under GDPR; 
• whether the individual is obliged to give the information; 

and 
• whether the entity uses any automatic processing 

techniques.

This information is often provided in a privacy notice (also 
commonly called a privacy policy or transparency notice) on 
the controller’s website. 

Principle 2: Purpose limitation

Principle 2 is designed to prevent use of personal data for a 
purpose that is incompatible with the original purpose, also 
known as ‘function creep’.  

In practice this means that, as a general rule, controllers 
cannot use an individual’s personal data for any purposes 
other than those notified to the individual at the point their 
personal data was first collected. To achieve this, controllers 
need to set out the purpose for which they are collecting the 
data in their privacy notice (see Principle 1 – fair processing 
and transparency).  

There are various exceptions to this rule, including where 
the controller has obtained the individual’s consent for an 
additional purpose, or where the new purpose is compatible 
with the original purpose. These are outside the scope of 
this White Paper and you should seek specific advice if you 
require further information on this point. 

Principle 3: Data minimisation

Controllers must ensure that the personal data processed is:

• adequate – enough to fulfil the stated purpose for which 
the data was collected;

• relevant – it has a clear link to the purpose for which it 
was collected; and

• limited to what is necessary – this means that controllers 
do not hold more data than is needed for the purpose. 

The principle makes it very difficult for controllers to justify 
collecting personal data for a general or unspecified 
purpose. 

Principle 4: Accuracy

Personal data collected by the controller must be accurate 
and, where necessary kept up to date. 

Every reasonable step must be taken by the controller to 
ensure that the personal data it holds is accurate when 
considering the purposes for which it is processed. Any 
errors or inaccuracies must be rectified without delay. 

What is regarded as a reasonable step will depend on 

the purpose for which the controller is using the data. 
For example, if the personal data is being used to make 
decisions about an individual, greater care needs to be taken 
to ensure its accuracy as this presents a greater risk to the 
individual. 

Principle 5: Storage Limitation

Personal data must only be kept for as long as is necessary 
for the purposes for which it is processed. This means that 
retention periods should be documented, monitored and 
reviewed. 

Personal data may, however, be kept for longer periods if the 
personal data is processed solely for: 

• archiving purposes in the public interest;
• scientific or historical research purposes; or
• statistical purposes. 

Due to the specific nature of these exceptions, further 
guidance is outside the scope of this White Paper and you 
should seek advice if you require further information.

Principle 6:  Integrity and Confidentiality (security)

Principle 6 is one of the key principles under GDPR. It 
is particularly important when a controller is engaging 
processors to process personal data on its behalf. 

Principle 6 means that controllers must ensure that personal 
data is only processed in a manner that ensures appropriate 
security of the personal data, including protection against 
unauthorised or unlawful processing and against accidental 
loss, destruction or damage, using appropriate technical or 
organisational measures.

What does Principle 6 mean in practice?

Controllers and processes must be able to assess security 
requirements in relation to the type and categories of 
personal data being processed. In making this assessment, 
controllers and processors must take into account:

• the nature of the personal data to be protected;
• the state of the art and the costs of implementation; and
• the risk of varying likelihood and severity for the rights 

and freedoms of individuals. 

Controllers should always undertake risk assessments and 
conduct Data Privacy Impact Assessment when undertaking 
high risk processing activities. The list below sets out some of 
the security enhancements that controllers and processors 
might want to take in order to increase personal data 
security and better evidence compliance with GDPR:

• increasing personal data encryption. The UK ICO has 
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identified this as an appropriate technical measure to 
ensure that personal data is processed securely;

• ensuring personal data security meets minimum 
standards; 

• implementing the latest password guidance; 

• anonymising personal data where possible. If 
organisations can anonymise data so that it is no longer 
possible to identify an individual from that data (or by 
combining it with other data it holds) it will be outside 
the scope of GDPR; 

• centralising personal data to searchable systems (to 
ensure an efficient response to a Data Subject Request; 

• only allowing work issued devices to access IT systems 
(not personal devices); 

• encouraging employees and contractors to label 
personal emails from work accounts as “Private and 
Personal” (to ensure they are not caught by any 
monitoring activities/GDPR related searches);

• explaining to staff how to escalate security issues; 

• setting expectations for remote working (including 
appropriate use of personal data where a virtual private 
network cannot be accessed);  

• prohibiting off system storage of personal data; and

• alerting staff to potential information security risks and 
what to do in the event one is identified (such as spam/
phishing emails, hacking, bogus calls, viruses, requests 
for password details, loss of company equipment). These 
could result in a Data Breach.

Part 5: Privacy by Design and Default

GDPR requires organisations to integrate data protection 
and privacy into their data processing activities. 

Privacy by design requires organisations to:

• put in place organisational and technical measures to 
implement GDPR principles (see Part 4 ‘Security’ above); 
and

• integrate safeguards in order to protect individual rights
. 
This means that privacy and data protection considerations 
should be at the forefront of every new process or project 
involving personal data. This can be ensured by, amongst 
other things, undertaking timely Data Privacy Impact 
Assessments (see below).

Privacy by default is the concept that organisations 
only process personal data that is necessary for the 
specific purposes. It is linked to the key principles of data 
minimisation and purpose limitation. 

Who is responsible for privacy by design and default?

GDPR states that the controller is responsible for achieving 
privacy by design and default. To achieve this, the controller 
must ensure:

• senior management promote privacy awareness;
• system architects build data protection and privacy 

into systems, including ensuring appropriate levels of 
encryption; and

• policies and procedures embed privacy and data 

protection – a key procedure is Data Privacy Impact 
Assessments (see below). 

Data Privacy Impact Assessments (DPIA)

A DPIA is a process to help organisations identify and 
minimise the data protection risks of a particular project. 
Where a type of processing uses new technologies or 
presents a high risk to the rights and freedoms of individuals, 
a DPIA is required under GDPR.  DPIAs are also required in 
the case of:

• systematic monitoring based on automated processing 
involving profiling where decisions are based that 
produce legal effects;

• processing on a large scale of special categories of 
personal data or criminal convictions; and

• systematic monitoring of a publicly accessible area on a 
large scale. 

 
Any DPIA must: 

• outline the nature, scope, context and purposes of 
processing;

• assess necessity, proportionality and compliance 
measures. Can the objectives be achieved by a less 
invasive method?; 

• identify and assess risks to individuals; and
• identify any additional measures to mitigate the 

identified risks. 
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Part 6: Data Subject Rights

As already discussed, GDPR extends the rights of individuals 
and make the right to privacy a fundamental right. The most 
important ones are as follows:

Right to be informed 

• Individuals have the right to be informed about the 
collection and use of their personal data.

• Controllers must provide certain information to 
individuals at the time their personal data is collected, 
including what the information is processed for and 
retention periods. This is normally achieved in the form 
of a privacy notice. 

Right of access

• Individuals have a right to access their personal data 
(commonly referred to as subject access request, or 
SAR). Requests can be made verbally or in writing.

• Controllers have one month to respond to the request 
and cannot charge a fee in most circumstances.

Right of rectification

• Individuals have a right to have inaccurate personal 
data rectified, or where personal data is incomplete, 
completed. This right is closely linked to the overarching 
GDPR principle of accuracy. Requests can be made 
verbally or in writing.

• Controllers have one month to respond to the request 
and cannot charge a fee in most cases.

Right to erasure

• Individuals have a right to have personal data erased. 
This right is also known as ‘the right to be forgotten.’ 
Requests can be made verbally or in writing.

• Importantly, the right is not an absolute right and only 
applies in certain circumstances, for example when the 
personal data is no longer necessary for the purpose for 
which it was obtained.

• Controllers have one month to respond to the request 
and cannot charge a fee in most cases.

• 

Right to restrict processing

• Individuals have a right to request restriction of the 
processing of their personal data. This means that 
controllers can store the data but are prevented from 
using it. This would apply, for example, where the 
individual has objected to the processing of the personal 
data and the controller is considering whether it has 
legitimate grounds to continue to process the personal 
data. Importantly this is not an absolute right. Requests 
can be made verbally or in writing.

• Controllers have one month to respond to the request 
and cannot charge a fee in most cases.

Right to data portability

• Individuals have the right to ‘port’ and reuse their 
personal data. This means they can obtain the data 
and use it for different services. Requests can be made 
verbally or in writing.

• This is not an absolute right. 

Right to object

• Individuals have the right to object to processing of their 
personal data in some circumstances including where 
the controller is processing the personal data under the 
grounds of legitimate interests. Requests can be made 
verbally or in writing.

• Individuals have an absolute right to stop their data 
being used for direct marketing. 

• Controllers have one month to respond to the request 
and cannot charge a fee in most cases.

Rights in relation to automated decision making and 
profiling 

• Automated decision making is a decision made without 
any human involvement. A good example is an online 
decision to provide a loan. 

• Profiling means automated processing of personal data 
to evaluate relating to a natural person. 

• Individuals have a right to be informed of and object to 
automated decision making and profiling. 
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Part 7: Contracts

GDPR imposes particular requirements in contracts between 
controllers and processors where personal data is processed 
as part of the arrangement. These are often referred to 
as either data handling agreements or data processing 
agreements. In the rest of this Part, they will be referred to 
as Data Handling Agreements. 

Data Handling Agreements are important to appropriately 
apportion risk depending on the scope and nature of the 
processing. It is important to remember that controllers 
are liable for their processors’ compliance with the GDPR. 
This means that they should only appoint processors who 
can provide ‘sufficient guarantees’ that the requirements of 
GDPR can be met. However, processors now have specific 
responsibilities under GDPR and may be directly liable for 
fines if they do not comply. 

Prior to processors being engaged, controllers should 
ensure that they undertake due diligence in order satisfy 
themselves of the processors security measures. The easiest 
way to do this is by way of an on-boarding questionnaire that 
deals with data protection. The controller should continue 
to audit high risk suppliers throughout the lifecycle of the 
arrangement. 

What are the contractual obligations that must be 
contained in Data Handling Agreements?

Processors must:

• process the personal data only on documented 
instructions from the controller;

• allow for audits and inspections, conducted by the 
controller;

• ensure that individuals with access to the personal data 
have committed themselves to confidentiality or are 
under a statutory obligation of confidentiality;

• take all technical and organisational security measures 
in order to comply with Article 32 of GDPR (Security of 
Processing);

• enlist a sub-processor (see below) only with the 
prior permission of the controller or general written 
authorisation of the controller;

• assist the controller with responding to Data Subject 
Right requests (see Part 6);

• assist the controller in complying with data security 
obligations including the requirement to report data 
breaches; and

• delete or return all the personal data at the controller’s 
request following termination or expiry of the 
agreement. 

Sub-processors

As explained above, Data Handling Agreements must ensure 
that processors only engage sub-processors to carry out 
specific processing activities on behalf of the controller, with 
the prior specific consent or general written authorisation of 
the controller. 

Processors must ensure that the same contractual 
obligations placed on them by the controller are imposed 
in the contract with their sub-processors. This allows 
controllers to evidence compliance throughout the data 
processing chain. 

Importantly, processors remain ‘fully liable’ for breaches 
by sub-processors. The extent of this liability is yet to be 
determined and will be a matter for the courts. From our 
experience, it is common for controllers to try and include an 
indemnity in contracts with processors to mitigate any actual 
or perceived risk.

Part 8: Transfers outside the EEA

GDPR imposes strict obligations in the event a controller 
or processor wishes to transfer personal data outside the 
European Economic Area (EEA) (third party transfer). This 
obligation may apply even if the transfer is intra-group. 

Personal data may not be transferred outside of the EEA 
under GDPR unless one of the following grounds is satisfied: 

a. The individual whose data is to be transferred has given 
his/her explicit consent to the transfer (fully informed of 
any risks).

b. The European Commission has determined the recipient 

country has an adequate standard of protection 
(adequacy decision).

c. The controller has put appropriate safeguards in place 
between itself and the recipient (contractual standard 
clauses approved by the European Commission (“Model 
Clauses”) or Binding Corporate Rules approved by the 
ICO or relevant supervisory body). 

d. There is an approved code of conduct or certification in 
place between the EEA and the recipient country (e.g. US 
Privacy Shield).

This means that, where a controller or processor wishes to 
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transfer personal data outside the EEA to a third country 
processor or sub-processor:

• it will need to put in place a GDPR-compliant Data 
Handling Agreement (see Part 7); and

• one of the above grounds must be true.

From our experience, the most common ground that 
organisations rely on is the Model Clauses. The Model 
Clauses cannot be negotiated and are relatively straight-
forward to annex to Data Processing Agreements. 

Other derogations do apply for international third party 
transfers in limited situations under Article 49 of GDPR. If 
you think you need to rely on one of these derogations, you 
should seek legal advice. 

Brexit and EU Data Transfers

As at the data of this Paper, the main concern for the UK 
Government is to ensure the free flow of data between 
the UK and the EU after Brexit. At the time of writing, this 

objective has not been achieved. 

If the UK leaves the EU without a deal on data protection, 
organisations that are based or store data in the EEA would 
need to ensure one of the above grounds is true prior to 
transferring data to the UK, as the UK would be regarded 
as a third country. Therefore, organisations should consider 
executing Model Clauses if a no-deal looks likely, particularly 
where the processing activities are higher risk. 

According to the British Government, UK – EEA transfers will 
remain uninterrupted as the Data Protection Act 2018 is 
closely aligned with GDPR.   

It is yet to be determined what measures organisations will 
need to put in place for UK – third country transfers outside 
the EEA. 

Part 9: Personal Data Breaches

A personal data breach is a breach of security leading to 
the accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to, personal data 
stored or otherwise processed.  

A personal data breach might include:

• unauthorised access to personal data;
• loss of personal data for example where a computer 

device is stolen;
• accidental or deliberate disclosure of personal data to a 

third party;
• unauthorised alteration or amendments to personal 

data. 

All potential or actual data breaches must be assessed 
as soon as possible by the controller’s appointed Data 
Protection Officer or individual(s) with responsibility for data 
protection to determine whether it is reportable to the ICO 

or local supervisory body.  

Where the breach was caused by a processor, the processor 
must notify the controller as soon as possible in the event 
of a data breach. Timescales for processing reporting data 
breaches to controllers should be explicitly set out in the 
relevant Data Processing Agreement.

Following assessment, if the controller determines that it is 
likely that there will be a risk to the rights and freedoms of 
individuals, notification is required to the ICO or supervisory 
authority within 72 hours of discovery. 

If it is determined that the breach is likely to result in a 
high risk to the rights and freedoms of individuals, those 
individuals must be notified directly and without undue 
delay, in other words, as soon as possible. 
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S E C T I O N  T H R E E : 

Common Themes after Two Years of GDPR
The Challenge of Data Mapping

Almost every client’s first challenge has been to get a grip 
on what data they hold and in what way and where they 
keep it. In response, we developed a simple and flexible 
compliance tool. Clients complete an initial questionnaire 
structured around 80 questions which teases out the 
general framework of their data handling. Once we’ve 
reviewed the first responses, we develop a bespoke 
questionnaire to drill down into the detail of their data 
operations and from analysing the responses we can 
deliver a compliance report. 

Clients have often struggled to develop coherent policies 
and contracts relating to data handling. To expedite the 
implementation of corrective measures identified in our 
report, we developed our own extensive bank of templates 
that can be easily tailored to fit the client’s individual 
circumstances. This includes data handling agreements, 
external privacy policies, internal policies including data 
protection and data breach policies. This means we cover 
both the internal and the external aspects of compliance. 

The Challenge of Record Keeping

Record keeping has been a recurring challenge, 
particularly for businesses of a certain size as GDPR 
imposes strict requirements. In order to be compliant, 
businesses must document their data processing activities, 
including establishing a legal basis for processing each 
category of personal data. Good record keeping flows into 
all the other regulatory requirements and is the basis for 
compliance with GDPR. 

Another key theme has been the lack of comprehensive 
policies and procedures on privacy and data protection. 
GDPR is explicit on the information that must be provided 

to individuals when collecting and processing personal 
data. 

The Challenge of Negotiating Data Handling 
Agreements

Without doubt, the most difficult issue for clients has 
been negotiating data handling agreements. It is now a 
requirement to have specific contractual terms in place 
between the contracting parties where one processes 
personal data on behalf of another. Depending on the type 
and nature of the processing, data handling agreements 
can be complex. One of the main aims of any contract is to 
appropriately balance risk between the parties. This can be 
a difficult objective in these types of agreements because 
the contract value can be relatively low but the potential 
fines for non-compliance can be extremely high. 

The Four Critical Elements to ensure Compliance

• Know your data: It is essential to audit all of your 
processing activities and make sure you have a basis 
for processing each data type.

• Update contracts: Companies must audit third party 
processors and risk-rate them according to the type 
and volume of data they process. It is then imperative 
to ensure a data handling agreement is executed with 
each as soon as possible. 

• Review policies: All customer and employee privacy 
notices should reviewed to detail and in association 
with a review of other ancillary policies such as 
outsourcing and IT security. 

• Retention Periods: Data minimisation is a key principle 
of GDPR so out-of-date data or data which is no longer 
needed should be deleted in a structured and timely 
manner.
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About the Coffin Mew Data Protection Team

The team is led by Mark O’Halloran, Coffin Mew partner 
and former European General Counsel for a Japanese 
technology company. Mark specialises in the technology, 
media and product distribution sectors, and has advised 
clients on data privacy since 1998. 

Guy Cartwright is an Associate and a GDPR specialist with 
several years’ in-house experience in the banking and 
financial services sector.

Solicitors Andrew Jerrard and Charlotte Allery did their 
legal training under the supervision of Mark O’Halloran. 

Andrew focuses on the B2B aspects of GDPR and Charlotte 
focuses on the HR aspects. Each has two years’ in-house 
experience – Andrew with a civil engineering company and 
Charlotte with a recruitment trade body.

Paralegal Nicholas King has substantial GDPR experience 
in running large scale projects for multinationals to 
implement data handling agreements with suppliers. 

If you have any enquiries in respect of anything covered 
in this Paper, please email us at gdpr@coffinmew.co.uk or 
call us on +44(0)2392 364959.

About Coffin Mew 

Coffin Mew is a straight talking, commercial and responsive 
law firm with offices across the South and Thames Valley. 
We provide tailored and personal legal advice to businesses 
and private clients to help protect their business, assets and 
families.

Our client focused strategy aims to bring the best people 
and innovation together to deliver great results for 
every client. We advise clients from multinationals to 
entrepreneurial start-ups as they manage their commercial 
risk, people, estates, corporate structures and their private 
wealth.

The firm’s reputation has been built on its ability to deliver 
exceptional client service combined with innovative, highly 
commercial and practical advisors.
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