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HMIS Security Training 2017



Training Purpose
• All HMIS users are required to attend the security

training annually, to maintain their HMIS license.

• The Coalition for the Homeless (CFTH) takes this very
seriously and we want our staff members as well as all
ClientTrack Users to understand their responsibilities.

• Training is based on privacy and security standards set
forth on HUD exchange.

• HUD HMIS Baseline and Additional security Standards:
– https://www.hudexchange.info/resources/documents/HMISBaselinean

dAdditionalSecurityStandards.pdf

https://www.hudexchange.info/resources/documents/HMISBaselineandAdditionalSecurityStandards.pdf


What is Data Security?
• Data security refers to protective digital privacy

measures that are applied to prevent
unauthorized access to computers, databases
and websites. Data security also protects data
from corruption.

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiDk5frra7RAhVEOyYKHVe8AHcQjRwIBw&url=http://www.computersupportnews.com/data-security-steps-to-protect-your-business-against-security-breach/&bvm=bv.142059868,d.eWE&psig=AFQjCNFAKl1OBH0AN20nPL35lSGozvp3hQ&ust=1483819713048407


Who does this apply to?
Any organization (employees, volunteers, or 
contractors) that records, uses or processes 
Protected Personal Information. 

What is Protected Personal 
Information (PPI)?

Any information about a client that (1) identifies a specific 
individual, (2) can be manipulated so that identification is 
possible, (3) can be linked with other available 
information to identify a specific individual 

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiMlJbH1rXRAhVRxCYKHQSMCcwQjRwIBw&url=http://www.sourceministries.net/go/2015/06/righteous-who-me/&bvm=bv.142059868,d.eWE&psig=AFQjCNGTLSNu-tm06gqu17__1vcOlBvlOg&ust=1484071984190562
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwj-g5ip17XRAhVISCYKHSmZDGAQjRwIBw&url=http://hidepersonalinformation.co.uk/2015/07/23/removing-personal-information-from-search-results/&bvm=bv.142059868,d.eWE&psig=AFQjCNH4Bv-Q_fE4XtvM4ByaPuML1mvl-g&ust=1484072472649942


Data Collection

Only collect information that is required by HMIS
data standards and/or funders.

Only search for clients that you are working with

Post signs of consent at intake desk (or comparable
location) and/or in the agency packet. If the agency
has a webpage it must be posted there as well



Data Quality

Set a high standard of data quality by accurately answering
all the HUD Data Elements for every person entered into
HMIS (*asterisk). HMIS data quality plan:
http://www.homelesshouston.org/wp-content/uploads/2015/04/HMIS-Data-Quality-Plan-2014.pdf

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiHi-_Pnb3RAhXLdSYKHXG4CRgQjRwIBw&url=http://www.ardencompanies.com/company/mission-vision&bvm=bv.144210762,d.eWE&psig=AFQjCNENJHL-j7Hgp8PwB1EnDYIq0AORBg&ust=1484331929187322
http://www.homelesshouston.org/wp-content/uploads/2015/04/HMIS-Data-Quality-Plan-2014.pdf


Passwords
Passwords are like underpants……

1. Never leave them lying around

2. Pick good ones

3. Change often

4. Never share



Passwords
• Requires - minimum of 8 characters,  with a minimum of 1 number, 

capital letter and symbol.

• When changing passwords  - you can’t use any of the last 6  used. 
Passwords expire every year.

• HMIS System Admins do NOT know your passwords.

• After 3 unsuccessful log-in attempts the system will lock the user out.

• For added security, the password is not allowed to be retrieved. You can 
reset your password using recovery information

• Never save passwords to your computer



Computers
• All computers will have

- a user name / password
- an individual or network firewall
- up to date anti-virus software

• Individual users must not be able to log on to more than one 
workstation at a time 

• Secure your work area before leaving it unattended.
- Shut down, lock, log off, or put your computer and other

devices to sleep before leaving them unattended
- Computers require a secure password to start up or 

wake-up



Client Information

At the end of the day
• Do not leave sensitive information lying around -

including on printers, fax machines, or copiers
• Secure any paper or other hard copy containing PPI 

that is either generated by or for HMIS
• Lock up portable equipment and all sensitive 

materials
• Lock doors, take keys out of drawers



Baseline Requirements

Do not 
• access HMIS client data on a public computer 

(i.e. library.)
• access HMIS client data in a public setting (i.e. 

coffee shops.)
• access HMIS client data over unsecured public 

Wi-Fi (i.e. free city Wi-Fi)
• access HMIS on computers that do not have 

locking screens



User Responsibilities
• Take appropriate measures to prevent unauthorized data 

disclosure

• Report any security violations (such as sharing passwords)
– Security Officer

• Comply with relevant policies and procedures

• Notify HMIS staff once an employee is no longer employed

• Attend HMIS quarterly Forums for current or upcoming 
information
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March 23, 2017 9:00AM – 11:00AM CoH

June 15, 2017 11:30AM – 1:30PM UW

September 28, 2017 11:30AM – 1:30PM CoH

December 21, 2017 2:00PM – 4:00PM UW

New locations – United Way & City of Houston!


