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At Symantec, we measure our work not 
just in terms of dollars and cents, but 

in the lives we protect from a relentless onslaught 

of cyberattacks on a daily basis. We help protect 

people’s private information, their 

financial livelihood, their efforts to get 

an education, their children’s online 

presence, and the things that help 

enrich each individual’s life, whether it 

be photos, music, videos, or any other 

memento of immeasurable sentimental 

value.

We share that mission with our 

colleagues in government and public 

agencies around the world—agencies 

that perpetually touch upon and 

have an impact on peoples’ lives. Government and 

public agencies—more than other entities—are truly 

entrusted with protecting the best interests of the public 

at large. The world’s citizens rely and depend on the 

public sector for the very basics and necessities of life: 

defense, education, health care, housing, utilities, and 

transportation, just to name a few.

To compound this responsibility, global government 

workers must bear this burden under constant 

cyberattack. According to our latest “Internet Security 

Threat Report,” government entities continue to 

operate in spite of enduring one of the highest 

attack rates for any sector or industry. Furthermore, 

they wage that fight amidst the constant challenge of 

budgetary restrictions that hamper resources in terms of 

manpower and equipment.   

In the connected world that we live in today, 

government online operations should be the basis 

for stability and security. With all of this in mind, 

Symantec is strongly committed to supporting our 

public sector colleagues. In addition to our various 

solutions, we aim to offer valuable, objective counsel 

on the processes, procedures, and adaptations 

needed to comply with emerging regulations, while 

keeping public sector online missions successful. 

Make sure to check out the cover story in this 

issue, “IT In the Service of the Citizen,” that maps out 

the unique challenges and opportunities facing public 

sector IT leaders today. And don’t miss the case study 

on Community Healthcare System, as well as features 

that explore next-generation technology moves in 

website security and the evolution of messaging and 

web gateway security.

Protecting the Public Sector

CEOFROM THE STEVE BENNETT

Regards,

Steve Bennett 
President and CEO 
Symantec Corporation
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[ Presidential Appointment 
for Symantec CEO ]
President Obama has ap-
pointed Symantec President 
and CEO Steve Bennett to 
the National Security Tele-
communications Advisory 
Committee (NSTAC). The 
NSTAC’s goal is to develop 
recommendations for the 

President to assure vital 
telecommunications links 
stay up through any event 
or crisis and to help the 
U.S. government maintain a 
reliable, secure, and resilient 
national communications 
posture. For more informa-
tion, visit go.symantec.com/
bennett-nstac.

 [ Dennis Technology Labs 
Anti-Virus Report ]
Symantec received Dennis 
Technology Labs’ “AAA” 
rating and garnered the 
highest scores across every 
category in the Labs’ anti-
malware testing. Norton 
Internet Security scored 
the highest for home 

protection, while Symantec 
Endpoint Protection Small 
Business Edition 2013 won 
for small business protec-
tion. Symantec Endpoint 
Protection 12 came out on 
top in enterprise protec-
tion. See the study at 
go.symantec.com/dennis-
report.
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Cyberespionage Surges, Report Says

T
here was a 42 percent surge in targeted attacks 
in 2012 compared to the prior year, according to 
Symantec’s “Internet Security Threat Report (ISTR),  

Volume 18,” released in April.*
Designed to steal intellectual property, these targeted 

cyberespionage attacks are increasingly hitting the 
manufacturing sector as well as small businesses, which 
are the target of 31 percent of these attacks. 

Small businesses 
are attractive targets 
themselves and a way to 
ultimately reach larger 
companies via “watering 
hole” attacks. In a watering 
hole attack, the attacker 
compromises a website, 
such as a blog or small 
business website, which 
is known to be frequently 
visited by the victim 
of interest. When the 
victim later visits the 
compromised website, a 
targeted attack payload 
is silently installed 
on their computer. In 
addition, consumers 

remain vulnerable to ransomware and mobile threats, 
particularly on the Android platform.

“This year’s ISTR shows that cybercriminals aren’t 
slowing down, and they continue to devise new ways to 
steal information from organizations of all sizes,” said 

Stephen Trilling, chief technology officer, Symantec. 
“The sophistication of attacks coupled with today’s 
IT complexities, such as virtualization, mobility, and 
cloud, require organizations to remain proactive and 
use defense-in-depth security measures to stay ahead of 
attacks.”

Targeted attacks are increasing most rapidly among 
businesses with fewer than 250 employees. There has been 
a threefold increase in attacks on small businesses since 
2011. While small businesses may 
feel they are immune to targeted 
attacks, cybercriminals are 
enticed by these organizations’ 
bank account information, 
customer data, and intellectual 
property. Attackers hone in on 
small businesses that may lack 
adequate security practices and 
infrastructure.

Web-based attacks increased 
by 30 percent in 2012, many 
of which originated from the 
compromised websites of small businesses. These 
websites were then used in massive cyberattacks as 
well as “watering hole” attacks. The Elderwood Gang 
pioneered this class of attack; and, in 2012, successfully 
infected 500 organizations in a single day. In these 
scenarios, the attacker leverages the weak security of one 
business to circumvent the potentially stronger security 
of another business.

* “Internet Security Threat Report, Volume 18”, symantec.com, 

accessed June 21, 2013.

VIDEO WEBCAST

Results of the  
“Internet Security 
Threat Report, Volume 
18” are discussed by 
three Symantec custom-
ers at go.symantec.
com/istr-webcast.



 
[ Forrester Positions  
Symantec as Leader ]
Symantec is positioned 
as the leader in the first 
Forrester Wave Endpoint 
Security, Q1 2013 report. 
Forrester rates nine top 
providers in endpoint 
security on strategy, current 
offering, and market pres-
ence. Symantec received 
the highest rating in all 
three key areas, surpassing 

Kaspersky, McAfee, and 
Sophos. Get the study at 
go.symantec.com/forrester-
endpoint. 

[ BYOD Risks Addressed  
by Symantec Mobile  
Management ]
A survey of 236 attendees 
at Symantec Vision found 
that most of them feel 
BYOD is worth the risks, 
but that they need tech-

nology to enforce policies 
and protect their organiza-
tions from mobile security 
incidents. To protect mobile 
devices and applications, 
the most recent version of 
Symantec Mobile Manage-
ment Suite offers single 
sign-on, SSL with URL 
whitelisting, and a new 
secure email client. See 
more about the survey and 
Symantec Mobile Manage-

ment Suite at go.symantec.
com/vision-mobile-survey. 

[ Symantec’s High  
Honors for Keeping the 
Internet Safe ]
The Online Trust Alliance 
(OTA) conducts an annual 
audit of over 750 promi-
nent websites to review 
how they deal with key 
trust points, including do-
main, brand, and consumer 
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T
here are nine critical questions that board 
members should ask when discussing technology 
strategy with IT and business managers, says 

McKinsey & Company in a June 2013 article.* Particular 
questions will differ across industries, but every director 
will benefit from reviewing the following questions as a 
starting point for fruitful conversations.

1. How will IT change the basis of competition in our 
industry? Leaders can be challenged; disruption is 
the norm. In banking, for example, Square, a mobile 
payments app for merchants, is challenging traditional 
payment solutions. Anticipate your opportunities and 
competitors’ moves. 

2. What will it take to exceed our customers’ 
expectations in a digital world? Because of leaders 
such as Amazon and Apple, the bar has been set high for 
delighting customers digitally. Accomplishing this often 
requires a sizable investment.

3. Do our business plans reflect the full potential of 
technology to improve our performance? Returns can 
far exceed investment. One retailer has doubled revenue 
growth by investing in the digital channel. A bank is 
targeting a 10 percent reduction of operating costs 
through automation of end-to-end processes. What 
multiyear initiative might make a major difference?

4. Is our portfolio of technology investments aligned 
with opportunities and threats? Rebalance the portfolio 
regularly or quarterly, remembering that large IT projects 
run 45 percent over budget and 7 percent over time, 
while delivering 56 percent less value than predicted.

5. How will IT improve our operational and  
strategic agility? Can IT reduce time to market or 
extract synergies from an acquired business or a 
partner? Whether consolidating systems, creating 
data standards, or applying lean management, IT can 
deliver increased agility quickly.

6. Do we have the capabilities required to  
deliver value from IT? Because IT is so important, 
leaders should be IT-literate to generate the right 
strategies. Does your company need an IT boot camp 
for its top managers?

7. Who is accountable for IT and how do we hold them 
to account? Define a clear 
IT operating model, with 
scorecards that measure 
value delivered in the form 
of efficiency, agility, and 
risk levels.

8. Are we comfortable with 
our level of IT risk? Assess 
the full range of risks (e.g., hacking attacks, vendor 
failure, and technical failure) and address the root 
causes, which include redundant technology, incorrect 
policies, poor processes, and insufficient oversight.

9. Are we making the most of our technology story?
Communicate your IT strategy to analysts, customers, 
regulators, and shareholders.

* Paul Willmott, “The do-or-die questions boards should ask about 
technology,” McKinsey.com, accessed June 21, 2013. 

Do or Die: Boards and Technology

Leaders can be  
challenged in the 
digital era; disruption 
is the norm.

VIDEO WEBCAST
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protection; site, server, and 
infrastructure security; and 
data protection, privacy, 
and transparency. Syman-
tec has been named to the 
OTA Honor Roll for the third 
year in a row. Find out more 
about the OTA and its Honor 

Roll at go.symantec.com/
OTA-honors. 

[ “Rapid Engineering” for 
Great Results ]
Symantec held its first Rapid 
Engineering Day (RED) in 
May. The goal was to foster 

cross-functional collabora-
tion between IT and its 
stakeholders, while having 
fun building new applica-
tions. Five teams of business 
administrators, IT business 
analysts, and engineers had 
48 hours to create new apps, 

in this case for Salesforce. 
The winning team developed 
an agent gamification ap-
plication, and the runner up 
developed a social Twitter 
case feed capability. More 
REDs will occur quarterly or 
semi-annually. 
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Why SSL Certificate  
Management Is Critical

S
SL Certificates are the basis of trust 
on the Internet. In use for 15 years, 
they make it possible for users 

around the world to communicate sensitive 
information with confidence that it is safe 
from malicious hackers.

Despite their strength and reliability, 
however, SSL Certificates can still be vulner-
able to attack for one simple reason: poor 
SSL Certificate management.

A new white paper from Symantec,  
spells out the danger of expired and rogue 
SSL Certificates and identifies the best  
practices that minimize risks.*

In a multi-certificate, multi-CA enterprise 
environment, the white paper notes get-
ting a comprehensive view of SSL security 

is essential. Knowing the 
status of every certificate 
across sites and networks 
can not only help control 
customer service costs, but 
also lower the burden of 
SSL administration, giving 
busy IT teams more time to 

concentrate on other business-critical projects.
Rigorous SSL management can also prevent 

much more serious consequences, including a  
major phishing incident or other type of data 
breach that will not only be expensive to remediate, 
but may also cause long-term damage to an organ-
ization’s reputation with its customers.

There are services that make it easy to discover 
and manage SSL Certificates across the enterprise. 

Key features to look for in any solution you con-
sider include:

> Ability to scan your environment automatically
and detect certificates from any provider

> An easy-to-use interface that can be understood
at a glance

> Delegation capabilities enabling different levels
of access for different roles

> Alerts and reporting for proactive renewals and
useful executive updates

> Flexibility for configurable scans and scalability
for future growth

> Timeliness—scans must complete quickly, 
before SSL Certificates change

* “Business Continuity and Breach Protection: Why SSL 

Certificate Management Is Critical to Today’s Enterprise,” 

Symantec.com, accessed June 21, 2013. 

 
One rogue SSL  

Certificate can  
expose an enterprise 
to cybercrime.
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1.  The Mobile Internet resulting from increasingly
inexpensive devices and connectivity will
have impacts such as reducing chronic disease
treatment costs by 10 to 20 percent through
remote health monitoring.

2.  Automation of knowledge work will increase as
intelligent software systems perform additional
knowledge-work tasks, potentially adding
productivity equal to as many as 110 million to
140 million full-time workers.

3.  An “Internet of Things” consisting of low
cost sensors and actuators for data collection, 
monitoring, decision making, and process 
automation could drive productivity across $36 
trillion in operating costs, in industries such as 
manufacturing, healthcare, and mining.

4.  Cloud services delivered over the Internet are
projected to drive 15 to 20 percent productivity 
gains in IT.

5.  Advanced robotics means that increasingly
capable robots with enhanced sensors, 
dexterity, and intelligence will automate 
many tasks, improving lives of groups such as 
amputees and those with low mobility.

6.  Autonomous and near-autonomous vehicles
could save 30,000 to 150,000 lives from 
potentially fatal traffic accidents.

7.  Next-generation genomics result in fast,
low-cost gene sequencing, advanced analytics, 
and synthetic biology (where DNA is “written”). 
Lives will be extended because of faster 
disease detection and new drugs.

8.  Energy storage advances could mean that 40
to 100 percent of vehicles sold in 2025 will be 
electric or hybrid.

9.  3-D printing could save consumers 35 to
60 percent in costs per printed product, while 
enabling a high level of customization.

10. Advanced materials provide characteristics
such as higher strength, greater conductivity,

memory, or self-healing, and will lead to
advances such as nanomedicine, which could
deliver targeted drugs to 20 million new
cancer cases worldwide in 2025.

11.  Advanced oil and gas exploration and
recovery could provide 3.6 billion to 6.2 
billion barrels of oil and gas annually  
by 2025.

12.  Renewable electricity
from solar and wind 
sources could avoid 
emissions of 1 billion 
to 1.2 billion tons 
of carbon dioxide 
annually by 2025.

If business and 
government leaders 
wait until these 
technologies are 
exerting their full 
influence on the 
economy, the 
report warns 
it will be too 
late to capture 
the benefits 
or react to the 
consequences.

*“Disruptive 
technologies: 
Advances that will 
transform life, 
business, and the 
global economy,” 
The McKinsey 
Global Institute, 
May 2013.

12 Advances Will Transform Life and Business

 
Higher productivity, 

more choices, less work.

“The Disruptive Dozen” is what the McKinsey Global Institute calls them.* They 
are 12 echnologies that could truly alter the way people live and work. 



8   CIO Digest    July  2013

Most Data Breaches Caused by Errors

D
ata breaches cause pain, whether they were uninten-
tional or intentional. And this type of pain increased 
worldwide in 2012.

Interestingly enough, two-thirds of data breaches in 2012 
were unintentional, according to the “2013 Cost of Data 
Breach Study: Global Analysis,” released by Symantec and the 
Ponemon Institute. Human errors and system problems were 
the leading unintentional causes of data breaches. In addition, 
the average cost of a breach increased to $136 per record.*

Issues triggering data breaches included employee mis-
handling of confidential data, lack of system controls, and 
violations of industry and government regulations. Heavily 
regulated fields, including healthcare, finance, and pharma-
ceuticals, incurred breach costs 70 percent 
higher than other industries.

“While external attackers and their 
evolving methods pose a great threat to 
companies, the dangers associated with the 
insider threat can be equally destructive and 
insidious,” said Larry Ponemon, chairman, 
Ponemon Institute. “Eight years of research 
on data breach costs has shown employee behavior to be one 
of the most pressing issues facing organizations today, up 22 
percent since the first survey.”

“Given that organizations with strong security postures 
and incident response plans experienced breach costs 20 per-
cent less than others, the importance of a well-coordinated, 
holistic approach is clear,” said Anil Chakravarthy, executive 
vice president of the Information Security Group, Symantec. 
“Companies must protect their customers’ sensitive informa-
tion no matter where it resides, be it on a PC, mobile device, 
corporate network, or data center.”

Some other findings include:
> Average cost per data breach varies widely worldwide. The

United States and Germany continue to incur the most 
costly data breaches (at an average cost per compromised 
record of $188 and $199 respectively). These two countries 
also had the highest total cost per data breach (United 
States at $5.4 million and Germany at $4.8 million).

> Mistakes made by people and systems are the main
causes of data breaches. Brazilian companies were most 
likely to experience breaches caused by human error. 
Companies in India were the most likely to experience a 
data breach caused by a system glitch or business process 
failure. 

> Malicious and criminal attacks are the most costly. They
caused 37 percent of data breaches and result in the highest 
data breach incident cost. 

> Some organizational factors decrease the cost. U.S. and
U.K. companies received the greatest reduction in data
breach costs by having a strong security posture, incident 
response plan, and CISO appointment. Organizations in the 
United States and France reduced costs by engaging data 
breach remediation consultants.

Symantec recommends the following best practices to 
prevent a data breach and reduce costs in the event of one:
1. Educate employees and train them on how to handle 

confidential information.
2. Use data loss prevention technology to find sensitive data

and protect it from leaving your organization.
3. Deploy encryption and strong authentication solutions.
4. Prepare an incident response plan including proper steps

for customer notification.

* “Ponemon and Symantec Find Most Data Breaches Caused by Human and 
System Errors,” symantec.com, accessed June 21, 2013.
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Global average  
cost of a data 
breach is now 
$136 per record.
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The End of Competitive Advantage is interesting to me because I 

work directly with Symantec’s competitive strategies and strive 

to maintain our differentiation from our competition. McGrath 

challenges traditional thinking, arguing that a different approach to the 

competitive landscape is needed.

She contends that companies develop a false sense of immunity, 

believing that simply because they’ve been around for years, they are 

impervious to the effects of the next technological enhancement or way 

of thinking. Indeed, becoming stagnant and complacent are sure recipes 

for disaster. McGrath provides her readers with a number of fresh ideas 

that transformed industries, as well as examples of where and how oth-

ers have failed.

Some decisions require strategic risk, but their payoff can be 

huge. Harnessing this and formulating a strategic approach that 

moves beyond outdated approaches is critical for companies and 

groups seeking competitive success today. The following are some key 

takeaways: 

> Don’t get caught employing worn-out

and dated competitive strategies.

> Realize than no matter how strong

your differentiation may seem, it will

be short-lived.

> Accept that all strategies become stale

or ineffective at some point, and often

sooner than later.

> Dynamic thinking and strategizing

around the competitive arena is

crucial.  

> Aggressively pursue the next strategic

advantage and realize that

diversity can be a good thing.

> The tactics a company employs at a corporate level also apply at the

group and personal levels. 

IT leaders face a highly dynamic and challenging business 

environment. Business stakeholders see technology as a critical 

differentiator, and they expect—and demand—their IT counterparts 

to proactively present innovative ideas and solutions. There are a 

number of valuable lessons in The End of Competitive Advantage that 

IT leaders can heed and inculcate. It also stands as a challenge for 

them to shed old, reactionary ways of doing business, and instead 

assume strategies that differentiate their organizations as innovative 

thought centers.

Kyle Drake is a senior principal product marketing manager in Symantec’s 
Information Management Group.

Rita Gunther McGrath

The End of Competitive Advantage:  
How to Keep Your Strategy Moving as 
Fast as Your Business 
Boston, MA: Harvard Business Review Press, 2013
ISBN: 978-1-4221-7281-0
Price: $30.00

Ihave acquired more than my fair share of books on career-guidance, 

self-help, personal and professional growth, and in general on 

managing your life. If I had read them all I would probably be a 

wealthy, near-perfect human being by now. Unfortunately, I have  

accumulated many more than I’ve actually read. The jacket blurb  

always says this book will fix all my problems, but when I read the 

book . . . I have all this work to do.

Robert Kaplan makes no promises that this book will fix your 

problems, but he does provide tools, insights, and thought-provoking 

questions to enable readers to define success in their way and to 

achieve their unique potential. What You’re Really Meant to Do wraps 

up with a quote from Albert Einstein: “Not everything that counts can 

be counted, and not everything that can be counted counts.” This is a 

fitting close, as it prompts the reader to reconsider the previous 200-

plus pages and to determine what really counts—specifically, how you 

define success, how your skills and desires fit into that, and how to 

figure out who you are and why you do the things you do as a working 

professional and a person.

A former senior executive at Goldman Sachs and currently a 

professor at Harvard Business School, Kaplan makes the point that a 

lot of people will tell you what you should 

do and what you should want, but they are 

not you and they don’t have to live your 

life. The book contains a number of real-

life stories and examples. It isn’t just about 

kids right out of school but mid-career 

executives and even senior leaders from 

large multi-national corporations.

The book is structured so that readers 

can create their own roadmaps. Start-

ing with an overview and some rules of 

the road, readers spend several chapters 

getting to know themselves (e.g., their strengths and weaknesses, 

passions, and self-knowledge). Readers then proceed to how they 

can make the most of opportunities (top three tasks, dream job, and 

matching skills and tasks—not the same). Appropriately, the home 

stretch is about the extra mile (good vs. great, relationships, and then 

developing the roadmap itself).

While I have slogged through many career development and self-

help books and gone off the road, I finished this book in two sittings. 

It is compelling and personal and contains individual exercises that 

provide interesting insights readers likely haven’t considered before—

whether how to manage your career or a complete career change. If 

you have ever asked yourself, in any work situation, at any stage of 

your career, “Why doesn’t someone just tell me what to do?” this book 

is a worthwhile trip for you.

David Finn is Health IT Officer at Symantec and the former CIO at Texas 
Children’s Hospital..

Robert Steven Kaplan

What You’re Really Meant To Do: A Road 
Map for Reaching Your Unique Potential 
Boston, MA: Harvard Business Review Press, 2013
ISBN: 978-1-4221-8990-0
Price:  $25.00
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Stephen A. Douglas is epitomized as an ap-
peaser of slavery and for his debates with 
Abraham Lincoln during the 1858 campaign 
for his Illinois United States senate seat. 

And most certainly, his support for and evangeliza-
tion of the concept of popular sovereignty—that the 
majority of white, male citizens should decide the 
contentious issue of slavery in the territories—is  
morally specious and contemptible as seen through  
a 21st-century lens. 

Political expediency 
During the 1858 political campaign, Douglas initially 
tried to avoid meeting Lincoln directly, traveling 

the state and making speeches from a 
private train. Lincoln followed Douglas, 
however, answering speeches in each 
location with one of his own a few days 
later. Douglas finally acquiesced to Lin-
coln’s demand for joint appearances, 
agreeing to seven formal debates (known 
today as Lincoln-Douglas Debates). In 
the debates, he attempted to steer an 
argument of moderation, struggling 
to appease both pro-slavery and anti-
slavery factions in the Democratic Party. 

In the end, he managed to persuade enough of the 
Illinois white, male electorate, which voted a narrow 
majority of Democrats to the Illinois legislature. The 
legislature in turn voted 56 to 46 to reelect Douglas to 
his U.S. Senate seat. 

But Douglas’ political appeasement could go only 
so far. When the Democratic Convention met in 
Charleston, South Carolina, to nominate a presiden-
tial candidate in 1860, it was unable to reach a  
two-thirds majority and adjourned after 57 ballot  

attempts. The Democrats subsequently splintered, 
with southern Democrats nominating John C. Breck-
inridge as their pro-slavery candidate and northern 
Democrats nominating Douglas. And despite breaking 
an unwritten rule by campaigning in person, Douglas 
was soundly defeated. Breckinridge won most of the 
votes in the South and Lincoln garnered a vast major-
ity of electoral votes in the North. 

The final months
What happened after the election and secession of the 
first seven states in the South is a piece of history that is 
often neglected. Douglas put aside his previous debates 
with Lincoln—which had been quite acrimonious—along 

with the election of 1860 to become one of Lincoln’s 
strongest supporters. Indeed, when death threats 
against Lincoln were rumored, Douglas responded, “If 
any man attacks Lincoln, he attacks me, too.” 

Leading up to the bombardment of Fort Sumter, 
Lincoln and Douglas conferred in private at great 
lengths, with Douglas publicly speaking on behalf 
of Lincoln and denouncing any and all who spoke 
of secession as an option. When Lincoln decided to 
proclaim a state of rebellion after the fall of Fort Sum-
ter, he asked Douglas to look over the proclamation 
that called for 75,000 troops to suppress it. Douglas 
responded with one emendation; change the call for 
75,000 to 200,000, on the basis that Lincoln did not 

Leadership When  
It Matters Most  

Emulating the “Little Giant” in his final few months

THINK TANK BY PATRICK E. SPENCER

  Real leaders understand their 
role within the larger scheme of 
transformation and know how they  
can contribute.
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“know the dishonest purposes” of 
the secessionists in the South as 
he did. 

Then Lincoln, knowing reten-
tion of the border states was criti-
cal to holding the Union together, 
asked Douglas to undertake a spe-
cial assignment; to tour the border 
states, speaking in favor of the 
Union while denouncing seces-
sion. And though now ailing from 
an advanced state of alcoholic 
liver disease, Douglas embarked 
on an impassioned tour that ended 
in his home state of Illinois, where 
he took up residence at the Tremont 
House in Chicago, one of the city’s 
finest hotels. 

But Douglas’ health issues from 
years of excessive drinking and ex-
haustion from the previous year’s 
presidential campaign and his just-
completed tour of the border states 
had exacted their toll on him. His 
physical health quickly deteriorat-
ed, and he breathed his last breath 
on June 3. Ironically, later that same 
day, Union and Confederate forces 
clashed in the first serious skirmish 
of the war in Philippi, Virginia, pro-
ducing the first casualties of what 
would be a long and bloody war to 
save the Union and eventually to 
abolish slavery.

Hold to core principals
Assessing Douglas as a leader is a 
complex task. His propitiation of 

the South and pro-slavery forces for 
the sake of saving the Union is mor-
ally offensive, a politically expedi-
ent position that he took to achieve 
an end result (the phrase “the end 
justifies the means” seems to apply). 
His lack of moral conviction (though 
one could argue saving the “Union 
at all costs” was his navigational 
compass)—not to mention the im-
morality of slavery itself—was a 
fatal leadership flaw. (It is important 
to note that we often forget Lincoln 
was not immune from political ex-
pediency, too. As described by Doris 
Kearns Goodwin in A Team of Rivals: 
The Political Genius of Abraham 
Lincoln and depicted in the movie 
Lincoln, Lincoln capitulated to the 
pro-slavery forces for a period of 
time to keep the border states from 

seceding and retain the support of 
ambivalent Northerners.)

Today’s leaders must possess a 
core set of ethical principals and 
use those as their navigational cen-
ter. Equivocation and appeasement 
for the sake of avoiding conflict and 
failing to deal with difficult issues 
result in dysfunction and uncertainty. 
Leaders must know their northern 
celestial pole and what they truly 
value and use that as their naviga-
tional compass.

When it matters most
Just as Douglas prior to the seces-
sion crisis presents one leadership 
perspective, his words and actions 
after the presidential election, in 
reaction to moves by the southern 
states to secede, provide another 

  The most lasting influence the “Little Giant” 
left for leaders today is when he probably felt his 
leadership mattered the least.



lesson in leadership. Because he re-
spected Lincoln’s role as president-
elect and then president, Douglas 
gave him unwavering support and 
loyalty, advocating on behalf of  
Lincoln to virtually anyone who 
would listen. This is best encapsu-
lated by an incident during Lincoln’s 
inaugural address. As Lincoln be-
gan to speak, a gust of wind rattled 
his notes and he fumbled with his 
stovepipe hat while trying to hold 
his notes in place. Douglas, stand-
ing directly behind Lincoln, stepped 
forward, and spoke to the new presi-
dent, “Permit me, sir.” He then took 
Lincoln’s hat and held it throughout 
the inaugural address. 

Leadership takes many forms. 
Douglas dominated the Senate dur-
ing the 1850s, gaining the nickname 
“Little Giant” for his short physical 

stature and immense influence as 
a political powerbroker. But it is in 
his final months when Douglas em-
bodied the principles of leadership 
that really count. He understood 
Lincoln was now president and used 
his own leadership capital to help 
enable Lincoln’s success, whether 
via private consultations, public 
pronouncements, or simply respect 
for his leadership position.

Leaders aren’t always the power-
brokers. Those who feel they must 
always assume this role to be effective 
are misguided or become so preoc-
cupied with their own agenda that 
they fail to learn important lessons 
from those around them. Instead, like 
Douglas, they exercise their influence 
to enable change, something that 
may or may not have originated with 
them or their group. Further, some of 

the best leadership examples emulate 
Douglas and his support of Lincoln; 
they understand their role within the 
larger scheme of transformation and 
know how they can contribute. And 
those with less visible roles who are 
no less committed to the transforma-
tion can make equally valuable con-
tributions.

History is filled with ironies, and 
the final months of Douglas’ life 
are no exception. The most lasting 
influence the “Little Giant” left for 
leaders today is when he probably 
felt his leadership mattered the 
least; his party had splintered, his 
opponent for many years had be-
come president, and his health was 
slipping away. However, it was then 
that it mattered most. n

Patrick E. Spencer (Ph.D.) is editor in 
chief and publisher for CIO Digest.
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The Era of Intelligence
What IT leaders can do to combat cybersecurity threats, according  
to Symantec’s VP of Information Security Services Samir Kapuria

A 
few years ago, the last thing you 
would associate with a CIO or CISO 
was something out of a James Bond 
movie or a riveting spy novel by 

Tom Clancy involving counterintelligence and 
sabotage. That’s no longer the case. In just a few 
years, critical business requirements for IT lead-
ers went from keeping email and ERP systems 
up and running and provisioning desktops and 
laptops, to thwarting attempts to steal intellectu-
al property and blocking efforts to infiltrate and 
shut down critical systems supporting national 
infrastructure. Indeed, in a day when little politi-
cal consensus exists, there is unanimous agree-
ment that breaches of cybersecurity are a real 
and imminent danger. Organizations—private 
and public, small and large—must give immedi-
ate heed to ensure they have the technologies 
and processes in place to manage those risks. 

But it is broader than just implementing a 
set of technologies and instituting the right 
assemblage of policies, according to Samir 
Kapuria, Symantec’s vice president of Product 
Management for Information Security Services. 
“Having sufficient layers of security is certainly 
important,” he says. “And while having data 
on your risk posture is an essential ingredient 
to success, it is greater than that. It boils down 
to how those different layers and technologies 
interoperate with each other and how the data 
is analyzed and reduced down to an actionable 
list.” This is what Kapuria describes as security 
intelligence—or to put it in the context of the 
different cybersecurity eras (see sidebar), the 
era of intelligence. Organizations lacking security 
IQ may simply find themselves overwhelmed 
by and unable to withstand the burgeoning 
onslaught of cyberattacks.

Kapuria didn’t start his career as an expert in 
cybersecurity. He studied biomedical and indus-
trial engineering in college but ended up as an 
analyst assessing bond risks of countries in South 
America and eastern Europe. In 1995, when an 
executive from a “three-letter” federal agency 
approached him about the prospect of found-
ing a managed firewall company to address the 
potential of Internet security threats, he jumped 
at the challenge—and thus began his information 
security career.

Since then, Kapuria has distinguished himself 
as a subject-matter expert in the field, as well as 
a strategic business advisor, working with some 
of the largest enterprises and most classified 
organizations in the world to assess their risks, 
remediate security intrusions, and demonstrate 
the business value of security. Over the course of 
his career at Symantec, Kapuria has led a number 
of industry-first teams and initiatives such as the 
Strategy and Security Intelligence Group that 
built Symantec’s renowned CyberWar Games and 
Cyber Readiness Challenge programs.

I recently had a chance to catch up with  
Kapuria to discuss the charter of his new Infor-
mation Security Services team, the five different 
epochs of cybersecurity, tools IT leaders can lever-
age to address cyberthreats, and his recommenda-
tions to IT leaders on what cybersecurity strate-
gies they need to employ, among other topics.

 
PATRICK: The Information Security Services 
Group was formed as part of Symantec 4.0, the 
transformation that Symantec is currently under-
going via the leadership of Steve Bennett. This is 
a new function and role. What was the rationale 
behind its formation and what does your charter 
look like? 
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Samir Kapuria, VP, Product 
Management, Information 

Security Services, Symantec
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  “An entire alphabet soup of 
security standards has grown up around 
the security practice, and each of them 
provides a checkbox or audit-type disposal. 
But simply checking these boxes doesn’t 
mean that an organization is secure and is 

managing its risk.”

– Samir Kapuria, VP, Product Management,  
Information Security Services, Symantec

SymAnTeC CAReeR HIgHlIgHTS: As vice president of Product 
Management for the Information Security Services group, 
Kapuria leads the team responsible for product management of 
Symantec’s next-generation security protection, detection, and 
intelligence solutions. During his tenure at Symantec, Kapuria 
has held several executive leadership positions and built many 
successful teams. Prior to his current position, he served as 
the vice president of the Security Intelligence Group, creating a 
cyberwar simulation program, advanced attack countermeasure 
technologies, and intelligence solutions focused on proactively 
thwarting cyberthreats. 

PRIOR TO SymAnTeC: Kapuria joined Symantec in 2004 through the 
acquisition of @stake, a leading cybersecurity consulting firm, where 
he served as an executive advisor for global enterprise customers and 
led the business strategy and services organization.

eDuCATIOn: Harvard Business School, Entrepreneurship; Boston 
University, Biomedical Engineering and Manufacturing Engineering; 
University of Massachusetts, Amherst, Finance, Industrial 
Engineering, Economics, and International Relations 

STRAngeST SeCuRITy BReACH: My three-year-old shoulder surfing  
my iPad password and selling it to his brother for two lollipops. 

FAvORITe muSICIAn: Bob Marley. “Do I need to say more?”

FAvORITe DeSTInATIOn: Anywhere with blue skies, warm culture, 
and new adventures.

FAvORITe BOOK: Dr. Seuss’ Cat in the Hat. “It’s fun to have fun, but 
you have to know how.”

FAvORITe InSTRumenT: Violin. Kapuria was an accomplished 
violinist coming out of high school.

FAvORITe HOBBy: Photography. “It gives me the opportunity 
to explore creativity in a entirely different context from my 
professional life.”

SAmIr KAPurIA  AT A GlAnCE



SAmIR: The Information Security 
Services Group was brought to-
gether to harness our capabilities 
related to the customer problems 
we see around security and to 
build a next-generation integrated 
security offering. Specifically, it 
consists of our Managed Security 
Services and DeepSight Threat 
Intelligence Service offerings. Not 
only that, but the scope of respon-
sibility includes how this solutions 

portfolio intersects with other 
Symantec solutions areas.

PATRICK: Your group is focused on 
the attack kill chain. What are the 
different pieces of it and where does 
the Information Security Services 
group fit into the equation?

SAmIR:  If we look at the attack 
kill chain from the attack actor 
lens, it starts with reconnais-
sance. It moves to incursion and 
then discovery, where the attack 
actor is looking for the asset in 
question or at a specific target 
within the organization. It then 
proceeds to capture the asset or 
elicit a response from the tar-
get and proceeds to exfiltration. 
Assuming a left-to-right flow for 

this progression, the Information 
Security Services team is seeking 
ways to move the attack chain 
back to the left—further away 
from the point where the attack 
is successful. The further left we 
can go, the more proactive the 
security approach. 

PATRICK: If we look at the evolution 
of the threat continuum, I believe you 
break this up into a series of different 
eras. Can you elaborate on them?

SAmIR: The first era was in the late 
1980s and early 1990s. The Discov-
ery Era consisted of good guys and 
bad guys; self-replicating code like 
the Brain Virus in 1986. The impact 
to enterprises and the public sector 
was minimal. The Transition Era 

occurred in the mid 1990s 
and late 1990s when the 
“script kiddies” created 
viruses such as Michelan-
gelo. From the standpoint 
of business and govern-
ment, the impact to 
assets and customers was 
still not huge. 

Beginning in the late 
1990s until about 2005, 
the Fame and Glory Era 
saw the emergence of 
individuals or groups who 
sought “bragging rights” 
through the publicity 
they generated. Examples 
include the Love Letter 
worm or Code Red, where 
thousands or hundreds 
of thousands of machines 
were exploited. As we 
approached the end of 
this era, we began to see a 
much greater level of con-
centration on observation 
and digital surveillance. 
Businesses and govern-
ment organizations be-
came more reliant on the 
Internet for communica-
tions and transactions, 

particularly with eCommerce, and 
there were much greater sensitivities 
shown to business interruption and 
monetary losses. 

Starting in about 2005 we 
transitioned over to the Cybercrime 
Era. This is where the hacktivists, 
nation states, insiders, and the entire 
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 “when these four areas are 
addressed, each of them close to 
form a fist that becomes a proactive 
countermeasure to use against the 
onslaught of threats that are coming 
at organizations from all different 

directions.”

– Samir Kapuria, VP, Product Management,  
Information Security Services, Symantec



   symantec.com/ciodigest    17

ecosystem of trading exploits and 
capabilities emerged. Law enforce-
ment and other government enti-
ties became very skilled at digital 
fingerprinting. Big data as a means 
for security intelligence also became 
important to correlate human intel-
ligence with the security landscape. 
The objective was to gain better 
insight into how the attack actors 
are operating, where they are at, and 
what their motivations are. 

We just entered the Intelligence 
Era. We’re now talking about 
cyberthreats that target national 
infrastructure, core intellectual 
property, and military and critical 
intelligence systems. It is a cyber 
battlefield where the soldiers are 
armed with only shields, though 
it is one comprised of intelligence. 
It is broader than just big data; it 
consists of analysis and prioritiza-
tion of that big data into some-
thing that is actionable—a proac-
tive security posture.

PATRICK: So it was during the Era  
of Fame and Glory when you formed 
@stake. What were some of the 
reasons for the formation of the 
company?

SAmIR: That is correct. Malicious 
code and other attacks were having 
a clear impact on companies and 
government entities. Organiza-
tions had begun to rely on digital 
technology to conduct day-to-day 
operations. We formed @stake to 
walk in the adversary’s footsteps, 
to understand the techniques, 
tactics, and procedures attack ac-
tors were employing. We worked 
with some of the world’s largest 
enterprises as well as government 
agencies with three-letter abbrevi-
ations to combat the attack vector. 
As part of the process, we would 
simulate an attack via penetration 
testing—not just at a technical 
level but also from the standpoint 

of social engineering, operations, 
and public policy. And just like a 
doctor gives a patient a detailed 
health report, we would deliver  
a report on the cybersecurity 
health, including risk posture,  
of the organization in question.

PATRICK: This concept of security 
intelligence is very interesting. Can 
you elaborate on what this means?

SAmIR: As the largest security 
company in the world, we often get 
involved in helping organizations 
deal with breaches. When the bleed-
ing is stopped, we do a postmortem 
and find that the absence of data on 
the attack is not the problem. They 
had the data in their logs and indica-
tors in their systems, and when used 
together the aggregate showed there 
was an anomaly and an attack was 
imminent or happening. To use the 
attack chain scenario, it was in the 

reconnaissance phase or incursion 
phase and could have been thwarted 
with the right security intelligence. 
This is where our different secu-
rity intelligence systems, whether 
our Global Intelligence Network, 
Security Operations Centers, or 
Security and Technology Response, 
play a critical role. Symantec’s secret 
security sauce is the aggregate of 
this information and its analysis and 
organization into something that is 
actionable for each customer.

PATRICK: How are threats evolving 
and becoming more malicious? What 

do you see on the 
threat landscape 
horizon?

SAmIR: From 
an attacker’s 
perspective, they 
are looking at mobile devices. They 
are seeking to penetrate through 
supply chains and third-party 
systems. They are looking at intel-
lectual property to pilfer. They 
are looking at denial-of-service 
as a distraction while conducting 
a more sophisticated attack from 
another direction. They are creat-
ing watering holes, where a large 
group of users or developers be-
come infected without any knowl-
edge and then rapidly spread the 
infection or unknowingly embed 
malicious code in an application 
that is downloaded by thousands 
of others. Simply blocking attacks 
at the endpoint, while still very 

important, is inadequate. That’s 
where a layered security approach 
comes into play and moreover why 
it is critically important to under-
stand where your most important 
data resides and what must be 
done to protect it.

PATRICK: If you were to boil it down, 
what are the three or four things 
that a CIO or CISO should do to 
lower her or his risk?

SAmIR: I think there are four basic 
considerations. The first is to be-
come more proactive in addressing 

  “we just entered the Intelligence Era. we’re 
now talking about cyberthreats that target national 
infrastructure, core intellectual property, and 
military and critical intelligence systems.”

– Samir Kapuria, VP, Product Management,  
Information Security Services, Symantec
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threats and pushing the attack kill 
chain that we discussed back to the 
left. Security intelligence that is 
actionable is key here. An example 
of something that can provide 
such is our Managed Security Ser-
vices offering; it can become the 
brains behind all of the different 
security components an organiza-
tion has deployed in its environ-
ment. The second is to know how 
to respond when something goes 
“Bang!” It’s almost inevitable that 
something will go “Bang” as virtu-
ally no organization is funded to 
be capable of mitigating all risks. 
The motivation is how quickly the 
organization can respond to an in-
cident; seconds sometimes count. 

The third is demonstrating the 
value of security to business part-
ners, the board, the CEO, and one 
layer below the CEO. The fourth is 
IQ. There are so many attacks and 
information breaches—intentional 
or unintentional—that CIOs and 
CISOs must have the most relevant 
information at their finger tips. 
As we discussed earlier, it is not 
a matter of volume but the right 
information. And when these four 
areas are addressed, each of them 
close to form a fist that becomes a 
proactive countermeasure to use 
against the onslaught of threats 
that are coming at organizations 
from all different directions.

PATRICK: You spoke of demon-
strating value to the business and 
other stakeholders outside of the IT 
organization. One of the empirical 
tools that you developed at @stake 

and then evolved at Symantec is 
something called the honeycomb. 
Can you elaborate on what it is?

SAmIR: An entire alphabet soup of 
security standards has grown up 
around the security practice, and 
each of them provides a checkbox 
or audit-type disposal. But simply 
checking these boxes doesn’t mean 
that an organization is secure and 
is managing its risk. What we did 
at @stake and subsequently at 
Symantec was to create a honey-
comb picture that highlights all of 
the different building blocks that 
are involved or integrated within a 
comprehensive security program. 
It consists of three layers and 42 
different components. The first 
is the strategic layer and consists 
of things like corporate strategy, 
organizational strategy, and the 
people involved in enabling each. 
The second is the operational layer 
and includes things such as policy, 
process, procedures, business 
continuity, and the like. The third 
is the tactical layer and involves 
things such as application security, 
data security, and network security. 
When all of the different layers 
and components come together, 
it becomes a highly integrated 
heuristic model for assessing risk. 
We found that this model became 
a Rosetta Stone for translating an 
organization’s security program 
into business vernacular.

PATRICK: What is the biggest 
mistake that you’ve seen CIOs and 
CISOs make in their first 90 days?

SAmIR: They focus on the biggest 
area of value, understanding what 
they are protecting. However, 
in doing so, they often miss the 
unwritten and undocumented 
cultural dimension; tribal cul-
tures that have grown up around 
the IT practice, instances where 
exceptions to security standards 

have been made. This can include 
any number of things such as 
approvals to certain individuals 
or groups to use cloud services, 
mobile devices, or specific applica-
tions that aren’t governed by the 
same processes and policies as the 
broader employee population and 
IT environment. It is crucial that 
these be pinpointed and under-
stood during the initial organiza-
tional reconnoitering that a CIO or 
CISO does.

PATRICK: As I look at your resume, I 
am left wondering how you got from 
biomedical and industrial engineer-
ing to finance to cybersecurity. 

SAmIR: I studied biomedical and 
industry engineering for my 
initial college degree. I chose this 
field because I wanted to solve 
problems that would impact 
people—specifically, preventing 
bad things from happening to 
people. My academic pursuits 
took a turn and I ended up in the 
world of finance as an analyst 
looking at something called Brady 
Bonds—the conversion of the 
debts of countries into financial 
instruments. As part of this pro-
cess, I delivered a risk assessment 
for each country and the bonds 
involved. There was substantial 
manipulation of information at 
a global scale, and this led me to 
several startups involved with 
financial modeling used to address 
such. During my time with one of 
those companies, a former three-
letter-agency executive recruited 
me to help start a managed firewall 
company. I then became involved 
with BBN Technology, which does a 
lot of work with Defense Advanced 
Research Projects, and my career 
in cybersecurity was launched. The 
rest is history. n

Patrick E. Spencer (Ph.D.) is editor in 
chief and publisher for CIO Digest.
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And while the advent of the Digital 
Age was more than a century away when 
Lincoln delivered his famous address, the 
words still ring true today when online 
and IT-enabled services are a given. In-
deed, the maxim “IT of the people, by the 
people, and for the people” is an applicable 
description of how citizens view technol-
ogy and the government. Citizens simply 
assume they can conduct business online 
with their local, state, and federal govern-
ment entities—everything from renew-
ing their vehicle registrations and driver 
licenses to applying for business permits. 
They also demand that those same govern-
ment agencies deliver services and manage 
operations effi  ciently and eff ectively, using 
IT as the fulcrum to do so. Yet at the same 
time most government entities are under 
unprecedented budgetary pressures and 
“doing more with less” is the mantra facing 
most public sector IT organizations.

The confl uence of these diff erent chal-
lenges is refl ected in a recent survey of 

public sector IT leaders by 
Accenture.1 It reveals that 
their highest priorities include 
setting targets for government 
effi  ciency and meeting citizen 
demands for more improved 
services. Not surprisingly, 
managing budget pressures was 
a close third. 

Not an easy job
Public sector IT leaders do not 
have an easy job; they must 
juggle between diminishing 
budgets and growing demands 
for results. Systems must 
deliver 24×7 availability and 
quickly recover in the event of 
a disaster. Information stores 
are expanding at extraordinary rates but 
so is the need to protect data with com-
prehensive governance and technology 
solutions. And the critical importance of 
cybersecurity has never been greater than 

IT in the Service 
of the Citizen
it of the people, by the people, and for the people

The words “government of the people, by the 
people, and for the people” from Abraham Lincoln’s 
Gettysburg Address are some of the most famous 
words ever uttered. With the passage of time they’ve 
become a timeless lens from which the government 
is judged. 

ViDEO

In two video excerpts, 
the IT leadership team 
at the State of Michigan 
reveals how Symantec 
NetBackup appliances 
provide integrated data 
protection and how 
various Symantec 
security solutions are 
at the core of the state’s 
risk management 
strategy. Check them out 
at go.symantec.com/
mi-video.
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it is today; failure to protect the IT 
systems that undergird national 
infrastructure could affect millions 
of citizens. 

“IT of the people, by the people, 
and for the people” is a daunt-
ing feat. Dr. Steve Hodgkinson 
is research director for Public 
Sector Technology at Ovum, an 
analyst firm that provides insight 
into client business requirements 
and the technologies they must 
support. He spells out the chal-
lenge this way: “A citizen-centric 
focus is increasing pressure for 

leaders are addressing these and 
other IT-related challenges. Based 
on interviews with subject-matter 
experts, both analysts who watch 
the public sector space and several 
IT leaders who live in the trenches 
of public sector IT every day, the 
article maps out six IT trends in 
the public sector and ways in which 
IT leaders are addressing each. It 
will also provide guidance on the 
public sector IT roadmap, along 
with the different routes IT leaders 
can take to get to the new destina-
tions that have appeared on their 
navigational systems.

1. Shared building blocks:  
consolidation, standardization
Consolidation and standardization 
of IT infrastructure are often seen 
as the “silver bullet” to address 
many of the technology challenges 
facing IT leaders—both in the pub-
lic and private sectors. However, 
realizing the benefits in the public 
sector is proving illusive; the poli-
tics of IT consolidation and stan-

government as an organization 
to operate with greater coherence 
and coordination across the whole. 
Finite budgets are another factor 
facilitating IT transformation. In 
the past, individual agencies had 
their own dedicated applications, 
structure, and staff. But the money 
is simply running out, ratcheting 
up pressure for the sharing, con-
solidation, standardization, and 
rationalization of IT infrastructure 
and applications.”

This article will examine the 
ways in which public sector IT 

  “We have 46,000-plus internal 
customers and another 9 million external 
customers. We do not differentiate between 
the two—whether state employees or 
citizens—and look at all of our IT initiatives 
through the lens of our customer.” 

– David Behen, CIO, State of Michigan

State of Michigan DtMB leadership team (left to right): rodney Davenport, ctO; Dan Lorhmann, cSO; David Behen, ciO; Lynn Draschil, Director of 
customer Service; Eric Swanson, Director of the center for Shared Solutions and technology Partnerships
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dardization are a roadblock many 
fi nd too diffi  cult to circumnavi-
gate. Organizations that discover 
success after they’ve consolidated 
and standardized are doing so by 
looking beyond the data center to 
aspects such as shared resources 
and services, instituting common 
best practices, and centralizing 
governance.2

One group that understands 
the value of shared services is 
the Department of Technology, 
Management, and Budget (DTMB) 
for the State of Michigan. “Shared 
services is not a new initiative for 
us,” reports Lynn Draschil, the di-
rector of Customer Service within 
Michigan’s DTMB. “We started 
with infrastructure consolidation 
in the data center but then took a 
broader approach. More recently, 
we’ve focused our energies on 
consolidating application develop-
ment, breaking down the silos that 
had developed over time across the 
diff erent agencies.” 

The driving impetus behind 
these eff orts is a customer-centric 
approach at the DTMB, one that 
assumed additional focus with the 
election of Governor Rick Snyder 
in late 2010 and the naming of 
David Behen as CIO in early 2011. 
“We took a very strategic approach 
in evolving and transforming the 
IT function in the state,” recalls 
Behen, who leads a team of more 
than 1,600 IT professionals. Seeking 
an objective assessment of the 
state’s IT environment, Behen en-
gaged research fi rm Gartner. “The 
fi rst step in 2011 was planning,” he 
notes. “We then moved to building 
out the plan and securing legisla-
tive support in 2012. We have our 
full focus on executing it this year.” 

A central tenant in everything 
Behen and his team have done is 
ensuring that the citizen remains 
at the forefront. “We have 46,000-
plus government employees and 

more than 9 million citizens,” 
Behen relates. “We do not diff er-
entiate between the two. They are 
both customers—one internal and 
the other external—and we look 
at all of our IT initiatives through 
this lens.” In total, Behen’s team 
manages approximately 1,000 
diff erent applications and services 
and oversees between 250 and 300 
projects annually.

One of the recommendations 
that came back from Gartner was 
the need to separate IT operations 
from the chief technology offi  cer 
role (CTO). Draschil’s 1,200-member 
organization is responsible for IT 
infrastructure and operations, while 

Rodney Davenport’s CTO Offi  ce is 
charged with architecture and IT 
strategy, innovation, and strategic 
vendor relationship management. 
“This organizational realignment 
makes us more nimble and stra-
tegic while enabling us to focus 
more closely on the requirements 
of our customers,” Behen observes. 
“Our core mission is to understand 
the needs of our customers and to 
translate those into technology solu-
tions and deliver quality IT services 
across our customer continuum.”

A key formula for ensuring IT 
consolidation and standardization 
is virtualization. Michigan’s DTMB 
embarked on a virtualization 

David Behen assumed the role of CIO for the State of Michigan in 

2010. he is a member of Governor Rick Snyder’s Cabinet and manages a 

team of more than 1,600 IT professionals who are focused on delivering 

customer-centric services for the state’s 46,000-plus employees and more 

than nine million citizens. he has won a number of awards and serves on 

various professional and technology organizations such as the Detroit 

CIO Executive Summit and the NASCIO State and Local Collaboration 

Committee.

Dan Lohrmann is the CSO and deputy director for Cybersecurity and 

Infrastructure Protection for the State of Michigan. An accomplished author, 

columnist, blogger, and conference speaker, Lohrmann joined the state in 2002. 

he has driven a number of risk management and security initiatives for the 

state that have been recognized with various leadership awards.

Rodney Davenport joined the State of Michigan as CTO in mid 2012 and 

is charged with architecture and IT strategy, innovation, and strategic vendor 

relationship management. Prior to joining the state, Davenport served at DTE 

Energy with a focus on innovation and emerging technologies.

Lynn Draschil was appointed director of Customer Service for the State 

of Michigan in 2011 and has spent more than 30 years in various IT roles 

of increasing scope and responsibility for the state. In her current role, 

she oversees IT infrastructure and operations and a team of 1,200 IT 

professionals. 

Eric Swanson was recruited as director of the Center for Shared 

Solutions and Technology Partnerships for the State of Michigan in 

2010. his responsibilities include steering the goals, preparation, and 

architecture behind MiCloud, the state’s hybrid cloud model that delivers IT 

services to 17 agencies and 1,700 local municipalities across the state.

STATE Of MIChIGAN IT LEADERShIP
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ture for backup and recovery. In 
2010, the DTMB team migrated to 
an appliance-based strategy using 
14 Symantec NetBackup 5220 ap-
pliances. “Managing data protec-
tion from a single toolset across 
our physical and virtual server 
infrastructures provides tangible 
business value, with gains that we 
can pass back to our customers,” 
Draschil reports. The results speak 
for themselves: the integrated de-
duplication capabilities of the Net-
Backup appliance reduced backup 
windows by as much as 50 percent 
and enabled the state to recapture 
1.9 petabytes of storage, equating 
to $300,000 in annual savings. 

Behen’s team is focused on 
other projects that consolidate and 
standardize core functions such 

as integrating the state’s disparate 
databases and delivering one iden-
tity management solution across a 
multitude of different applications. 
“We currently have 18 different 
projects in the queue, and many of 
them are related to IT consolida-
tion and standardization,” he says.

The IT team for Fairfax County 
Government in the Commonwealth 
of Virginia is realizing comparable 
results from IT consolidation and 
standardization. The original impe-
tus for doing so was the formation of 
the Information Technology Policy 
Advisory Committee in 1997. Each 
county supervisor selected a repre-
sentative from her or his district to 
the committee, which determined 
that the county needed a central-
ized IT department and allocated 
resources for its creation. When 
Wanda Gibson joined Fairfax County 
in 1999 as chief technology officer 
(CTO) and director for the IT Depart-
ment, the centralized IT initiative 
was underway. 

“We had a data center, various 
applications, and client endpoints 
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  “We have an ethical and fiduciary 
responsibility to protect the state’s networks 
and data.”

 – Chris Ipsen, CISO, Enterprise IT, State of Nevada

strategy about four years ago. With 
more than 50 percent of its data 
center environment virtualized us-
ing VMware vSphere, Behen’s team 
is reaping the rewards of a smaller 
data center footprint and growth 
trajectory. A starting point is a 
project that is just getting under-
way, one overseen by Davenport, 
that will consolidate the state’s 
existing three data centers into 
two. It also laid the groundwork for 
a complete overhaul of the state’s 
ERP systems, a project that will 
start later this year.

An important area of IT con-
solidation and standardization for 
Michigan is data protection, an 
effort that has delivered substan-
tial value. The state previously 
relied on a tape-based infrastruc-

chris ipsen (left), ciSO, and David Gustafson, ciO, Enterprise it, State of nevada
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for county employees,” she says. 
“The breadth of what we support 
obviously has grown over time. 
We support more than 14,000 
client endpoints, two data centers, 
over 600 diff erent applications, 
55 diff erent county agencies, and 
public safety communications for 
1.1 million residents.”

Gibson and her team were early 
virtualization movers. They began 
virtualizing various applications 
and databases in 2004, understand-
ing that the resulting consolidation 
would reduce capital and operat-
ing expenditures. “Our data center 
environment was fast approaching 
capacity and we had instituted 
various green initiatives as a 
county at the time,” Gibson relates. 
“Virtualization allowed us to reduce 
our hardware and software costs, 
improve staff  productivity, and cut 
our power consumption.” 

Leading the virtualization 
charge for Gibson is Jeff  Porter, the 
director of Platform Technology. 
“We had hit over 1,000 physical 
servers,” he notes. “With virtualiza-
tion, which now covers more than 
80 percent of our server infrastruc-
ture, we slashed this to 125 today 
while accommodating a dramatic 
growth in processing capacity.”

The virtualized environment 
consists of Oracle Sun servers using 
Solaris containers and Microsoft 
Windows servers using VMware 
vSphere. Soon, Porter’s team will 
begin to migrate select UNIX 
systems over to Red Hat Enter-
prise Linux. The applications and 
databases on those virtualized sys-
tems are managed using VMware 
vSphere. The transformation of the 
data center environment neces-
sitated a reevaluation of Fairfax 
County’s data protection infrastruc-
ture. “Our prior solution didn’t pro-
vide us with the level of integration 
and scale that we needed, as well as 
a transparent view across both vir-

2. Cybersecurity 
hygiene
Cybersecurity is 
ranked by state 
CIOs as their second 
highest priority, 
right behind the 
mandate to deliver 
shared services.3

John Pescatore, the 
director of Emerg-
ing Security Trends 
at SANS Institute, a 
cooperative research and educa-
tion organization that reaches 
more than 165,000 security 
professionals, cites the coalescence 
of three factors that have height-
ened the need for cybersecurity 
to unparalleled levels. “Threats 
typically change every fi ve years 
or so and break security programs 
and technologies,” he says. “At the 
same time, technology continues 
to change and break the ways in 
which IT organizations deal with 
security. We’re currently seeing 
both of these occur at the same 
time. Add a third factor, namely 
economic cycles during which IT 
budgets are compressed, and you 

tualized and physical environments” 
he says. “At the time, we already 
had a signifi cant investment in 
Symantec and opted to standardize 
on NetBackup. We’re pleased with 
the results: it has scaled to support 
rapid data growth, backing up more 
than 300 terabytes every week.”

Notwithstanding, caveats 
certainly remain regarding the 
potential of IT consolidation and 
standardization. Ovum’s Hodgkin-
son off ers one. “Organizational 
dynamics within government are 
so dysfunctional that eff orts for 
centralization and standardization 
often yield disappointing results,” 
he says. “Forced marches or man-
dated shared services are social-
istic economies that simply don’t 
work. There are very strong forces 
for government agencies to be 
autonomous. What agencies want 
is choice, and they want autonomy 
to choose the things that are right 
for them. At the same time, what 
they need are better ways of ac-
cessing shared resources or pooled 
investments in a capitalistic 
economic model—where agencies 
exercise choice.”

ViDEO

The State of Nevada 
Enterprise IT team is 
transforming the state’s 
approach to risk man-
agement via consolidat-
ing and standardizing 
its security infrastruc-
ture and practices at 
go.symantec.com/
nevada-video.

David Gustafson was appointed CIO for the State of Nevada by Governor 

Brian Sandoval in 2010. his responsibilities include management of 

mainframe and servers supporting enterprise applications, revitalization 

and expansion of telephone and telecommunications systems, 

programming in support of enterprise software, and consolidation of state 

IT operations—beginning with those used for law enforcement. Sandoval 

appointed him as a member of the Nevada Crime Commission that is 

tasked with examining existing and emerging crime issues and seeking 

innovative methods to combat those crimes. Throughout his career, he 

has held numerous IT leadership roles in healthcare, insurance, computer 

software and services, and government.

Chris Ipsen joined the Enterprise IT team at the State of Nevada in 2002 

and has served as the state’s CISO for the past fi ve years. he chairs the 

Nevada Information Technology Committee and is a member of both the 

Nevada Commission on homeland Security and the Nevada Technological 

Crime Advisory Board.
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have a very challenging situation 
facing IT leaders today.”

Ascertaining a starting point 
is sometimes the most difficult 
challenge for IT leaders seeking to 
evolve their cybersecurity strategies 
and infrastructure. “A number of or-

ganizations start with ITIL manage-
ment and governance processes,” 
says Pescatore. “These transition 
very well into a risk management 
approach.” For the public sector, the 
20 Critical Security Controls devel-
oped by a consortium led by SANS—

consisting of various agencies and 
organizations that includes the 
National Security Agency—provide 
a fundamental security framework 
(see sidebar). The controls encom-
pass everything from an inventory 
of authorized and unauthorized 
devices and software to data recov-
erability to incident response and 
management. 

David Gustafson joined the State 
of Nevada’s Enterprise IT team as 
deputy CIO in 2008 and was promot-
ed to CIO in 2010. Cybersecurity was 
not initially one of his top priorities. 
“Cyberthreats have evolved over the 
past three or four years to the point 
that security became our central 
driving concern,” he comments. “A 
few years ago we had about a million 
attacks on our network in a day. It 
then went to two million and then 
three million. Today, we get between 
three and six million attacks every 
day. Compounding the problem, 
due to legislative and budgetary 
practices over the past 20 years, 
individual state agencies in the state 
built up their own IT organizations 
and infrastructures over time.” 

But the lack of standardization 
and consolidation opened up a num-
ber of risks for the state. Gustafson, 
working in concert with Governor 
Brian Sandoval, his cabinet, and 
the Nevada legislature, developed a 
plan that would reduce the state’s 
risk exposure over time. It included 
a mandate to consolidate and 
standardize security across all state 
agencies and systems.

Simply understanding what 
needed to be protected was a starting 
point for Gustafson and his team of 
130 IT professionals. “This was a true 
challenge,” says Chris Ipsen, a mem-

  “The county government does not 
sleep. We manage operations without doors, 
walls, or a clock.”

 – Wanda Gibson, CTO and Director of the Department of IT,  
Fairfax County Government

Back to front: Michael Dent, ciSO, 
Wanda Gibson, ctO, and Jeff Porter, 
Director, Platform technology, Fairfax 
county Government
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ber of Gustafson’s Enterprise IT team 
and the state’s chief information 
security offi  cer (CISO). “Just think 
about it: we have over three million 
miles of communications scattered 
around a very rural state as well as 
various local municipalities that 
implement and maintain their own 
servers and applications for specifi c 
requirements.” Gustafson adds, “It is 
a bit ironic, but we had to consolidate 
to understand what we had out there. 
In addition, it was impossible to 
deliver accurate risk measurements 
based on 15 diff erent data points. We 
were comparing apples to oranges.”

As a cybersecurity framework, 
Gustafson and Ipsen chose four of 
the 20 Critical Security Controls from 
SANS. “We embraced the approach 
taken by the Australian Defence 
Signals Directorate, which found 
that it could address 80 percent of 
all security issues with four primary 
controls,” Ipsen relates. “Using these 
four primary controls—application 
whitelisting, patching applications, 
patching operating system vulner-
abilities, and restricting adminis-
trative privileges—we mapped out 
a cybersecurity strategy consist-
ing of technology components and 
processes.” Gustafson and Ipsen sub-
sequently began selecting and rolling 
out diff erent technology components 
to support these four controls. 

 When evaluating diff erent 
technology solutions for endpoint 
security and endpoint manage-
ment, Gustafson and Ipsen looked 
at various industry resources and 
tools, including the Gartner Magic 
Quadrant. “We ultimately settled 
on Symantec for several reasons,” 
Ipsen relates. “A starting point was 
the fact that Symantec delivers an 
integrated endpoint security and 
management approach. A second 
factor was the install base of the Sy-
mantec technologies. A third issue 
was scalability. The solution needed 
to extend across three million miles 

of cabling and scale to support our 
evolving requirements. A fourth fac-
tor was the heuristic component—
the ability to automate workfl ows 
and deliver consolidated reporting. 
And fi nally the capability to deploy 
a layered security approach across 
endpoints, our mail gateway, and 
our web gateway was a huge value 
proposition for us.”

Currently, the state is in the midst 
of deploying Symantec Protection 
Suite and Altiris IT Management 
Suite to approximately 15,000 
endpoints. The initial deployment 
consists of Symantec Endpoint Pro-
tection, Altiris Client Management 
Suite, and Altiris Asset Management 

Suite. “We’re using Altiris Deploy-
ment Server to install Endpoint 
Protection across all of our endpoints 
and will automate patching and soft-
ware upgrades through an integrated 
workfl ow within Client Management 
Suite,” Ipsen explains. “We will also 
overlay asset tracking and reporting 
using Asset Management Suite. And 
as we mature the solution over time, 
we will add provisioning, remote 
control management, and tighter 
integration with our IT help desk.”

Endpoint management is at the 
crux of what the Nevada Enterprise 
IT team is attempting to accomplish. 
“If we cannot defi ne it, we cannot 
secure it. As a result, understanding 

Wanda Gibson joined fairfax County in 1999 as CTO and director of 

the Department of Information Technology. her team is responsible 

for technology policy, innovation, and management of a portfolio of IT 

investments, programs, systems, and services in all disciplines across all 

agencies and online services for citizens. Under her leadership, fairfax 

County has received a number of awards for its IT and e-government 

initiatives and Gibson has garnered a long list of recognition and awards.

Jeff Porter has spent 30 years in the IT industry in various roles. As the 

director of Platform Technology within the Department of Information 

Technology for fairfax County, Porter is responsible for the IT help desk, 

desktop, database, storage, servers, and various applications. Prior to 

joining fairfax County, Porter served in the United States Air force. 

Michael Dent took on the role of CISO for fairfax County in 2002 and has 

driven a number of security and risk management initiatives. Working with 

smaller budgets and resources than his peers in comparably sized county 

governments, Dent has shown a particular propensity to build security and 

risk management programs from the ground up. 

fAIRfAX COUNTY GOVERNMENT IT LEADERShIP

  “Every agency was managing their own 
set of endpoints. We put an umbrella over all 
of them creating standard image confi gura-
tions and security standards.”

 – Jeff Porter, Director, Platform Technology, Fairfax County Government
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what we have in terms of hardware 
and software is critical. The cost 
equation also applies: if we can defi ne 
what we have, we can avoid purchas-
ing unnecessary or unused software 
and paying maintenance on it.” 

In addition to the above, 
Gustafson’s team opted to imple-
ment Arellia Application Control for 

application whitelisting. Partial 
rollouts of Symantec Messaging 
Gateway for message security and 
Symantec Web Gateway for web 
security will be completed later 
this year.

The security building blocks 
for the State of Michigan closely 

parallel those for 
the State of Nevada. 
Dan Lohrmann, the 
state’s chief secu-
rity offi  cer (CSO) and 
deputy director for 
Cybersecurity and 
Infrastructure Protec-
tion, laid the security 
groundwork more than 
10 years ago. “Symantec 
Endpoint Protection 
is a mainstay in our 
IT environment and a 
cornerstone of our cy-
bersecurity infrastruc-

ture,” he says. “We’ve developed 
a defense-in-depth strategy, and 
Endpoint Protection is our starting 
point.” For a more layered security 
approach, Lohrmann and his team 
upgraded to Symantec Protection 
Suite last year, adding Symantec 

Web Gateway for web security. 
Just like its data center infra-

structure, Fairfax County stan-
dardized its security infrastructure 
more than a decade ago. “Every-
thing was fractured,” Porter recalls. 
“Every agency was managing its 
own set of endpoints. We put an 
umbrella over all of them creating 

standard image confi gurations and 
security standards. This included 
extending Symantec Endpoint 
Protection across the county’s now 
approximately 14,000 endpoints as 
well as data center environment.”

Michael Dent, the CISO for 
Fairfax County, indicates that the 
county was able to make tangible 
improvements on its risk posture 
by standardizing endpoint secu-
rity. “Device control was one area 
where we were able to lock down 
risks,” he says. “Depending on the 
agency and user, we confi gured 
diff erent device control policies.” 

And when Endpoint Protection 
12 was released, the new SONAR 
scan engine made a real diff erence 
on the virtual machines in the data 
center. “We had a signifi cant hit 
with overhead on the prior version,” 
Porter relates. “But with the upgrade 
to Endpoint Protection 12 we experi-
enced much better performance on 
our virtual environment.”

When Fairfax County upgraded 
to Symantec Endpoint Protection, 
it also upgraded to Symantec Pro-
tection Suite. “We added Symantec 
Messaging Gateway appliances for 

fi ltering spam and malware from 
inbound and outbound messages,” 
Porter notes. “It gives us more of a 
layered security approach.”

What becomes patently obvious 
from the experiences and lessons 
of the teams from Nevada, Michigan, 
and Fairfax County is that get-
ting the essential building blocks 
correct is critical when it comes to 
security. As SANS’ Pescatore says, 
“You simply cannot do risk estima-
tion and management unless you 
have the basic hygiene right.” 

3. Security intelligence
Getting the right security controls in 
place is no longer enough. Pescatore 
enumerates several recommenda-
tions for public sector IT leaders 
when addressing security. The fi rst 
is to get beyond being reactive. “As 
in chess, IT leaders need to begin 
thinking several moves ahead,” he 
observes. “Once you have the basic 
hygiene down, look to become more 
intelligent about your security ap-
proach. Know where your critical 
information resides, who is using it, 
and how it is being used.” 

The second recommendation 
from Pescatore is relatively simple: 
IT leaders need to learn from the 
mistakes of others. He employs an 
analogy of an iceberg of penguins to 
convey his point. “Imagine a bunch 
of penguins huddled on an iceberg 
fl oating in the water,” he recounts. 
“A sea lion jumps out of the water 
and grabs one of the penguins on 
the edge. They subsequently shuffl  e 
closer together and farther away 
from the water to avoid being the 
next penguin eaten. Each time an 
attack occurs, IT leaders need to 
learn from what that ‘penguin’ did 
wrong so that they can avoid being 
eaten next.”

This is certainly the approach 
taken by Michigan’s DTMB team. 
“It really starts with Governor Rick 

ViDEO

Fairfax County 
Government is 
recognized for its 
innovation and citizen-
centric approach 
when it comes to 
technology. Check out 
the videos of the team 
at go.symantec.com/
fairfax-video.

  “Organizational dynamics within 
government are so dysfunctional that 
efforts for centralization and standardization 
often yield disappointing results.”

 – Dr. Steve Hodgkinson, Research Director, IT, Ovum
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Snyder,” Behen says. “He is very 
passionate about cybersecurity. 
Indeed, when he talks about the 
greatest risks to the national secu-
rity of the United States, cybersecu-
rity is the second one, directly after 
weapons of mass destruction. For 
Michigan, cybersecurity is part of the 
DNA of our IT strategy. It isn’t simply 
an add-on but rather, it’s integrated 
within every project that we extend.”

With this objective in the fore-
ground, Lohrmann and his team are 
in the process of evolving the state’s 
risk management approach. “We’ve 
relied on Symantec DeepSight 
Security Intelligence for a number of 
years for a more proactive approach 
to risk management,” he comments. 
“With the data DeepSight provides, 
we have a global view of threats all 
around the world and can imple-
ment proactive measures to mitigate 
those.” The Michigan team also 
recently added Symantec Security 
Information Manager for integrated 
log reporting and correlation. “We 
now have a comprehensive view of 
our risk posture across our entire IT 
environment,” Lohrmann says.

Like the State of Michigan, 
Gibson’s team at Fairfax County em-
braces a defense-in-depth approach 
to security. “Getting the blocking 
and tackling correct is important,” 
she observes. “Our security op-
erations center relies on Symantec 
DeepSight Security Intelligence to 
give us a more proactive approach to 
managing risk.”

About four months ago, Gibson’s 
team opted to migrate from a hard 
token user authentication solution to 
the cloud using Symantec Validation 
and ID Protection (VIP) Service. “It 
provides a more secure solution that 
is more user-friendly,” Dent observes. 
“We also eliminated four virtual ma-
chines that were needed to manage 
the hard tokens, and our IT helpdesk 
virtually eliminated all of the calls for 

In 2008, seeking to help the U.S. Department of Defense to prioritize 

its cybersecurity spending, the Offi ce of the Secretary of Defense 

asked the National Security Agency 

(NSA) for help in prioritizing the 

myriad of controls available for 

security. As a result of various 

strategy discussions, a mandate 

was issued that specifi ed that no 

control should be made a priority 

unless it could be shown to stop or 

mitigate a known attack. 

A private-public consortium 

involving the Center for Internet 

Security and the SANS Institute 

had been working with the NSA for 

more than a decade to develop controls “for offi cial use only.” The 

consortium determined that the military could not protect the country 

if critical communications, infrastructure, fi nancial, and other systems 

were not also protected and expanded its scope to create a set of 20 

Critical Security Controls that would address the preponderance of 

cyberattacks in government and private industry. 

The 20 Critical Security Controls were published in 2009 and put to 

the test by the U.S. Department of State, which validated that the 20 

controls covered the 3,085 cyberattacks it had experienced in 2009. 

The CISO for the Department of State subsequently implemented the 

20 Critical Security Controls and reported an 88 percent reduction 

in vulnerability-based risk across its 85,000 systems. The CISO 

was named director of the National Cybersecurity Division of the 

Department of homeland Security in late 2011 with the charge to 

extend the controls across the government.

facing limited budgets and a shortage of skilled workers, the 

Australian Defence Signals Directorate found four Critical Security 

Controls are necessary to mitigate against the majority of risks. The 

directorate recommended that the four controls be implemented 

before adding the remaining controls. 

The directorate also developed and posted detailed explanations 

of the mitigations and provided expert support for agencies in the 

Australian government as they systematically implemented the four 

controls. for its leadership, the directorate was recognized by the 

SANS Institute in 2011 with the U.S. National Cybersecurity Innovation 

Award. The four controls the directorate identifi ed are the four the 

State of Nevada Enterprise IT team chose to address with their 

security transformation.

hOW WE GOT TO 20—AND ThEN 4—
CRITICAL SECURITY CONTROLS
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assistance when hard tokens broke or 
were lost.”

Fairfax County also recently 
purchased Symantec Data Loss 
Prevention. “We are stewards of the 
county’s information and take this 
responsibility very seriously,” Dent 
says. “Using Data Loss Prevention, 
we will be able to identify where our 
data resides and then do everything 
from monitor to enforce policies 
when it is in motion. As we layer 
our security approach with different 
tools and processes, we make our 
environment more secure.” 

Gibson’s team is in the process of 
implementing the first phase of the 
Data Loss Prevention solution. “We 
are starting with endpoints and the 
network and then eventually to stor-
age,” Dent explains. “Initially, we 
will activate the monitoring capabil-
ity and then add management and 
enforcement features later on.” The 
Fairfax County IT team began with 
the deployment of out-of-the-box 
policies but plans to collaborate with 
the different agencies to develop 
custom policies based on specific 
agency requirements.

The State of Nevada is taking 
a similar approach to security. 
“Continuous monitoring, valida-
tion, remediation, and reporting 
are critical building blocks,” Ipsen 
points outs. Once these are in place, 
Gustafson and Ipsen plan to add a 
layer of security intelligence. “We’re 
currently using Symantec Deep-
Sight Security Intelligence to thwart 
zero-day attacks,” Ipsen notes. “But 
this is just the starting point. We are 
building out a Security Operations 
Center and plan to tap Symantec 

Managed Security Services to moni-
tor and manage risks across our 
network and endpoints. We also will 
be adding Symantec Encryption 
Solutions and Data Loss Prevention. 
At the end of the day, we have an 
ethical and fiduciary responsibility 
to protect the state’s networks and 
data and take this very seriously.”

The central precept of intelligent 
security adheres to the belief that 
while technology is the underpinning 
of cyberthreats, it is also the counter-
balancing answer. SANS’ Pescatore 
explains: “The same technology that 
enabled Xerox to build color copying 
machines enabled our secret security 
services to build better counterfeit 
detection machines. It is a two-sided 
war, and we need to make sure we 
are using all of the technologies at 
our disposal to fight the battle in the 
most effective manner possible.”

4. Business continuity:  
think broadly
Business continuity is much broader 
in scope than simply sustaining 
system availability. It necessitates an 
approach that involves everything 
from disaster recovery to compre-
hensive cybersecurity to high avail-
ability. This is something that Fairfax 
County understands well. “Large por-
tions of the nation’s infrastructure 
reside within the county,” Gibson 
comments. “Business continuity is a 
critical concern for us. It touches on 
what we do across the board—from 
security, to high availability, to disas-
ter recovery.”

One area where Fairfax County 
is seeing tangible returns is in the 
consolidation of its database en-

vironment. One initiative was to 
consolidate the county’s Microsoft 
SQL Server databases onto a virtu-
alized Dell server platform run-
ning VMware vSphere. The second 
involved consolidation of the county’s 
Oracle databases onto two clustered 
virtualized Oracle Sun servers. “About 
six years ago, we looked at our Oracle 
databases, which were scattered 
across multiple servers and storage 
systems, and determined that we 
could dramatically reduce our cost 
while improving stability and avail-
ability via consolidation into a private 
cloud,” Porter reports. Using Veritas 
Replicator, which is part of Veritas 
Storage Foundation HA, the Fairfax 
County team replicates data between 
its primary and secondary data 
center environments. Fairfax County 
chose to configure the two servers in 
a one-to-one cluster with real-time 
replication for seamless failover. Veri-
tas Operations Manager is used for 
managing the Oracle database. 

“With Storage Foundation we can 
migrate database storage between 
different storage systems,” Porter 
adds. “This helps us keep utilization 
rates high while improving opera-
tional efficiencies.” Veritas Cluster 
File System enables Porter’s team to 
optimize their storage while creating 
a storage pool that reduces the time 
required for failover. Functioning as a 
private cloud storage service, the con-
solidated database cluster provides 
centralized database services to a 
number of different applications.  

Building on this success, Porter 
and his team will begin to imple-
ment the same Storage Founda-
tion HA architecture for a next-
generation SAP solution. “It will 
be a much larger deployment but 
utilize the same architectural con-
figuration except it will be running 
Red Hat Enterprise Linux instead 
of UNIX,” he says. Business con-
tinuity is a critical requirement 
for this environment, and Storage 

  “You cannot do risk estimation 
and management unless you have basic 
hygiene right.”

 – John Pescatore, Director of Emerging Security Trends, SANS Institute
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Foundation HA will help ensure 
that this is achieved.”

Behen’s team in Michigan has a 
keen awareness of the intertwining 
of business continuity and cyber-
security. Interruptions in business 
continuity can come from all diff er-
ent directions, with cybersecurity 
perceived as one of the top threat ar-
eas. Serving as the state’s CSO since 
2002, Lohrmann built out Michigan’s 
fi rst security operations center. 

“The ability to monitor potential 
threats from our security operations 
center gives us a proactive risk man-
agement approach,” Lohrmann says. 
“We’ve overlaid the reports we get 
from DeepSight Security Intelligence 
with log reporting from Security 
Information Manager to gain deeper 
security intelligence into the evolv-
ing threat landscape. We recently 
migrated to a 365×24×7 perspective 
that provides us with a more proac-
tive security approach.” The security 
infrastructure for Michigan became 
so important that the team added a 
Symantec Business Critical Services 
Remote Product Specialist to work 
alongside the state’s IT team to 
ensure that it maintains an optimal 
technology confi guration and secu-
rity policies in place. 

Disaster recovery is an impor-
tant part of the DTMB team’s busi-
ness continuity strategy as well. 
“We know that we can quickly 
recover lost data backed up to our 
NetBackup appliance infrastruc-
ture,” Behen says. “Being able to 
do so is an important part of our 
business continuity strategy.”

5. Cloud: the new paradigm
The cloud simultaneously off ers 
great potential while presenting 
new challenges. “Costs can be 
substantially lower and the ability 
to deliver new services is much 
faster,” notes SANS’ Pescatore. “But 
as agencies rush to embrace these 
services, risks multiply. Each of the 

cloud providers has diff erent pro-
tocols and one security breach can 
have a cascade eff ect across all of 
them. Five diff erent cloud services 
likely have fi ve diff erent password 
changes, and the administrators for 
each of those may be diff erent. This 
is where gaping holes in gover-
nance and compliance processes 
can suddenly appear—largely un-
noticed until a breach occurs.”

Ovum’s Hodgkinson adds: “Stand-
ardization perpetuates a one-size-

fi ts-all model that is resistant to 
transformational thinking such as 
cloud services.” There are two fac-
tors that will speed cloud adoption, 
according to Hodgkinson. The fi rst 
is the maturing of services. The 
second is shrinking budgets. Cloud 
services provide new ways for agen-
cies to tap into economies of scale 
and interoperable web applications. 
Fiscal imperatives provide the mo-
tivation to do so. Both of these are 
breaking down what Hodgkinson 
calls old-school thinking.

Hodgkinson cites two other driv-
ers that are pushing cloud adoption 
in the public sector space. First, IT 
shops are looking at iterative, more 
agile projects versus lengthy IT 
projects that span multiple months 
or even years. He uses the analogy of 
a battleship and speedboats; to eluci-
date his point more and more IT proj-
ects will have small footprints using 
mobile and cloud technologies versus 
the big battleship. “The days of mas-
sive waterfall projects are over,” he 

explains. “The cloud off ers organiza-
tions the ability to quickly deploy 
iterative solutions that are a much 
more practical balance of require-
ments, timeframes, and costs than 
was usually achieved with in-house, 
custom-built projects that impose 
long implementation timeframes, 
high costs, and infl exibility.”

The second factor is the ability 
to enable agency-level decision-
making. “Paradoxically, the 
adoption of cloud services is via 

decentralized decision-making,” 
Hodgkinson notes. “Agencies are 
now making individual decisions to 
access cloud services rather than 
needing all to hold hands as part of 
a coordinated whole-of-jurisdiction 
standardization strategy.”

Though exceptions certainly 
exist, the starting point for cloud 
adoption for many public sector IT 
organizations is normally private 
cloud services followed with the 
public cloud. This has been the ap-
proach of Michigan’s DTMB. “One of 
the takeaways from the assessment 
Gartner conducted was the need for 
a heightened use of shared servic-
es,” Behen says. Leading the charge 
in designing, implementing, and 
managing the state’s shared services 
model is Eric Swanson. 

The director of Center for Shared 
Solutions for DTMB, Swanson over-
sees delivery of shared services across 
the state’s 17 executive branch agen-
cies as well as 1,700-plus local mu-
nicipality units. “A couple of years ago 

  “Our core mission is to understand
the needs of our customers and to translate
those into technology solutions and deliver
quality IT services across our customer
continuum.”

 – David Behen, CIO, State of Michigan
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we found that private cloud services 
would drive substantial cost effi  cien-
cies,” he says. “Today, we’ve added 
third-party cloud solutions to give 
us ‘burst’ capacity to meet the needs 
of sudden spikes in loads or transac-
tions.” In terms of security, the right 
governance and security standards for 
those private cloud off erings extend 
to the public cloud and how they are 
evaluated was critical for DTMB. 

The cloud provides Fairfax 
County with comparable results. 
“Virtualization laid the ground-
work for our move to the private 
cloud,” Gibson says. “We have 
been able to develop various cloud 
services such as infrastructure as 
a service and platform as a service 

that give us greater fl exibility at a 
much cheaper cost.” 

The public cloud is an area where 
Fairfax County is benefi ting as 
well. The security, data protection, 
and business continuity standards 
Gibson’s team developed serve as the 
lens through which potential cloud 
off erings are evaluated. The close 
alignment between IT, the vari-
ous county agencies, citizens, and 
executive managers is an important 
enabler. “We’ve formed a number of 
diff erent groups that facilitate inter-
action between diff erent stakehold-
ers and constituents that normally 
would not happen,” she notes. Take 
the Information Technology Policy 
Advisory Committee, which meets 

six to eight times a year, as an ex-
ample. It enables citizens to have a 
voice in mapping out the business 

requirements and even evaluate 
potential technological solutions. 
For interactions with the county’s IT 
and business analysts, Porter heads 
a quarterly meeting that brings them 
all together to review current projects 
and challenges as well as to discuss 
potential projects down the road.

A critical lynchpin in the entire 
IT-business alignment for Fairfax 
County is the Architectural Review 
Board that Gibson leads. All pro-
posed IT solutions come before that 
group every month. They evaluate 
each solution against documented 
IT standards. “Public cloud solutions 
must demonstrate business value 
over COTS (commercial off  the shelf) 
solutions and comply with our IT 
standards,” Gibson says. “We will 
not use a cloud solution just because 
it is from the cloud. It must be the 

best solution for the problem we are 
trying to solve.”

Whether an IT service is deliv-
ered through a data center run by 
the state or through a public cloud 
provider doesn’t matter to Nevada’s 
Gustafson. “It’s really about deliver-
ing reliable, highly available, secure 
IT services,” he notes. “It doesn’t 
matter where the data center is 
located—inside Nevada or outside of 
Nevada. What is important to me is 
that the data is safe and the ser-
vices are reliable and available. The 
security practices and standards that 
we’ve created give us the ability to 
evaluate and consume cloud services 
and know that they comply with 
standard controls and policies.” 

Ultimately, the cloud creates 
a paradigm shift for IT. Ovum’s 
Hodgkinson explains: “Old-school 
IT is still fi xed on standardization, 
consolidation, and rationalization. 
But the cloud has arrived and the 
genie is out of the bottle. Turning 
back is not possible. The challenge 
for government agencies is to work 
out how to coordinate with IT pro-
viders to create a set of standards 
to which cloud services are built.”

6. Mobility: a new world
Just as the cloud is transforming the 
ways in which technology is used 
in the public sector, so is mobil-
ity—perhaps even faster. “Mobility is 
moving faster into innovation than 
even cloud services,” notes Ovum’s 
Hodgkinson. “It is directly driven by 
consumerization of IT, and the pace 
of rising capabilities in the digital 
economy. The burgeoning demand 
by workers for bring your own 
device (BYOD) creates additional 
challenges and complexities.”

But there is an upside to all of this, 
argues SANS’ Pescatore. Because 
mobility employs a diff erent tech-
nology paradigm than what is used 
in the desktop and laptop arena, a 
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  “It was also impossible to deliver 
accurate risk measurements based on 15 
different data points.”

 – David Gustafson, CIO, Enterprise IT, State of Nevada
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diff erent approach to securing and 
managing mobile devices is neces-
sitated. Pescatore contends there is 
a new war to be fought. “Don’t fi ght 
old battles and don’t use the same old 
tools,” he asserts. “Rather, there are 
new tools to employ when it comes to 
mobile devices. There are cloud-based 
security services. There are various 
ways to control the software and apps 
that run on devices. Most of these are 
always on and connected, and thus we 
have the ability to push out patches 
and updates much faster than in the 
PC world.” Pescatore returns to his 
chess analogy when summing up the 
charge before public sector IT leaders. 
“We have new pieces to use,” he says. 
“And we need to use them.”

The advantages of mobility are 
not lost on Fairfax County. “We 
have staff  who need to provide 
support 24×7,” Gibson comments. 
“The county government does 
not sleep. We manage operations 
without doors, walls, or a clock. This 
was a goal set forth by the Board of 
Supervisors in 1998, and we have 
worked to fulfi ll that charge.” With 
this in mind, Gibson notes that her 
team has been managing various as-
pects of mobility for six-plus years 
now. Indeed, she and her team have 
been recognized as leaders in the 
mobility space as a result of their 
innovation, garnering a number of 
diff erent industry awards. “Convert-
ing citizen-facing applications into 
versions that can be used on various 
mobile devices was one of our initial 
focus areas,” Gibson relates. “But 
with the explosion in bring your 
own device, we are faced with a new 
challenge: employees who want 
to use their own mobile devices to 
connect to our network, access data, 
and use diff erent applications.”

The Fairfax County team 
started with the fundamentals—
the ability to wipe data on devices 
in the event they are lost or stolen. 

“We then started adding diff erent 
security and management poli-
cies,” Gibson reports. Currently, 
her team is in the midst of creating 
data privacy and other types of 
policies for application provision-
ing. “We eventually will be creat-
ing an app store from which em-
ployees can download apps—both 
those created by the county and 
third-party ones as well,” Porter 
explains. To do so, Fairfax County 
selected Symantec Mobile Manage-
ment Suite as its mobile manage-

ment solution and is working with 
Symantec to build out additional 
features over time.

“But it doesn’t stop there,” 
Porter adds. “Monitoring and con-
trolling data access from the mo-
bile devices is going to be critical, 
as well. This is where Symantec 
Data Loss Prevention for Tablets 
will play a role.”

Developing a mobile management 
strategy is one of the next initia-
tives on Gustafson’s IT roadmap for 
the State of Nevada. “Extending the 
network to the mobile client and 
securing and managing the mo-
bile environment is going to be an 
important project for us,” he relates. 
“Consolidation and standardization 
of our security infrastructure and 
practices provide us with the founda-
tion to create a centralized mobile 
management strategy.”

“Of the people, by the people, 
and for the people”
When technology was introduced 
to government in the 1950s, little 

connection was drawn between IT 
and senior leaders solving orga-
nizational and operational issues. 
IT “experts” were rarely involved 
in strategy discussions, while 
senior leaders rarely engaged IT 
for help in tackling political or 
policy problems. As time passed, 
particularly with the advent of the 
personal computer in the 1970s 
and 1980s, a greater realization 
of the relevance of IT as an 
organizational and operational 
resource developed. Yet while 

smaller, a divide between IT and 
the “business” side of the public 
sector remained.

It is only in the past several 
years with the emergence of vir-
tualization, shared services, the 
cloud, and mobility that a closer 
alignment of policy leaders and 
IT leaders has taken place. Non-IT 
leaders actively participate in IT 
decision making and help defi ne 
requirements that cascade into 
technology requirements. The 
citizen and not technology is 
the focus, or as described in the 
forefront of the article—“IT of the 
people, by the people, and for the 
people.” ■

1 “Public Sector Shared Services – Key 
Challenges facing Government,” Accenture, 
January 2011.
2 Ankur Ghia, “Capturing Value Through IT 
Consolidation and Shared Services,” 
McKinsey Quarterly (Autumn 2011): 18-23.
3 Center for Digital Government, “Digital States 
Survey: 2013 U.S. State CIO Priorities,” October 
2012.

Patrick E. Spencer (Ph.D.) is editor in 
chief and publisher for CIO Digest.

  “We’ve developed a defense-in-depth
strategy and [Symantec] Endpoint Protection
is our starting point.”

 –  Dan Lohrmann, CSO, State of Michigan



34   CIO Digest    July 2013

WEB SECURITyFEATURE By PATRICK E. SPENCER

Overlords of the nomadic Mongols 
for centuries, the Jin Dynasty employed 
long-held tactics that had succeeded in 
suppressing and subjugating them. But 

Genghis Khan was not wed to the 
past and employed new strategies; 
city after city fell to the Mongols 
and in a generation they had 
amassed the largest contiguous 
empire in human history.

Rapid evolution of the threat 
landscape over the past several years 
has prompted unprecedented levels 
of focus on risk management. Most 
of the attention has been on areas 
such as web and gateway security, 
security layering, and defense-
in-depth strategies. Like the Jin 
Dynasty’s disregard for Genghis 

Khan, only passing consideration is paid 
to SSL certifi cates and the transport of 
encrypted data over the Internet. 

Indeed, most assume that little in-
novation and advancement is needed for 
website security; there are no threats on the 
frontier and the strategies and technolo-
gies of the past are more than adequate 
in suppressing the warring threats at the 
border. Perhaps this would be true if the 
threat landscape and technology stood 
still in time, but this is far from being the 
case. Cyberthreats are morphing and the 
strategies hacktivists and criminals employ 
are increasingly malicious and impervi-
ous to traditional modes of thwarting 
them. And SSL certifi cate breaches pose a 
serious threat. Successful decryption of a 
certifi cate could translate into the theft of 
millions—or billions—of dollars, the loss of 
valuable intellectual property, or a compro-
mise of national security. The following are 
some of the ways in which website security 
technologies and practices are evolving to 
address both opportunities and challenges.

PLEASE

Frontier
On the

Technology and threats transform website security

Organizations that have built layers of protection around 
their sensitive data and critical systems have much to 
learn from Genghis Khan. When he unifi ed the warring 
tribes of Mongolia in the early 13th century and marched 
on the Xia on the western frontiers of the Jin Dynasty, the 
rulers didn’t take the threat seriously. 

“Mongolian”

directorz’ CEO Kei Kato 
explains why Elliptic Curve 
Cryptography SSL provides 
his team and customers 
with faster performance 
and greatly enhanced secu-
rity at go.symantec.com/
directorz-video.
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1. Redefining the  
“uncrackable”
Encrypting data when it is in 
transit is not getting any easier. 
Hacktivists are employing more 
and more sophisticated methods to 
crack the private keys used to au-
thenticate, compress, and encrypt 
the data. When keys are made 
longer as a defense, more server 
capacity is needed to process the 
data authentication code (or the 
response times are slower). 

For many of the customers of 
Directorz, a web-hosting company 
based in Tokyo, gaining the trust 
and confidence of their customers 
is critical. This is one of the reasons 
that the company’s CEO and Founder 
Kei Kato selected SSL certificates 
from Symantec as the company’s 
standard when he founded the 
company in 2007.

Directorz’ use of Symantec Secure 
Site SSL is two-pronged. To begin, 
Mr. Kato opted to authenticate the 
company’s more than 640 virtual 
machine servers primarily used for 
hosting customer web servers. He 
also determined to sell SSL certifi-
cates to his clients, enabling them 
to build trust with their own users 
for websites and extranets hosted at 
Directorz. “Symantec SSL certificates 
are the most widely known in the 
world,” he says. 

As Mr. Kato and Directorz look 
to the future, the need for tighter 
website security is a top priority—
but server performance and re-
sponse times cannot be sacrificed. 
For a solution, Mr. Kato sought out  
a new certificate algorithm— 
Elliptic Curve Cryptography (ECC) 
(see sidebar). Using elliptic curves 
over finite fields, ECC keys become 
dramatically more difficult to crack 
as they grow in length as compared 
to RSA keys. Hence, because ECC 

keys have shorter key length, they 
have less impact on server load 
and process faster.

Before adding ECC certificates as 
an option for customers, Mr. Kato 
decided to deploy them on two Di-
rectorz-hosted websites. One site is 
hosted on a physical server and the 

other is hosted on a virtual server; 
both servers are within Directorz’ 
data center. The first is a site, 
kmonos.jp, that contains data on 
the approximately 3,600 companies 

listed on the Japan stock exchange. 
University students, job seekers, and 
others use it to conduct research 
on the individual companies. They 
generate about 1.3 million page 
views per month. Directorz uses the 
website to generate awareness about 
itself as a hosting provider and 

potential place to work. The reason 
Mr. Kato wanted to test Symantec 
Secure Site SSL with ECC certificates 
on it is that the site would labor 
under the weight of huge numbers 

Kei Kato, CEO, Directorz 

  “Our customers face some of the 
same challenges as we do on our own 
websites and seek greater security without 
impacting server processing capabilities.”

– Kei Kato, CEO, Directorz
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of concurrent SSL connections 
whenever a new company listing 
would appear on one of the stock 
exchanges. “We wanted to gain 

processing speed so 
that we could avoid 
a degradation in web 
server performance,” 
he says. 

The second web-
site is a blog called 
Co-akuma that fea-
tures tips for begin-
ning engineers on a 
range of technologies. 
Originally intended 
for internal training 
at Directorz, the blog 
became an external 

phenomenon when a Japanese celeb-
rity commented in public interviews 
on its user-friendliness and clear 

family member or friend who is in 
a foreign country. A commercial 
payment service is one option, 
but the recipient would need to be 
registered with an account as well, 
an additional step incurring time 
and complexity. An international 
wire transfer is an alternative, but 
there are bank fees and at least a 
24-hour delay. It is this problem 
that Xoom Corporation aimed to 
solve when it was formed in 2001. 
Through its digital money transfer 
service, customers can deposit 
money into recipient bank accounts 
quickly and with cost-eff ective fees. 
Recipients can also pick up the 
money and in certain countries opt 
for home delivery.

But any electronic transaction 
conducted via the Internet entails 
security risks. The data must be en-
crypted during transport. Fostering 
a high level of trust with customers 
is just as important; when it comes 
to money, they will not enact the ser-
vice unless they are confi dent about 
the service. “We earn our customers’ 
trust by demonstrating to them that 
our online transactions are secure,” 
says Joseph Raymond, the vice 
president of product at Xoom. To put 
its customers at ease and assuage 
any concerns, Xoom standardized on 
Symantec Secure Site SSL Certifi -
cates, including Secure Site EV SSL 
on its customer-facing websites, in 
mid-2012. “We previously had SSL 
certifi cates from multiple vendors,” 
says Sujay Jaladi, the director of 
Security Architecture at Xoom. 
“But we decided to standardize on 
Symantec SSL Certifi cates because 

explanations and drawings. 
Today, the blog generates 
300,000 page views a month. 
It is so popular that its 
content was turned into a 
popular book. 

The experiment showed 
very promising results. A 
Symantec ECC-based SSL 
certifi cate reduced the CPU 
burden on the web server 
by 46 percent compared to 
an RSA-based SSL certifi -
cate. Mr. Kato and his team 
validated the faster perfor-
mance. “It also shortened 
response times by seven 
percent,” he adds. “Many of 
our clients will be interested 
in ECC, especially those who 
are concerned about using 

SSL because of its eff ect on CPU 
utilization.” The ECC algorithm can 
also enable more total simultaneous 
connections to a single site, which 
is important in an era when tablets, 
smartphones, and other mobile 
devices are driving more traffi  c onto 
the web, Mr. Kato observes.

The next step is to begin deploy-
ing the Symantec ECC-based SSL 
certifi cates on some of the company’s 
hosted solutions. “We look forward 
to the results,” Mr. Kato states. “Our 
customers face some of the same 
challenges as we do on our own 
websites and seek greater security 
without impacting server processing 
capabilities.”

2. eCommerce confi dence
The Internet greatly simplifi es 
the process of getting money to a 

Eng Tat Ng, Head of 
Technology, Innity 

  “detection occurs before the ad 
goes into our network, and we receive 
real-time detection, notifi cation, and 
analysis of all identifi ed malvertising.”

– Ng Eng Tat, Head of Technology, Innity

Innity scales its 
business and tackles 
mobile and social media 
opportunities while 
thwarting malvertising 
with Symantec AdVantage 
and Symantec SSL 
Certifi cates at 
go.symantec.com/
innity-video.
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we are confident they are more se-
cure than other certificates and could 
realize operational efficiencies.”

To imbue trust with custom-
ers and help them verify the Xoom 
website as valid, Jaladi and his team 
use Symantec Secure Site EV SSL 
Certificates; the extended validation 
triggers the green address bar in high 
security browsers. They also employ 
the Norton Secured Seal trust mark 
on customer-facing websites. “More 
and more customers know about 
the extended validation green bar, 
and the Norton Secured Seal is very 
well known in the market,” he says. 
During the 12 months ending March 
31, 2013, Xoom’s more than 840,000 
active customers sent more than $3.6 
billion to family and friends in 30 
countries worldwide.

Group Lotus plc is known as a 
world automotive leader. Its line of 
cars sets the benchmark for ride 
and handling and builds on a rich 
heritage of engineering and innova-
tion. The group maintains several 
customer-facing and  eCommerce 
websites and relies on several 
Symantec website security solutions 
to protect them. One of the sites 
allows customers to browse Lotus 
cars, configure a preferred design, 
and search for pre-owned vehicles. 
Another is the Lotus Originals Store, 
where customers can purchase a 
broad selection of Lotus-branded 
merchandise. 

“For our eCommerce, customer-
facing websites, we use Secure Site 
Extended Validation (EV), including 
the Norton Secured Seal,” notes  
Pascal Doisy, the director of IT at 
Lotus. “Customers immediately know 
they have the right website and that 
their transactions will be secure 
when they see the green bar and the 
Symantec trust mark.”

3. Beyond eCommerce
But website security is much broad-
er than enabling encrypted  

eCommence transactions. Lotus’ 
Doisy knows this well. The com-
pany today relies on the Internet 
for everything from engineering 
and production to marketing and 
sales. Automotive production uses 
Internet portals and the seamless 
sharing of data—either when sales 
teams and engineers are in the office 
or traveling around the globe. Lotus 

 B
R

EN
d

A
N

 C
O

R
R

/G
ET

Ty
 Im

A
G

ES

dealers access product information 
through the Lotus Dealer Portal; 
suppliers leverage extranets to con-
nect with corporate systems. Lotus 
Engineering, the group’s high-tech 
global engineering consultancy, 
relies on the Internet to work with 
both Lotus Cars and other automo-
tive companies on everything from 
powertrain and chassis design to 

Pascal Doisy, Director 
of IT, Group Lotus plc 

  “Customers immediately know they 
have the right website and that their 
transactions will be secure when they see the 
green bar and the Symantec trust mark.”

– Pascal Doisy, IT Director, Group Lotus plc



driving dynamics and electronic 
engineering. 

Keeping all of the data that is 
transmitted across Lotus’ differ-
ent website and communications 
channels secure and encrypted is a 
critical requirement. Doisy standard-
ized on Symantec Secure Site SSL 
Certificates to achieve this objective. 
“We have a broad portfolio of SSL 
certificate solutions from which  
to choose,” he says. “Symantec  
Secure Site EV SSL is used on cus-
tomer-facing channels.” For websites 
such as extranets, as well as internal 
Microsoft Outlook web access, Lotus 
uses Secure Site Pro SSL Certificates. 

Website security extends 
beyond eCommerce for Xoom as 

data transfer for different applica-
tions—internal and external. Jaladi 
and his team built a centralized web-
based portal to manage all of the 
SSL certificates. “To manage and 
report on all of our certificates from a 
secure, centralized management con-
sole, we opted to deploy Symantec 
Managed PKI for SSL,” he notes. 
“This saves my team substantial 
time, allowing them to focus on other 
business-critical functions.” 

Another option for providing a 
centralized view of all their SSL cer-
tificates—Symantec and third party—
is Symantec Certificate Intelligence 
Center. IT organizations can leverage 
it to discover, track, and report on all 
SSL certificates from one console. 
Since most organizations have SSL 
certificates from multiple provid-
ers, even if they are standardized 
on one (because third parties with 
which they conduct business often 
introduce their own SSL certificates 
when sending sensitive data), having 
one tool set can deliver substantial 
value—from compliance to opera-
tional efficiencies.

5. Malvertising threat  
thwarted in the cloud
How companies advertise to consum-
ers and other businesses is rapidly 
changing. The Interactive Advertis-
ing Bureau (IAB) shows double-digit 
annual growth, with more than $9.3 
billion spent in the first quarter of 
2013.1 The emergence of mobile 
and social media is propelling the 
acceleration even faster. A lead-
ing provider of interactive online 
marketing platforms and technolo-
gies for advertisers and publishers 
and operations in nine Asia-Pacific 
countries, Innity is riding this growth 
wave. Founded in 1999 as a reseller 
of Microsoft advertising, the com-
pany soon built its own advertising 
platform. By 2010, the company had 
contracts with 20 of the top websites 
in Southeast Asia. 

well. Jaladi and his team use various 
SSL certificates across extranets 
and intranets. And because internal 
websites such as employee portals 
and corporate intranet use multiple 
domains and subdomains, Jaladi’s 
team employs Secure Site Wildcard 
SSL Certificates for those. “We have 
a lot of flexibility with the Symantec 
SSL Certificates,” he notes. “And 
most importantly we know they can 
react promptly to an incident while 
supporting their customers, an issue 
we had with other third-party SSL 
certificate providers.”

4. Managing efficiencies
Xoom uses multiple certificates 
across its environment to secure 
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Sujay Jaladi (left), Director, Security  
Architecture, and Joe Raymond,  
VP, Product, Xoom Corporation

  “To manage and report on all of our cer-
tificates from a secure, centralized management 
console, we opted to deploy Symantec Managed 
PKI for SSL”

– Sujay Jaladi, Director, Security Architecture, Xoom Corporation
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But the company saw what was 
on the frontier; it could rapidly 
scale its revenues by tapping small 
and medium-sized advertisers 
while partnering with a much larg-
er subset of websites. The number 
of websites to which Innity serves 
ads soared to over 10,000; today, 
its ads reach 350 million unique 
visitors each month through 16 
segmented interest channels. The 
company is also the fi rst and only 
fully transparent ad-serving plat-
form in Asia that is IAB certifi ed. 

Mobile and social media are 
important factors at the crest of 
the wave pushing Innity’s growth. 
“We’ve seen mobile advertising 
climb from two percent to 20 per-
cent of spending in our region in 
just the past couple years,” reports 
Ng Eng Tat, the head of Technology 
Development at Innity. “And social 
media is accelerating, with Facebook 
as the primary channel.”

However, the growth model Innity 
laid out incurred challenges. No lon-
ger could Innity vet each individual 

ad with the distribution 
network growing expo-
nentially; each ad passes 
through an ecosystem 
of dozens of networks 
and providers between 
the advertiser and user, 
thus increasing the likelihood that it 
could become infected with malware 
or other malicious code. “We work 
with sub-syndicate networks that 
distribute ads through our network,” 
says Eng Tat. “The source of the ads 
are unknown.”

Xoom protects money 
transfers to family and 
friends with Symantec SSL 
Certifi cates at go.symantec.
com/xoom-video.
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Transport Layer Security (TLS), and its predecessor 

Secure Socket Layer (SSL) protocols, remain the industry 

standard for website authentication and protection of 

information in transit. Data passing between a client 

(end user) and a server, or browser and website, is 

authenticated, compressed, and encrypted using TLS or 

SSL. This prevents hackers from accessing data while it 

is being sent.

Web visitors know they are accessing a website or 

page protected by TLS when “http” in the address line 

is replaced with “https” and a small padlock appears in 

the status bar. Secure webpages require the use of SSL 

certifi cation to enable the encryption of information 

that is transmitted to or from a secure web server. SSL 

certifi cates can also be used to encrypt information sent 

via email and applications such as ERP and HR systems, 

employee and supply chain portals, among many other 

Internet-based services. The vast majority of SSL 

certifi cates rely on keys generated by and signed with 

the RSA algorithm.

While the RSA algorithm remains an effective encryption 

option, it does have limitations. In particular, as the length 

of keys continues to grow exponentially, hackers are 

crunching numbers to crack 1024 bits. The National Institute 

of Standards and Technology (NIST) recommended, as a 

result, that certifi cate authorities not issue any new SSL/TLS 

certifi cates with RSA public key sizes smaller than 2048 bits. 

The RSA algorithm is no longer the only one available 

for use in SSL and TLS. The federal government adopted 

an alternative based on Elliptic Curve Cryptography 

(ECC) and Digital Signature Algorithm (DSA). Already 

binding on the federal government and part of the 

new NIST Suite B guidelines, ECC and DSA signed 

certifi cates are an emerging option. Currently, private 

sector businesses can implement certifi cates based on 

one or more of the three algorithms, as permitted by 

NIST guidelines, and the design of TLS allows different 

algorithms to either work alone or side by side with other 

algorithms, depending on the type of the web server.

The mathematical problem each of the three algorithms 

is trying to solve is different. ECC algorithms are based 

on elliptic curves over fi nite fi elds, a much more diffi cult 

mathematical problem for hackers to solve using brute 

force methods (versus RSA and DSA). As key size increases, 

decryption operations for ECC keys become more diffi cult to 

crack at a rate much faster than RSA-based keys. As a result, 

a shorter ECC key is much more diffi cult to break than a 

much longer RSA key.

There are challenges associated with ECC, however. 

It is a relatively new technology for mobile and web 

browsers, and thus not all end users will have devices or 

browsers that support ECC. Depending on the nature of 

the website (internal versus external, government versus 

private sector), security professionals may want to use 

just ECC or perhaps two or three algorithm options. 

They have the ability to choose between certifi cates 

that provide protection based on the RSA algorithm, 

on two alternative algorithms, ECC and DSA, or to 

generate certifi cates for all three. This fl exibility allows 

organizations to offer a broader array of encryption 

options for different circumstances, infrastructure, and 

customer or partner groups. Symantec premium SSL 

certifi cates enable any of the three to be used alone or 

combined on a server.

SSL CERTIFICATES AND ALGORITHMS
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Soon after Innity changed its 
business model in 2010, one of 
its partners discovered it was 
distributing malvertising, and 
Innity had to suspend operations 
for a week to check its ad platform 
for malicious code. “It was very 
frustrating and incurred signifi -
cant revenue loss,” Eng Tat says. 
To address the malvertising issue, 
Innity implemented a random 
sampling process to monitor ads 
across its network. But it was 
time-consuming to manage and 
moreover ineff ective. “We were 
expending valuable resources and 

yet malvertising was still making 
it through,” Eng Tat relates.

The next step was to deploy a 
software-based solution. As Innity 
sees between 500 and 600 ads from 
its customers every day, the solu-
tion required two full-time head-
count to manage, not to mention 
server and storage capacity. “The 
software had performance issues 
and couldn’t scale to support our 
business requirements,” Eng Tat 
says. “And this doesn’t account for 
the capital and operating expendi-
tures that it incurred.”

This is when Eng Tat became 
aware of a new cloud-based 
solution from Symantec called 
AdVantage. “We love the fact 
that we don’t need to use our own 
server and storage resources to run 
it,” he reports. “And since it resides 
in the cloud, we can scan multiple 
locations and scale to support sud-
den increases in volume.”

What is even more important 
for Innity is that the scanning for 
malvertising occurs in real time. 
“Detection occurs before the ad goes 
into our network, and we receive 
real-time detection, notifi cation, and 
analysis of all identifi ed malvertis-
ing,” Eng Tat says. “And we took the 
two dedicated staff  and reallocated 
them to other revenue-producing 
initiatives and redeployed the virtual 
servers and storage to other tasks.”

At about the same time Innity was 
dealing with the malvertising chal-
lenges, Facebook opened as an adver-
tising channel and spelled out certain 
criteria. One of them stipulated that 
SSL certifi cates had to be built into 
the ad-serving platform. Eng Tat 
and his staff  already used Symantec 
Secure Site SSL Certifi cates on their 
websites and other web-related 
properties. “Our ad platform is all 
based in the cloud and we wanted an 
SSL certifi cate solution that would 
integrate into that model,” Eng Tat 
observes. “We were able to comply 

with Facebook’s standards, quickly 
integrate the solution, and capitalize 
on this new revenue opportunity.” 

Requirements included the abil-
ity to deploy SSL certifi cates on its 
servers and those of its partners for 
authentication. Eng Tat explains: 
“The Secure Site Wildcard SSL 
Certifi cates enable us to protect the 
transfer of sensitive data on multiple 
subdomains under one domain on 
our server, and do this with a single, 
easy-to-manage SSL certifi cate.”

A complex security 
world on the frontier
Website security is far from being 
static and dull. The evolution of 
technology as well as threats create 
new challenges around certifi cates 
and authentication. Transmitted data 
a few years ago that was authenti-
cated, compressed, and encrypted 
using standard SSL technology may 
no longer be secure. New channels 
for online advertising—from the web, 
to social media, to mobile—give rise 
to new revenue opportunities while 
presenting ad-server companies with 
new, complex security challenges. 
Regulations and compliance require-
ments necessitate the need for com-
prehensive SSL discovery, tracking, 
and reporting. Mobile apps present 
exciting ways to reach customers; 
yet they also off er hacktivists with 
another channel to crack. 

The Mongol warriors are on the 
frontier streaking across the threat 
landscape on their horses that 
garner fame wherever they gallop. 
Those who fail to acknowledge the 
need for new ways of website secu-
rity risk failure like the Jin Dynasty 
that felt it was securely fortifi ed 
against a vastly inferior foe. ■

1 “IAB Q12013 Internet Advertising Revenue 
Report,” PricewaterhouseCoopers, June 3, 
2013.

Patrick E. Spencer (Ph.D.) is editor in 
chief and publisher for CIO Digest.
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MESSAGING & 
WEB SECURITY

FEATURE BY MARk MUllINS

Three reasons To reThink 
your messaging and web 
securiTy sTraTegy

as the saying goes, one should close 
the barn door while the horse is 
still inside, not after it has escaped. 
in the past, iT at many enterprises 
operated according to similar prin-
ciples: the sterile corporate envi-
ronment was accessible from the 
outside through only a few highly 
protected access points, where fire-
walls and other security solutions 
controlled information as it flowed 
into and out of the network.

But web and messaging gateways at today’s 
enterprises have become vastly more complex. 
One major reason is a huge increase in traffic. 
“A few years ago, the gateways were only for 
information entering or leaving the company,” 
observes Phil Hochmuth, program manager in 
the Security Products Research Group at market 
intelligence firm IDC. “Now a lot of intra-com-
pany data is moving back and forth from cloud 
applications, mobile devices, and the like.”

Given this rapidly changing landscape, 
enterprises will do well to take another look 
at their web and messaging security strate-
gies, as spam and URL filtering are no longer 
enough. In addition to Hochmuth, CIO Digest

MINdING ThE 
Gateways

gustavo gaidzinski, 
cio, grupo angeloni
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checked in with three IT leaders 
on where they’re headed in this 
area of security. For all of them, 
messaging and web security have 
become a more important part of 
their overall security strategy.

1. Combating targeted threats
One unmistakable trend in Internet 
security is the increase of threats 
targeted at small groups of users. 
Such attacks increased by 42 percent 
in 2012, according to Symantec’s 
“Internet Security Threat Report 
Volume 18.”1 These attacks are 
carried out by hackers with a profi t 
motive, “hacktivists” with a social or 
political agenda, and nation-states 
which sometimes disguise them-
selves as hactivists.2 “These persis-
tent, process-based attacks can go on 
for months or years without being 
detected,” IDC’s Hochmuth explains. 
“I think all CIOs realize that the pri-
mary vectors of these attacks are the 
web and messaging gateways.”

Marco Toste recently learned 
how a little media attention can 
impact the security of his messaging 
infrastructure. He was recruited in 
2010 as head of IT Infrastructure 
for Whitestar Asset Solutions, 
Portugal’s largest servicer of sub-
performing and non-performing 
mortgages. A company in this line 
of work might expect some targeted 
attacks anyway, but those increased 
exponentially after media coverage 
of an acquisition the company made 
a few months ago. “This raised our 
profi le for this type of loan servic-
ing, so our email system has been 
targeted with a lot of spam—and 
some of it is zero-day, so it’s becom-
ing an issue for us,” Toste explains.

Fortunately, Toste and his team 
deployed Symantec Messaging Gate-
way and Web Gateway appliances a 
year ago, with the software installed 
on virtual servers at the company’s 
disaster recovery site. This project 
was a part of a total IT transfor-

mation that Toste and his team 
designed when he arrived at the 
company. “We have virtualized al-
most all of our data center, launched 
new line-of-business applications, 
and deployed all new infrastructure 
software,” Toste reports. “For mes-
saging and web security, I insisted 
on Symantec solutions because they 
worked so well at the other fi nancial 
institutions I have been at before.” 

Whitestar’s Messaging Gateway 
environment is licensed as a part 
of Symantec Protection Suite. “The 
behavior-based Insight technology 
in Symantec Protection Suite has 
been instrumental in detecting 
and remediating these zero-day 
threats,” Toste remarks.

Targeted threats are also a 
major concern for Mark Feeney, a 
principal IT systems engineer for 
AMETEK, Inc., where he’s worked 
for 27 years in manufacturing and 
IT roles. “Someone does research 
into the background of the people 
being targeted—gaining the email 
address of someone they know, ac-
cessing their Twitter or Facebook 
accounts,” he describes. “The at-
tacker gleans enough information 
from these sources to really make 
it look like this particular email 

or website can be trusted; it’s from 

a friend. That’s what keeps me 
awake at night.”

Feeney and his team have relied 
on Brightmail technology for 

  “About fi ve minutes after we were 
to begin the migration, I walked in and 
offered to order pizza for the team. But they 
said, ‘No need, we have already completed the 
migration.’”

– Gustavo Gaidzinski, CIO, Grupo Angeloni

while web and messaging security may seem to be commoditized 
solutions these days, Phil hochmuth, program manager of idc’s security 
Products research group, expects signifi cant transition in this space over 
the next several years. “This will be fed by the overall shift of enterprise 
computing to the cloud,” he relates. “The transition of critical business ap-
plications to the web or to software-as-a-service (saas) cloud services has 
been rapid. From a security standpoint, it really ups the ante for what’s at 
stake for web security.”

“in the past, web security was almost an afterthought, because you just 
had web browsing, maybe some apps, maybe some web-based email,” 
hochmuth continues. “so a company may not have had a web security solu-
tion unless it had a special need to enforce an anti-pornography policy.”

The situation today is vastly different. “with organizations pushing their 
entire corporate iT into the cloud in some cases, the web gateway takes on a 
much bigger burden,” hochmuth notes. “internal and external data transac-
tions via hTTP and web protocols, more interactive web 2.0 technologies 
like XmL and Java,  social media, and now hTmL 5—these aren’t the web 
pages of 10 years ago. The evolution is interesting, and it’s pushing the web 
security market to evolve.” 

tHe CLOUD: tRaNsFORMING weB seCURIty
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messaging security for more than 
10 years, and now use its latest 
iteration in Symantec Messaging 
Gateway, with Symantec Mail Secu-
rity for Domino deployed inside the 
gateway for a second layer of pro-
tection. These solutions are a part 
of Symantec Protection Suite. “The 
Insight technology in Symantec  
Protection Suite has been a huge 
benefit to us in detecting unknown 
threats,” Feeney reports.

our company—not to mention new 
users—we face a lot of risk at these 
entry points,” Feeney notes. “Having 
a robust and integrated solution 
protecting us from malware is crucial 
to keeping our data safe.”

At Grupo Angeloni, a supermar-
ket chain in southern Brazil, CIO 
Gustavo Gaidzinski looked at the 
security landscape last year and 
decided to create a group within his 
team dedicated solely to security. 
“We have a lot of endpoints—every-
thing from point-of-sale machines 
to escalators—and a lot of confi-
dential customer data,” Gaidzinski 
notes. “We know we need to keep 
up with increasingly advanced and 
targeted threats, as we would have 
to close our stores if our systems 
went down due to an attack.”

The new security team has been 
busy working with business leaders 
to develop security policies for the 
company, and to evaluate which 
security solutions need to be added 
or upgraded. One thing that will 
not change at Angeloni is the use 
of Symantec Endpoint Protection. 
“We haven’t had any disruption 
of endpoints in six years of using 
Symantec Endpoint Protection,” 
Gaidzinski asserts, “and the Insight 
technology in the latest release 
helps prevent zero-day attacks.”

2. Maximizing human  
investment
Angeloni previously used a Bar-
racuda Spam & Virus Firewall for 
messaging security, but managing 
the solution and manually maintain-
ing whitelists and blacklists required 
almost a full-time equivalent of 
staff time—and a lot of spam still got 
through. “Our users were spending 
an estimated 10 minutes per day 
deleting spam, and our technicians 
were spending time remediating 
malware transmitted by that spam,” 
Gaidzinski reports. “Users com-

AMETEK is involved in manufac-
turing of a wide variety of de-
vices, components, and systems for 
products from airplanes to vacuum 
cleaners, and it makes frequent 
acquisitions. This has made web 
security more of a priority in recent 
years, and about a year ago, Fee-
ney’s team deployed Symantec Web 
Gateway appliances at more than 80 
locations around the world. “With so 
many new web domains coming into 

  “The appliances are simple enough  
that the finance guy or the facilities guy at a 
site can take care of deployment.”

– Mark Feeney, Principal IT Systems Engineer, AMETEK, Inc.

Mark Feeney, Principal It  
systems engineer, aMeteK, Inc.
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marco Toste, head of iT infrastructure,  
whitestar asset solutions

plained, and the staff was not as 
productive as they could have been.”

In an era when IT teams are 
asked to do more with less, the days 
of dedicating significant staff time 
to manage a single solution are 
gone, and IT teams are looking to 
maximize the value of every em-
ployee. “Enterprises no longer have 
the luxury of dedicating headcount 
to areas like web and messaging 
security,” IDC’s Hochmuth asserts. 
“Enterprises expect these solutions 
to pretty much run themselves once 
they’re set up—despite the fact that 
they expect those solutions to do 
much more than before.”

Gaidzinski’s team at Angeloni 
evaluated a number of messaging 
security solutions, and decided to 
conduct a 30-day trial of Symantec 
Email Security.cloud. “We looked at 
on-premise and cloud solutions, but 
we liked the minimal set-up costs 
of the cloud solution,” Gaidzinski 
remembers.

The team scheduled the com-
pany’s migration to Email Security.
cloud for a Friday evening. “About 
five minutes after we were to begin 
the migration, I walked in and of-
fered to order pizza for the team,” 
Gaidzinski recalls. “But they said, 
‘No need, we have already completed 
the migration.’ So I took them all 
to a restaurant instead.” The next 
Monday, Gaidzinski had a meeting 
with business leaders. “They had 
all noticed the lack of spam in their 
inboxes,” he says

For AMETEK’s Feeney, time not 
spent dealing with false positives 
is time that can be used more 
productively. “We don’t run a spam 
quarantine,” he says. “When we 
first started using Symantec Mes-
saging Gateway, we would turn the 
quarantine on for a couple weeks, 
and then I would enlist a group of 
IT people to go through the quar-
antine.  We did that three or four 
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years in a row.  We never found a 
false positive.” 

Feeney reports that the IT team 
of one acquired company was 
nervous about moving to AM-
ETEK’s solutions due to the lack 
of a spam quarantine. “It turns 
out that the product they used 
had a lot of false positives. They 
haven’t had any problem with the 
Symantec’s solution, and the time 
they spent fishing messages out of 

the quarantine can be put to more 
productive use.”

At Whitestar, Toste’s team pre-
viously used a spam filtering solu-
tion from Microsoft, but it failed to 
block even a majority of the spam 
messages directed at its Exchange 
server. “Users arrived in the morn-
ing to hundreds of messages and 
spent at least a half an hour daily 
managing large volumes of spam,” 
Toste recalls. IT staff fielded calls 

  “We used to have two or three web-
borne infections per week, and each one took 
a few hours of staff time to remediate.”

– Marco Toste, Head of IT Infrastructure, Whitestar Asset Solutions



from concerned users who were 
suspicious that some of the spam 
contained malware, and technical 
teams had their hands full with re-
mediation when they were correct.

Web security was less than opti-
mal at the time as well. “We used to 
have two or three web-borne infec-
tions per week, and each one took 
a few hours of staff  time to remedi-
ate,” Toste remembers. “And while 
we were lucky not to have had any 
downtime, system performance was 

so slow at times that staff  would 
just quit working. My staff  was 
spending two to three hours per 
day on remediation, and users lost 
many hours of productivity.”

Once the Symantec Messaging 
and Web Gateway appliances were 
in place at Whitestar, the barrage of 
spam and web-borne threats ceased. 
“My staff  spends a maximum of 25 
minutes per day managing both 
solutions, and the need for remedia-
tion is almost non-existent.”

3. Managing security
policies holistically
While messaging and web security 
have come to be seen as commodi-
ties, it’s increasingly important 
to make sure they are a part of a 
holistic strategy for security and 
risk management for the enter-
prise. “There’s a strategic push at 
many larger enterprises to defi ne 
comprehensive security policies 
and then enforce them,” says IDC’s 
Hochmuth. “This requires uni-
fi ed security management, unifi ed 
threat correlation, and unifi ed 
policy enforcement.”

At AMETEK, Feeney’s team 
had the opportunity to beta test 
Symantec Web Gateway several 
years ago. “We were just recogniz-
ing the need to enforce policies 
against certain types of content 
and applications,” he relates. “We 
liked it so much that we actually 
replaced our Websense URL fi lter 
with Symantec Web Gateway, 
which integrates with our other 
Symantec solutions and does so 
much more.” Feeney is now able 
to block peer-to-peer fi le sharing 
applications and content deemed 
objectionable by the company’s 
HR department, examine every 
download for security risks, and 
block botnets and other web-
borne malware. 

The fact that Web Gateway is 
available as an appliance enables 
a more comprehensive solution at 
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AMETEK, INC.
Founded: 1930
Headquarters: Berwyn, 
Pennsylvania, U.S.A.
Business: Manufacturer of 
electronic instruments and 
electromagnetic devices
annual Revenue: US$3.5 billion
symantec solutions: Symantec 
Messaging Gateway, Symantec 
Web Gateway, Symantec Mail 
Security for domino, Symantec 
Protection Suite

GRUPO ANGELONI
Founded: 1958
Headquarters: Criciúma, 
Santa Catarina, Brazil
Locations: 27 supermarkets, 
24 drugstores, 6 fuel stations
employees: 10,000
annual Revenue: US$1.2 billion
symantec solutions: Symantec 
Email Security.cloud, Symantec 
Endpoint Protection

WHITESTAR ASSET 
SOLUTIONS
Founded: 2007
Headquarters: lisbon, Portugal
Business: Mortgage loan 
servicing for performing, 
sub-performing, and non-
performing loans
Loans Under Management: 
€2.2 billion (US$2.9 billion)
symantec solutions: Symantec 
Web Gateway, Symantec 
Messaging Gateway, Symantec 
Protection Suite

CoMPANY PROFILes

AMETEK. “We have small sites, 
and many of them don’t have an IT 
staff ,” Feeney explains. “The appli-
ances are simple enough that the 
fi nance guy or the facilities guy at 
a site can take care of deployment. 
It makes policy enforcement so 
much easier.” 

As a fi nancial services fi rm, 
Whitestar must comply with a 
myriad of regulations regarding 
security, and users can’t be allowed 
to bend those rules. “We have a 
couple employees that don’t follow 
policies, and are always trying to 
avoid the proxy and pass through 
Web Gateway,” Toste reports. 

“Fortunately, Web Gateway gives 
us reports and feedback in real time 
that give us the ability to address 
these issues,” Toste continues. “En-
forcing our policies not only keeps 
us compliant, but helps us to avoid 
targeted attacks on our data.”

In today’s increasingly complex 
threat landscape, enterprises can no 
longer aff ord for individual secu-
rity solutions to reside in a silo. If 
messaging and web security aren’t in-
tegrated with a company’s overall se-
curity and risk management strategy, 
you may fi nd that these gateways are 
no more secure than the proverbial 
barn door that has been left open. ■

1 “2013 Internet Security Threat Report, 
Volume 18” (ISTR), Symantec, 
http://go.symantec.com/istr, 10.
2 ISTR, 6.

Mark Mullins is a managing editor 
of CIO Digest and senior manager 
of Symantec’s SMB and Channel 
Publishing Programs’ team.
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When Gary Weiner arrived at Community 
Healthcare System (CHS) as a 
consultant in 2008, he discovered 
that CHS had two of everything. 

“It was like Noah’s Ark,” he quips. “We had a lot of 
redundant software and hardware. It was not only 
expensive but was time-intensive to maintain. It was 
time to sink it and build a new one.”

Weiner’s initial charter was to conduct an 
inventory and assessment of CHS’ entire technology 
infrastructure and create a next-generation 
architecture. “It was a comprehensive reevaluation 
of nearly every piece of technology and the processes 
that had developed and grown up with the healthcare 
system over time,” he says. “ My team evaluated 
the environment and reengineered most of the 
IT infrastructure from the ground up.” When the 
previous CIO resigned, Weiner was named interim 
CIO and then CIO and vice president of IT in 2010. 

Having spent almost his entire career in 
healthcare, Weiner was exactly the type of IT leader 
CHS needed. “The situation at CHS was interesting 
because of the nature of the problem that needed to 
be solved,” he says. “In addition to three hospitals, 
CHS includes the Cancer Resource Centre.” Weiner 
and his team are also responsible for the IT systems 
and infrastructure for CHS’ parent organization, 
the Community Foundation for Northwest Indiana 
(CFNI), which also includes the Center for Visual and 
Performing Arts, Community Veterans Memorial, 
Hartsfield Village, Community Resources, Inc., and 
Community Estates. One data center supports 40 
locations in a 30-mile radius. “Because CFNI is more 
than a healthcare system, there are complexities that 
come with my role that are quite unique,” Weiner 
notes. “These supply an additional layer of challenges 
and make the role that much more interesting.”

Receding infrastructure concerns
Consolidation and shared services became important 
focus areas for Weiner. Each of the three hospitals 
had its own IT systems and tools, creating not only a 
level of redundancy but silos that didn’t talk to each 
other. “We had to break these down,” he observes. 
Virtualization would serve as a critical lever when 
it came to rethinking the data center. Getting to 
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Sinking Noah’s Ark  
and Building a New One
Standardization, shared services, and the cloud help  
Community Healthcare System to transform IT

Gary Weiner, CIO and VP of IT,  
Community Healthcare System
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shared services and ultimately cloud 
services was one objective. Another 
was simply avoiding the acquisition 
of a new data center. “We had nearly 
reached our data center capacity—
both in terms of footprint and 
power,” he remembers. “Without 
virtualization, we would have needed 
to spend several million dollars 
on building out a new data center 
environment and were able to delay 
this expense for several years.”

To get there, Weiner and 
his team of  IT professionals 
developed a roadmap to virtualize 
the bulk of the organization’s 
servers using VMware vSphere. 
Now more than 70 percent of CHS’ 
approximately 400 servers are 
virtualized, with most running 
Microsoft Windows and some 
running Red Hat Enterprise 
Linux. The healthcare system still 
maintains IBM AIX servers for 
select applications. 

The virtualization effort helped 
Weiner’s team postpone migration 
to a new data center environment, 
an effort that will start later this 
year. “We were able to focus our 
efforts on creating IT services that 
impacted patient care and supported 
the growth of the business,” he says. 
In addition the next-generation 
data center environment, which 
included a completely revamped 
storage infrastructure and set of 
information lifecycle management 
processes, the initiative laid the 
groundwork for a rapid move 
towards private cloud services. “For 
example, we’ve created various 
private cloud solutions, such as a 
shared database service that is used 
by 25 or 30 different applications, 
and now we’re delivering 
infrastructure as a service,” Weiner 
says. The public cloud is familiar 
territory for Weiner’s team as 
well; they leverage approximately 
30 different applications that are 
delivered by third parties.

“Eighty percent of my time was 
spent on infrastructure-related 
issues,” Weiner observes. “I now 
spend less than five percent of my 
time on them. It has a lot to do with 
building the right team and getting 
the right technology tools in place.”

Integrated data  
protection
Before Weiner arrived at CHS, the 
IT organization relied on Symantec 
NetBackup for data protection. 
But the team had migrated from 
NetBackup to a different solution a 
couple of years before his arrival. 
“It turned out to be a mistake,” 
he says. “We had problems with 
backup success rates, and data 
recovery was immensely difficult. 
For recovery alone, my team spent 
hours every day trying to restore 
data. Add our decision to embrace 
virtualization, and data protection 
created additional challenges.”

Backup windows were becoming 
a problem for CHS as well. “We 
had some backups that were 
pushing into business hours and 
taking more than 24 hours to 
complete,” Weiner says. “My team 
actually came to me in early 2010 
and asked if we could move back 

to NetBackup. At the same time, 
Symantec had just launched the 
NetBackup appliance and asked 
if we wanted to become an early 
healthcare pilot utilizing the new 
technology. We determined that an 
integrated data protection strategy 
fit our business requirements and 
worked with Symantec to migrate 
everything over to the appliances. 
The tight integration between 
the NetBackup technology in 
the appliances and our VMware 
vSphere deployment environment 
was critical.” 

Upon turning on the NetBackup 
appliances, Weiner’s CHS team 
saw immediate returns. “Our 
backup windows shrank and we 
began to realize in excess of an 

Community Foundation  
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For-Profit Subsidiaries: Community  
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“We also created expiration 
policies and removed data that 
we no longer need or must retain 
based on CHS or external policies,” 
Weiner explains. “For example, HR 
data is handled diff erently than 
clinical data, and each has their 
own information lifecycle manage-
ment processes and corresponding 
expiration policies.” What’s more 
important is that Weiner and his 
staff  continue to evolve their ILM 
policies based on changing busi-
ness requirements and regulatory 
stipulations. “It is an iterative 
process done in conjunction with 
the diff erent business stakehold-
ers,” he explains.

Layered endpoint security
Security was another area of 
focus for Weiner. Malware had 
become a serious problem for CHS. 
“Systems were down and doctors 
and administrators were calling 
for assistance all of the time,” 
he recalls. “It was having a real 
impact on our ability to focus on 
patients. 

Weiner and his team opted 
to standardize on Symantec 
Endpoint Protection in 2009. “We 
sought to create a more layered 
endpoint security approach,” he 
says. “The threat landscape was 
rapidly evolving, and we needed a 
solution that was broader in scope 
than just antivirus.” Overall, CHS 
manages 5,000 client endpoints 
and another 12,000-plus network 
endpoints. The latter consist of 
various access points and IP-
enabled medical devices. “Many 
healthcare organizations don’t 
realize it, but the IP devices sitting 
on their network are often their 
biggest risks,” Weiner explains. 
Endpoint Protection is used in 
CHS’ data center as well, helping 
to protect more than 140 physical 
servers and in excess of 450 virtual 
machines. 
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At the heart of CFNI’s chari-
table activities is the Community 

Healthcare System, the largest inte-

grated healthcare system in northwest 

indiana. The Community Healthcare 

System consists of three not-for-

profi t hospitals: Community Hospital in 

munster, St. Catherine Hospital in East 

Chicago, and St. mary medical Center 

in Hobart. The Community Hospital is a 

427-bed acute care hospital that offers 

a broad range of healthcare services. 

St. Catherine Hospital and St. mary 

medical Center each have 190 beds 

respectively. CFni also operates the 

Cancer resource Centre that offers free 

support services to cancer patents and 

their families and Hartsfi eld Village, a 

senior living continuing care retirement 

community.
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8-to-1 deduplication ratio,” he 
reports. Time to recovery was also 
a tangible benefi t. “Previously, 
my team spent a number of hours 
each day sifting through tapes 
to fi nd particular fi les,” he says. 
“What took hours to restore now 
takes minutes. While I regularly 
heard complaints about the 
inability to restore data when 
I fi rst arrived, I no longer hear 
those.” Consider that Weiner’s 
team receives recovery requests 
on a regular basis, and the 
productivity gains on the recovery 
front are immense. At the same 
time, dramatically lowering 
backup job failures was critical to 
reducing disaster recovery risk. 

The backup success rate, once 
the NetBackup appliances were 
deployed, shot up from 95 percent 
to almost 100 percent.

In early 2013, seeking to 
leverage additional virtualization 
synergies and to eliminate its 
media servers by integrating them 
into its data protection appliance 
factor, CHS elected to upgrade 
its NetBackup 5200 appliances 
to NetBackup 5220 appliances. 
A total of four data protection 
appliances are mirrored across 
CHS’ primary and secondary data 
center environments.  

With the initial NetBackup 5200 
appliances, CHS was able to elimi-
nate four master UNIX backup serv-
ers, generating tens of thousands 

of dollars in annual cost savings. 
Then, with the NetBackup 5220 
appliance upgrade, CHS reallo-
cated four virtual media servers 

to other tasks. “We have an inte-
grated data protection strategy with 
our NetBackup appliances,” Weiner 
says. “Everything is contained in the 
appliance. They also give us the fl ex-
ibility to scale our storage by simply 
adding more storage capacity into 
the appliance itself.”

Information 
management lifecycle
Also in 2010, Weiner and his team 
implemented an information 
lifecycle management (ILM) policy 
and created a tiered-storage 
architecture. Data is initially 
backed up on disk and then, based 
on assigned policies, is moved over 
to tape libraries after 30 days—or 
sooner in certain instances as 
dictated by data type. 

  “Some believe technology in healthcare is 
behind that in other industries such as fi nance. 

That isn’t the case at all.” 
– Gary Weiner, CIO and VP of IT
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  “it was like noah’s Ark. We had a lot of 
redundant software and hardware. it was not only 

expensive but was time-intensive to maintain.”
– Gary Weiner, CIO and VP of IT
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The CHS team upgraded to 
Endpoint Protection 12 in early 
2012 and moved to Symantec 
Protection Suite in early 2013. The 
decision to upgrade to Symantec 
Protection Suite was driven by 

lower cost and better integration. 
“Consolidating our diff erent secu-
rity solutions onto an integrated 
platform with a single view across 
all of our infrastructure was im-
portant,” he recalls. “But we also 
wanted to go more in the direction 
of a layered security approach.”

He continues: “Our objective 
is to engage a smaller number of 
technology providers, reducing 
overhead and providing integra-
tion effi  ciencies. Endpoint Protec-
tion 12 increased the speed of 
system upgrades and patching, 
particularly on our virtualized 
environment.” Weiner’s team 
also added Symantec Messaging 
Gateway appliances for fi ltering 
inbound and outbound email. 
“The appliance will be easier to 
update and manage than our 
previous software-based solution,” 
Weiner says. “We also hope to 
reduce our spam intake levels and 
false positives.”

Data stewardship
Two years ago, Weiner and his staff  
pinpointed data loss prevention as 
a risk they wanted to address. But 
due to other priorities, they were 
not able to launch the technology 
evaluation and implementation 

CFNI supports various not-for-profi t 

organizations, including the Center 

for Visual and Performing Arts—the 

premier venue for arts in northern 

indiana. The Center for Visual and 

Performing Arts was launched in 1992 

and is surrounded by gardens and 

woods in addition to an illuminated 

water fountain at its main entrance. 

CFni also supports the Theatre at the 

Center, inc., which aims to bring the 

disciplines of the performing arts to the 

entire community. The resident theatre 

at the Center for the Performing Arts is 

the Theatre at the Center. its produc-

tions—classic musicals, new plays, and 

comedies—attract an annual audience 

of over 50,000. The Theatre at the Cen-

ter includes special youth productions. 

in addition, CFni donated land and 

contributes to the operations for the 

Community Veterans memorial.
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until late 2012. They looked at 
diff erent solutions and opted to 
implement Symantec Data Loss 
Prevention on CHS’ network. 

“Figuring out what we had in 
motion across the network was our 

fi rst priority,” Weiner says. “We ran 
a proof of concept for about 90 days 
using select out-of-the-box policies 
in early 2013. Both my IT team and 
our business stakeholders were very 
pleased with the results. We decided 
to take the initial proof-of-concept 
deployment and extend it across 
the entire network. We currently 
have it deployed on just the network 
and have the monitoring capability 
turned on.” 

However, over time, Weiner 
plans to activate the management 
and enforcement capabilities 
in Data Loss Prevention as well 
as extend it to endpoints and 
eventually to storage. “Data in 

motion is our primary focus,” he 
says. “Over time, we’ll address the 
data-at-rest factor.” Weiner’s team 
is also planning to utilize Syman-
tec Email Desktop Encryption to 
encrypt email containing certain 
data types.

Data Loss Prevention will also 
play an important role in helping 
to protect CHS’ information when 
employees are using social media 
tools. “We’ll slowly add Data Loss 
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Prevention’s capability to monitor 
social media exchanges,” Weiner 
notes. He also indicates that Data 
Loss Prevention is also going to 
be important as his team further 
defi nes security standards for 
private and public cloud off erings. 

Trusted services 
CHS maintains several external 
websites for its diff erent hospitals 
and other entities (see sidebar). 
It also provides portals employed 
by doctors, nurses, and other 
healthcare providers as well as 
administrative staff . Ensuring 
secure transactions on each of 
those is critical. “We also update 
sensitive patient information in 
our Oracle PeopleSoft ERP and 
Epic applications—and must 
protect information updates 
within both,” Weiner adds. 

For the external facing websites, 
CHS seeks to provide patients and 
other visitors with the assurance 
that they are valid using Symantec 

Secure Site Extended 
Validation SSL 
Certifi cates. For the 
diff erent portals and 
intranet sites, CHS 
employs Secure Site 
Pro SSL Certifi cates 
and Secure Site Wild-
card SSL Certifi cates. 
“Our intranet portals 
contain subdomains, 
and thus the Wildcard 
SSL Certifi cates are 
important. Doctors 

and other healthcare providers often 
exchange information on patients 
via those portals, and it is very im-
portant that we protect the informa-
tion transaction,” Weiner says.

For the Oracle PeopleSoft 
and Epic deployments, Weiner’s 
team uses Secure Site Pro for SSL 
Certifi cate. They even leverage 
Secure Site Pro SSL Certifi cates for 

VPN connections made to public 
cloud off erings. “It provides an 
additional security hook for us,” 
Weiner explains.

“Being able to manage our 
SSL certifi cates from the cloud 
provides us with real advantages,” 
Weiner says. “And the ability to 
use diff erent certifi cates based on 
particular business needs gives 
us the fl exibility to manage and 
protect without overprotecting—or 
under protecting.”

Alignment drives innovation
Alignment with the business is the 
key for much of the success that 
Weiner has achieved since joining 
CHS. “It starts with delivering on 
what you promise,” he relates. 
“And it is also important not to 
expend resources and budgets on 
projects that are foolish. Simply 
deploying technology for the sake 
of technology is a trap in which 
too many IT organizations fi nd 
themselves.”

To facilitate communications and 
engagement with the business units, 
Weiner launched an IT Executive 
Governance Group that includes the 
CEOs from each of the three hospitals 
as well as senior leaders from each 
of the business units. The group 
meets monthly, evaluates cost-
benefi t analysis for IT projects, and 
is involved in IT decision-making 
processes. As Data Loss Prevention is 
rolled out, the group will be engaged 
in the development of custom 
policies. 

More recently, Weiner helped 
lead an eff ort to form a Compliance 
Security Privacy Committee to 
monitor, track, and report on 
compliance data to CHS’ board 
of directors and the IT Executive 
Governance Group. “The reports 
we generate via Data Loss 
Prevention will be given to the 
board of directors every quarter,” 
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he says. “This will help them 
understand our risks and how we 
are mitigating them.”

Sinking the ark and 
building a new one
“Some believe technology in 
healthcare is behind that in other 
industries such as fi nance,” Weiner 
sums up. But that isn’t the case at 
all. “Healthcare IT is a complex 
undertaking, and legacy systems 
have been built on top of and in 
parallel with each other over many 
years,” Weiner explains. “Hospital 
systems, if broken apart, could 
operate as a plethora of stand-
alone business units. Yet since 
they are part of a larger entity, 
each of these systems must work 
collaboratively.” 

At the end of the day, when the 
numbers are added up for those 
who fi nd themselves counting 
two-by-two, three-by-three, or 
even four-by-four, it is time for 
them to sink the ark and build a 
new one that is highly effi  cient 
and agile. And for those seeking a 
blueprint, CHS’ Weiner has one. ■

Patrick E. Spencer (Ph.D.) is the editor 
in chief and publisher for CIO Digest. 

Video

To see how an integrated 
data protection solution 
and a layered security 
approach deliver tan-
gible business value for 
CHS, visit go.symantec.
com/chs-video.
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