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Cybersmears and 
Cybersteals:  

Protecting Your 
Clients Online

Dealing with Web Site Owners and Internet Service Providers
Cybersmears are probably best handled by contacting the owner 

of the blog, message board, or Internet Web site on which the 
statement was made. Suing the Web site owner, though, is unlikely 
to be productive in most cases. While there is some precedent for 
this sort of action in the offline world,3  section 230 of the federal 
Communications Decency Act grants broad immunity to providers 
of “interactive computer services” (Web site owners) for tort claims 
based on statements made by third-party users.4   Section 230 also 
prevents the Web site owner from being held liable for removing or 
blocking access to material it considers harmful. In the face of section 
230 immunity, a claim against a Web site owner will survive only if 
the plaintiff can show that the Web site owner was personally involved 
in creating or developing the allegedly illegal content.5 

Despite their broad legal immunity, most Web site owners 
are concerned with the integrity of their online service and have 
comprehensive terms of service forbidding illegal and defamatory 
postings. Under section 230 of the Communications Decency Act, 
a Web site owner can block or screen offensive material without 
incurring liability to users.6 Many Web sites have administrator email 
addresses or other ways to report violations of the terms of service.7 
Therefore, it is often possible to get a cybersmear removed just by 
asking the Web site owner to enforce its own terms of service.

Section 230 does not apply to intellectual property, but under the 
Digital Millenium Copyright Act an Internet service provider (ISP) 
is not responsible in most cases for a third-party user’s copyright 

infringement of which the ISP has no knowledge.8 If infringing 
material is discovered on the ISP’s network, the copyright owner can 
send a takedown notice to the ISP’s designated agent. Upon receipt 
of the takedown notice, the ISP can disable access to or remove the 
infringing material without liability to the user. The ISP will then 
send a notification to the user, who can provide a counter notification 
stating under penalty of perjury that the user has a good faith belief 
that the material is not infringing. If the ISP receives a counter 
notification, it should replace the removed material within 10 to 14 
business days unless it receives notice that the copyright owner has 
filed a lawsuit.9

Different mechanisms exist for the protection of trademarks on the 
Internet.  Trademark problems generally result from the use of domain 
names that are confusingly similar to well-known trademarks, such as 
the use of “porsche.net” by someone other than the famous automobile 
maker.10 In that situation, the trademark holder can institute a federal 
lawsuit under the Anticybersquatting Consumer Protection Act11 to 
obtain damages for trademark infringement and an order to cancel 
or transfer the domain name. The lawsuit can be brought against the 
person who registered the domain name, or against the domain name 
itself in the district in which the domain-name registrar is located.12 An 
alternative remedy is to seek a transfer of the domain name through the 
uniform domain name dispute procedures of the Internet Corporation 
for Assigned Names and Numbers (ICANN).13 Although it does not 
allow for damages, the ICANN procedure is an effective and relatively 
quick method of getting a domain name transferred.
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iven the growing use of Internet weblogs (blogs), social networking sites, and message boards, it is inevitable 
that Arkansas lawyers will be called upon to resolve disputes that arise from information placed online.  Internet 
communications can give rise to a variety of causes of action, including copyright and trademark infringement, 
defamation, invasion of privacy or the right to publicity, breach of contract, and tortious interference. Many of these 
cases will be resolved by an application of familiar legal principles to the electronic medium.1 Other cases, such as those 
involving intellectual property and anonymous Internet users, will require some knowledge of principles unique to 
the online world.

For the most part, a well-developed body of law governs the protection of intellectual property online. Less developed 
is how to protect victims of “cybersmears”—tortious attacks by anonymous Internet users.2 Drawing from federal 
statutes and cases decided in other jurisdictions, this article will outline what Arkansas lawyers should know to protect 
their clients from anonymous online attacks (cybersmears) and intellectual property theft (cybersteals). 
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Unmasking Anonymous Internet Users
Unmasking an anonymous user is a difficult task that will rarely be 

worth the effort. Although most Web site owners are not expressly 
prohibited from disclosing their users’ identifying information,14 
most will decline to do so for fear of civil liability15 unless presented 
with a subpoena or court order. Sophisticated Web site owners have 
detailed policies for responding to subpoenas and usually give users 
at least two weeks’ notice before any identifying user information 
will be revealed.16 

Considering the Web site owner’s immunity and the user’s 
anonymity, just getting into court is a challenge on its own.  A 
copyright owner may be able serve a subpoena without filing a 
lawsuit,17 but most victims of cybersmears will need to file a “John 
Doe” lawsuit or a petition for pre-suit discovery. An Arkansas circuit 
court may allow both types of action,18  but a federal district court 
will not take jurisdiction for such an action unless there is a federal 
question.19 Upon filing the action, the plaintiff should attempt 
to obtain an order from the court authorizing the issuance of a 
subpoena directed at the Web site owner or ISP for the purpose of 
identifying the anonymous user.20 

Because there is a First Amendment right to speak anonymously,21 
the plaintiff will have to overcome a rigorous burden to unmask the 
user. The complaint or petition should:  (1) identify the John Doe 
defendant as specifically as possible, (2) set forth all steps taken to 
locate the defendant, (3) establish that the proposed lawsuit could 
withstand a motion to dismiss, and (4) specify the information 
sought and the persons upon whom the subpoena will be directed.22 
The anonymous defendant should have a reasonable opportunity to 
appear in court and object to the discovery before the information is 
disclosed.23 If the plaintiff can give notice to the defendant through 
the Web site where the cybersmear occurred, he should do so. The 

Web site owner or ISP to whom the subpoena is directed should 
also be ordered to give the best notice practicable to the anonymous 
defendant.

The result of all these unmasking efforts could be that the 
plaintiff is accused of filing a “Strategic Lawsuit Against Public 
Participation,” also known as a “SLAPP.”24 Arkansas has an Anti-
SLAPP statute that requires verification before a lawsuit is filed that 
concerns the right of free speech on an issue of public interest.25 A 
court may impose attorneys’ fees against a person found to have 
filed the SLAPP lawsuit. Arkansas’s Anti-SLAPP statute is another 
factor that weighs against using the judicial process to unmask an 
anonymous Internet user. 
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Conclusion
As is no doubt true in the offline world, 

it is much easier to resolve Internet-based 
disputes outside of the judicial system. If court 
action is ultimately needed, there are many 
well-established remedies for protection 
against intellectual property theft even if the 
primary infringer is cloaked in anonymity.  
Obtaining relief for a cybersmear, on the 
other hand, presents a series of hurdles that 
may not be worth the effort.
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