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Cohesive Networks VNS3 is the "Top of Cloud" network security solution
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VNS3 provides connectivity and security + L4-L7 plug-in system

]

content caching nids docker

Droxy load balancing custom
VNS3 Core Components
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router switch firewall vpn concentrator dpro'tocol extensible nfv
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VNS3 is a software-only virtual appliance you deploy in your cloud/virtual infra to bring
all the the connectivity and security controls normally available at the data center edge

to your application edge. With the option Overlay Network, you can also encrypt all
data-in-transit to, from and within your application deployment.
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VNS3 enables production cloud use-cases

i

Partner/Customer
Networks Cloud VPN

App Segmentation Private Cloud Cloud DR

Security & Compliance Rapid Dev/Test

cohesivenetworks © 2016



VNS3 allows topology control

am Microsoft

amazon us-west-2 "W ), e Ccentral us amazon eu-west-1

VNS3 Overlay Network - 172.31.1.0/24

Cloud Server A Cloud Server B Cloud Server C Primary DB Backup DB
Overlay IP: 172.31.1.1 Overlay IP: 172.31.1.2 Overlay IP: 172.31.1.3 Overlay IP: 172.31.1.4 Overlay IP: 172.31.1.5
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VNS3 is available everywnere

Cohesive is the critical security and connectivity component
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Cloud security best practices

Defense in Depth IPsec Site-to-Site

+ Shared Responsibility - Explicitly match all IPsec parameters

- NIDS and WAF + Policy based IPsec VPN

+ Virtual Firewall + Algorithms, hashing, DH, PES, PSK, and lifetimes

+ Overlay Network + Run multiple VNS3 controller instances to provide IPsec

HA

Overlay Network

- Encrypted TLS tunneled Overlay Network Secure Administration

+ Lock Down overlay communication to only UDP 1194 in/ + Separate Ul and APl passwords
out + Use Static IPs (DNS name resolution where available)

+ Check out Clientpacks + Use multitactor/multiparty authentication for Remote

+ Use Clientpack Name Tag Support

+ Disable unused clientpacks + Image Size

+ Run multiple VNS3 controller instances to provide Overlay + Use VNS3 Snapshots
HA via VNS3 Peering + Use VNS3:ms for management and monitoring

+ NAT traffic through the VNS3 controller to the public
nternet

networks © 2016
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Understand the security shared responsibility model
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Suild layers of control and access

Cloud networks combine with user & provider firewalls and isolation
features to create a “security lattice” with layers of security

Key security elements must be controllec
oy the customer, but separate from
the provider.

" Provider Owned/Provider Controlled

B Provider Owned/User Controlled

" VNS3 - User Owned/User Controlled
User Owned/User Controlled

Instance

OS Port Filtering
Encrypted Disk

cohesivenetworks © 2016 13



Use VPC

Taking advantage of the additional isolation and network
controls of VPC VLAN s a critical piece of the overall
security strategy for deploying cloud applications.

tis also recommended to enable DNS resolution and DNS
nostnames. This used in combination with Elastic IPs (see
nage 17) allows shorter DR failover time objectives,
increased performance and reduced network transfer
COStS.

cohesivenetworks
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X Cohesive Networks

23 Intemal Production

s Internal VLAN

© New Virtual Network

Name: us-east-1
Cloud VLAN: Internal VLAN
Owner: admin
Description:
Credentials: Internal Production
Cloud Type: EC2
Region: us-east-1
VLAN component ID:  vpc-6c3bd300

» us-east-1

Hello, admin Cloud VLAN Component .
About VNSIms
& Dashboard General Information :

Delete

VLAN information for us-east-1

vpe-6¢3bd300

Network Range: 172.31.0.0/22

Subnet: 172.31.1.0/25 us-east-1b
Subnet: 172.31.1.128/25us-east-1b
Subnet: 172.31.2.0/24 us-ea st-1b
Subnet: 172.31.3.0/28 us-east-1a
Subnet: 172.31.3.16/28 us-east-1a
Subnet: 172.31.3.32/28 us-east-1d
Subnet: 172.31.3.48/28 us-east-1d

Archive ES *** DO NOT DELETE ***
VNS3:ms 1.2.0 production

CN Infra - Jenkins

cohesiveft.com website - 301 redirect (TEMP)

pi - es-builderi

Private IP

17231171

172.31.1.86

172.31.1.96

172.31.1.103

172.31.1.98

Public IP

slopped
running

running

running

running

Location

us-east-1b

us-east-1b

us-east-1b

us-east-1b

Action

1000E
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Use the encrypted TLS tunneled Overlay Network

VNS3 Overlay Network - 172.31.1.0/24

Cloud Server A Cloud Server B Cloud Server C Primary DB Backup DB
Overlay IP: 172.31.1.1 Overlay IP: 172.31.1.2 Overlay IP: 172.31.1.3 Overlay IP: 172.31.1.4 Overlay IP: 172.31.1.5

.
(o] (o] [e]
A
v
0O|0|0
(e][e][e)
A
v

N .
vy x : g
SN e e /\\ T PP e e /\\ ........................ st A rterareaeeraeeaet \/\\ .................... ey :
)Z S Peered . ... . )} S Peered o . )}
VNS3 Controller 1 VNS3 Controller 3
Public IP; 52.1.108.23 Public IP; 54.15.88.193

VNS3 Controller 2
Public IP; 52.22.100.95

Cloud servers use a unigue X.509 credential that is associated with an Overlay IP address
nlus a tunneling agent (e.g. OpenVPN) to create a secure TLS VPN tunnel to a VNS3 Controller
instance. The VNS3 Controller instance acts as a switch, router, firewall, and protocol
redistributor. All data in motion is encrypted end-to-end.

cohesivenetworks © 2016



| ock down the cloud environment

Overlay Network cloud servers communicate to each other
and to the remote encrypted domains available via IPsec
tunnels through the encrypted switch and router functions

of the VNS3 controllers.

The secure connection between a Overlay Network cloud

server and VNS3 controller is negotiated via TLS VPN.

Locking down the intra-cloud communications to only UDP

1194 in/out ensures only the encrypted and tunneled
Overlay Network traffic is allowed.

cohesivenetworks
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VPC Dashboard Create Security Group Delete Security Group - D (7]
1
Filter by VPC:
“re ‘| Filter Al security groups v Q X 1 to 41 of 41 Security Groups
- S OOy ELL0ANIINR O VRPC-DEDR/IOOU LTV VU ID
- RCK Lab - Sealed 8g-ae9b17ch bandwidih-test vpe-199a577c¢ (192.168.20... test delete when finished
Your VPCs started-by-nc 5g-1948409d started-by-nc vpe-Bebdedc (10.20.30.V started-by-nc
Subnets cpswan 8g-6887330c default vpe-91bac4f4 (10.10.0.01.. default VPC security group
nc-lest 5Q-06454002 defaul vpe-Sebicedc (10.20.30.0v default VPC security group
Route Tables
jenking VA Clients $0-2882574f Jenkins VA Clents vpe-6415c0a (10.0.101.v Group for Client Servers
Internet Gateways
80-5039053a Cloud Chants vpe-198a577¢ (192.168.20... Security Group for Cloud Chant Servers
DHCP Options Sets
sg-aedb17ch | RCK Lab - Sealed .S
Elastic IPs
Endpoints Summary Inbound Rules Outbound Rules Tags
Peering Connections m
Type Protocol Port Range Source
Network ACLs SSH (22) TCP(B) 22 54.236,197.84/32
Security Groups Custom TCP Rule TCP(6) 8000 54.236.197.84/32

ALL Traffic ALL ALL sg-aedb17ch

Customer Gateways

Virtual Private Gateways

@ Feedback (@ English
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Use an appropriate Instance Size

The instance size required for a use-case is dependent on

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure urity Group . R

the total throughput an application deployment needs and Step 2: Choose an Instance Type

Currently selected: m3.medium (3 ECUs, 1 vCPUs, 2.5 GHz, Intel Xeon E5-2670v2, 3,75 GiB memory, 1 x 4 GiB Storage Capacity)

how many VNS3 controller instances will be securing that
application deployment. N

Standard enterprise application network throughput s
requirements are often accommodated by an instance —
with 2 virtual CPUs and 4 GB of memory.

@ Feedback (@ English

cohesivenetworks © 2016

Type

2.

t2.small

t2.medium

t2.large

md_ large

m4 . xlarge

md.2xlarge

méd.4xiarge

md4.10xlarge

m3.medium

m3.large

vCPUs |

Memory (GiB)

1 1

1 2

2 4

2 8

2 8

4 16
8 32
16 64
40 160
1 3.75
2 7.5

- Instance Storage (GB) (| - EBS'O"“"““"’ Aveleble .  Network Performance (i
EBS only Low to Moderate
EBS only Low to Moderate
EBS only Low to Moderate
EBS only Low to Moderate
EBS only Yes Moderate
EBS only Yes High
EBS only Yes High
EBS only Yes High
EBS only Yes 10 Gigabit

1x4(SSD) - Moderate
1 x 32 (SSD) - Moderate
Cancel Previous Next: Configure Instance Details

17



Use Static IPs

Using static and assignable public IPs whenever possible
allows for fast DR with little to no reconfiguration.

Additionally referencing the DNS hostname in
configuration of the Overlay Network connected clients
and VNS3 controller peering takes advantage of the AWS

private IP resolution when availab
internal AWS network to increase
COsts.

cohesivenetworks
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Limits Elastic IP ~ Instance ~  Private IP Address ~ Scope ~ Public DNS

ISTAN 54.232.120.250 standard
Instances 54.232,120.253 standard
Spot Requests 542321213 standard
Reserved Instances 54.232121.23 standard
54.232.121.29 standard
AMIs 54.232.121.85 standard
Bundle Tasks 54.232.121.179 standard
54.232.122.58 standard
Volumes 54.232.122.83 standard
Snapshots 54.232,122.87 standard
SETWORK & 54.232.122.91 standard
Security Groups 54.232.122.98 standard
| Elastic IPs 54.232.122.107 standard

Placement Groups Select an address above NN

Key Pairs

# add remote commands here

remote ec2-52-134-11-19.compute-1.amazonaws.com 1194
remote ec2-50-104-23-221.compute-1.amazonaws.com 1194
remote ec2-54-174-200-57.compute-1.amazonaws.com 1194
remote ec2-54-174-200-103.compute-1.amazonaws.com 1194

Links to Other Managers
Remote Manager Local Process Dlnct Link Remote Manager
ID Manager IP |nt Running? Reachable?
ec2-54-174-31-169.compute- server running reachable

1.amazonaws.com

18



Create Logical Subnets with the VNS3 Firewall

Smaller subnets within the defined Overlay Network CIDR
along with VNS3 firewall rules enforce traffic policies to
provide segmentation and isolation.

This orthogonal control ensures that the devices are
communicating with each other via an encrypted switch and
the intra Overlay Network communication is limited to what
IS necessary.

7 I
Web App DB unassigned
*This is an examp|e Overlay Network AddreSSiﬂg scheme 172.31.1.0/29 | 172.31.1.16/29 | 172.31.1.32/29 172.31.1.48/29
. . . unassigned unassigned MQ VNS3 Controllers
with a /26 subnet size. Overlay Network subnet sizes can | 172.31.1.8/29 172.31.1.24/29 172.31.1.40/29 | 172.31.1.56/29

V

be anything from a /28 to a /16. It's not recommended to

configure an Overlay Network with a bit block larger than
16 bits.

Overlay Subnet - 172.31.1.0/26*

cohesivenetworks © 2016 19



Monitor tratfic with VNS3 NIDS/WAF Containers

All the traffic coming into, going out of and moving within

the VNS3 Overlay Network pass through the VNS3
controllers.

Run traffic management and security services like NIDS
and WAF on the VNS3 controllers.

-----------------------------------------------------------------------------

v
-----------------------------------------------------------------------------

Hardware

cohesivenetworks © 2016
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Check out clientpacks

VNS3 Administration Tool VNS3demo Public | Privato IP:
74.201.237.117 1 10.72.167.12

Clientpacks are available to be fetched programmatically cohesive
via the VNS3 API. Checking out a clientpack makes that o I

St
. D . . Network Sniffer
credentials unavailable via the APl. Mark clientpacks that U ——
, , :'mp'w f a Cliertpack is disabled, new connections 10 this manager that present credentials from the cientpack will be rejected.
kanager Peering
are currently connected and in use via the check out
Connec tions 192 1;‘;9 lG 131' ‘ 192 '|t">8 5|5 111I 1 "1‘:«2 1'68 Ib '.-?1l | 't192 1|68 5|6 131l f
Cature. poipiimandt  |oeuoredmded’  mewocod SRR
e 192_1;;8_5|6_141| | ' )
Containe tar.gz | zip | ovpn | con
available < ockout
Mot onabio disabled
Image
Contai Enable all | Disable &

cohesivenetworks © 2016



Use clientpack name tag

VNS3 Administration Tool VNS3demo Public | Private IP:

Tagging each clientpack via the key value tagging system cohesive 7a201237.1171 107216712
available on VNS3 allows easier tracking and

Status Manager Status

Network Sniffer

administration of the Overlay connected client servers. Sarverdee & ime: 20150707 154035 1000

Snapshot Import Topology checksum: 06c28224ba3a26d828b22aadid2f13bead69e629
Maneger Posrieg Keyset checksum: 97b059b010af38409cb7b4a3f02cbed45f3e30425
Client download username/password: clientpack:92a20ec3b9a0359f16b2af0c2db15629d51afa77
Cllentpacks mnm’ ID: 2
; Manager Overlay IP: 192.168.56.252
Connections Manager VIP: 192.168.56.250
Manager Subnet: 192.168.56.0/24

IPsec and eBGP

Firewall
Routes Peers and Clients
Container
Network
Images
Containers Links to Other
Maintenance Remote Manager ID | Remote Manager IP = Local Endpoint | Local Process Running? = Direct Link Status | Remote Manager Reachable?
Snapshots
License Upgrade 1 822995 chent running up reachable
Remote Support 3 64.15.188.193 server running up reachable
Admin
Topology Name
Admin Username
Admin & API Passwords Connected Clients
Reboot
Client Virtual IP Connected to Manager ID Physical IP Actions
Database Server 3 10.123.171.12 (cached)
(192.168.56.101)
AppServer 2 (this manager) 10.72.167.13 Reset
(192.168.5]
wms Clientpack Details: 192_168_56_101 .
Reset local o Status:
connected
No entries found.
Tags:

name = Database Server [x]
= save

Regenerate clientpack

cohesivenetworks © 2016



Disable unused clientpacks

VNS3 Administration Tool VNS3demo Public | Private IP:

Unused clientpacks can be marked as disabled to deny cohesive 74.201257.171 10.72.167.12
any incoming connections from using that credential.

Status Clientpacks

Network Sniffer

Overlay Each Clientpack is available as tarball and ZIP archive, or a Windows ovpn fie or Linux conf file named after its virtual IP.
Snepshot inport If a Clienpack is disabled, new connections 10 this manager that present credentials from the clentpack will be rejected.
Manager Peering
Clientpacks Enable all | Disable al
Connections 192 168 56 101 192 168 56 111 192 168 56 121 192 _168_56_131
|Psec and eBGP tar.gz | zip | ovpn | conf tar.gz | zip | ovpn | conf tar.gz | zip | ovpn | conf tar.gz | zip | ovpn | conf
» release checked out release checked out available chackout available chockout
o enabled cisablo enabled disablo enabled cisable cnable disabled
Routes 192_168_56_141
Container tar.gz | zip | ovpn | conf
- available < ockout
- cnabio disabled
Images
Containers Enable all | Disable al

cohesivenetworks © 2016



Build a VNS3 Peered mesh network

Controllers connect to each other in a process called Conesiver | oo 000 SERSMORABETISE s20081 10903813
Peering. Peered Controllers create a redundant, highly ot Soto

available and secure overlay network and share traffic load MM Manoger 41 s nsance

from the overlay network connected servers. e ey T

Connec tions Save changes

Connected client servers can specify a list of VNS3

controllers to connect to in order to join the Overlay reers andBlens

Network. In the event one controller is in accessible, the Lk 0 OtherMonoger

connected client server attempts to connect to the next
VNS3 controller in the list. L o i S i - .

Use Peering if tederating any cloud resources across

availability zone, data center, region, or cloud provider. @ """"""""""""""""" @

True n-Mesh Peering

cohesivenetworks © 2016



IPsec Tunnels

Recommended IPsec tunnels negotiated with VNS3:

- Policy-based VPN - encapsulates traffic between two sites as defined by a specific policy or ACL. This is
used instead of a Route-based VPN that encapsulates traffic based on routes on both sides which can make

it easier to administer but downgrades the security.

+ Encapsulating Security Packet (ESP) wire level protocol - encrypting and authenticating of the data flowing
over the tunnel. Thisis used instead of Authenication Header (AH) which only authenticates.

+ Tunnel Mode - encapsulates the entire IP packet for communication over untrusted networks. This is used
instead of Transport mode that only encapsulates the IP payload.

- Internet Key Exchange (IKE) - protocol used to setup the shared security associations (SA) for the IPsec
tunnel. This is used instead of manual key exchange.

+ Main Mode - used to setup the IPsec tunnel SAs using IKE. This is used instead of Aggressive mode that
requires fewer messages to establish the SA but does so in a less secured manner.

+ Preshared Key (PSK) - used for authentication between two connecting parties. This is used instead of
certificates.

networks © 2016



Match all tunnel parameters

VNS3 Administration Tool

IPsec devices often have parameter groups and list from cohesive
which IPsec tunnel definition information is sourced. Poce: Bt Femote Endoain
Often the in-force IPsec parameter information is different Bk i b e e et

from the intended definition. || e e
Specitying the exact parameters required for IPsec -

VNS3demo

Public | Private IP;
74.201.237.117 1 10.72.167.12

I the Remote Endpoint is not directly connected 1o the Intemet (i.e., is behind NAT), please enter its privale IP address below. This is often referred 1o as IKE 10 or PEER ID

negotiation ensures the correct encryption details are D e

192.50.2.254

B Enable PFS (Perfect Forward Secrecy). If not sure, leave checked (enadled).
U S e . Maintenance

Enable GRE over IPsec. i not sure, leave unchecked (dsabled).

Extra configuration parameters (if advised by CohesiveFT Technical Support). If not sure, leave blank.

phasel=aes256-shal-dh5
phaseZ2=aes256-shal

pfsgroup~dh$
Admin phasel-1ifetime=36008
Topology Name phase2-lifetime=28800s
dpdaction=restart

Admin Username dpddelay=30s
dpdtimecout=50s

Reboot
Save Cancel

cohesivenetworks © 2016
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Recommended |IPsec Parameters

Based on experience connecting thousands of partner and customer devices we
recommend the following IPsec tunnel settings:

+ AES256 algorithms

+ SHAT (or SHA2 256) authentication hashing
+ DH5 or DH14

+ Perfect Forward Secrecy

+ DPD

+ Phase1 Litetime of 3600s/1h

+ Phase?2 Lifetime of 28800s/8h

networks © 2016
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Psec Failover - BGP

IPsec HA can be achieved using VNS3 |
Peered mesh and IPsec BGP tunnels VNS3 Overlay Network - 172.31.1.0/24

that decide the quickest path.

: Cloud Server A Cloud Server B Cloud Server C Primary DB
. 5 Overlay IP: 172.31.1.1  Overlay IP: 172.31.1.2 Overlay IP: 172.31.1.3  Overlay IP: 172.31.1.4
This is completely dependent on the ; veray R veray R
connecting party's hardware and < S : S @
: o o o
expertise. '
MU gt EEEEEEEEEEEEEEEEEEEEEEE \ ................... I RN S T T M N EE s \ ........................ REE T :
VNS3 Controller 1 )Z )Z VNS3 Controller 2
Public IP: 52.1.108.23 Public IP: 52.22.100.95
Active eBGP Active eBGP
IPsec Tunnel IPsec Tunnel
Data Center 1
| Seattle, WA
cohesivenetworks © 2016
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VNS3

IPsec Failover - Normal |

orovides an add-on for

RTO Ir

cohesivenetworks

the event of cloud con

VNS3 Overlay - 172.31.1.0/24

Client Server
Overlay IP: 172.31.1.1

nectivity failure.

VNS3 Primary

O ooo Active IPsec Tunnel
O o000
O o000

@ --theru et RS R R R SRR RS e R &w O ooo

VNS3:ha Backup

&

VNS3:ms

© 2016

PseC

iNnstance-based automatic IPsec VPN failover solution to reduce

Office LAN - 192.168.100.0/24

O o000

O oo0o0
S

Host
IP: 192.168.100.1
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Separate Ul and API Credentials

VNS3 Administration Tool Public | Private IP:

Many regulated industries have to follow best practices like cohesive 74201257171 107216712
changing default username and passwords. Having

Change Username and/or Password

different access credentials for people and programs and iy ot s et 0 A s

; - New passwords will take effect immediately and you will be asked 1o re-authenticate using your new password once you submit the form below.
. . Manager Peering
d Iog|ca| extension. Toleave a password unchange, lave t lark
Connec tions Type new VNS3 Web admin password:
IPsec and eBGP Re-type new VNS3 Web admin password:
Firewall Type new API password:
Routes Re-type new APl password:
Container Change password(s)
Networ
Image
Contai
Maintenanc (3]
Snapshots
License Upgrad
Remote Suppor
Admin
Topology Nam
dmin Us m
dmin
boot

cohesivenetworks © 2016



Use multi-factor / multi-party authentication

We send an encrypted passphrase to generate a private COoReaive " oration ool Tazor257.1171 107216742
key used by Cohesive Support staff to access the VNS3 omote Suppor
Controller. sy burosmopet ety

Remote suppon keypair is installed

Access to the restricted SSH daemon is completely comectons o

controlled by the user. Once the support ticket has been -
closed the user can disable remote support access and o
invalidate the access key. e T —

cohesivenetworks © 2016



VNS3 snapshots for DR

VNS3 Snapshots include all the running configuration cohesive o on 00 SRS
d eta | | S . Status Runtime Snapshots

Use VNS3 snapshots to move configuration state from one B s o i o
VNS3 controller instance to another. Comectons oS

cohesivenetworks © 2016

Public | Private IP;
74.201.237.117 1 10.72.167.12
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Use VNS3:ms for management and monitoring

A single dashboard to manage and monitor VNS3 networks plus all underlying cloud VLAN network components
(CIDR, subnets, route tables, ACLs, security groups, etc.)

Central Log Password

Status Info Recovery

Snapshot User Auth &

Mgmt Role Mgmt
VNS3

Management System

Key Registration
Management Licensing

networks © 2016



