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1 Introduction

Over the years, Guardian Saints have run a numiberine draws andcompetitions topromote and
supportSafer Internet DayThese draws and competitiodgve been open tboth fostercarers and
to the young people themselves. As part of the entry criteria, we sought to gatbtatistical
information to inform the work we doWhere appropriate, this informain has been presented for
educational and awareness purposes to fostering services and their carers. It hagatsshared
with organisations and individuals who work in this area (e.g. UKCIS, W80fsted) to highlight
the challenges of keeping this particularly vulnerable group of young people safe online.

Foster Carerinformation and Views

For Safer Internet Dain 2016 and 2019we gatheed information from Local Authority and
Independent Fostering Agency Carexisoutthem, how they and the young people they cared
for used the internetand any challenges they A redgaréling online safetyWe alscsought
their views onthe key issues and riskbhat use of theinternet andonline services posed to
young people in care.

Views of Young People in Care

Forthe Safer Internet day i2018, we asked young people in care to tell us why they used the
internet, whatwas the best thing for them about being able to use the internet and if there was
anything that worried them, or issues they had experienced whilst using the inteoraielated
services.

1.1 What is in this report?

The information collected fronfiostercarers in 2016 was published in a report ancopy of thican
be provided upon reque¢®info@qguardiansaints.coror downloaded from our website. Bdata
collectedin 2019has yet to be published in fulut we though, by way of a retrospectivét would
be helpful to presensome of the information alongside that from 2016 to given indication of
changes in the intervening year®ur intentisto publish the full data geat a later date.

The views provided by the young people has not been published ilAflIOET OCE A 6 O1 AbP
i AAA AOGAEIT AATA 11 1T00 xAAOEOA AT A EO OAPAAOGAA
OEA OAA1T A6 8

The detail presented in thiollowing pages is by no means all the information we have collected,
however, does providareasonable sense of the whole.

1.2 About Guardian Saints

Formed in 2014, Guardian Saints i€@nmunity Interest Company that provides a range of
servicesto those responsible for safeguarding young people irect support them in
establishingrobust poliGesand practicawith regardsto online safetydata protection

1The 2019 survey received over 500 responses in total (survey responses that were not 100% complete have been discotimaesdmn

presented).
2 Details of the services that Guardian Saints provide to the Fostering Community aredistieel end otthis document
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2 What did young people incare have to say?
2.1 How could the internet be madebetter?

In 2018, as part of the prize draw, two of the key questions were:
‘“Isthere anything that worries you or issues you have experienced whilst using the Internel?
““If you could improve something about the internet and being online, what would it be and wily?

A selection of the responses to these questiansrepeated below. These are presented verbatim
(i.e.exactly as they were written

2.2 Some worries and issues experienced

‘| feel that it is easy for young people to be contacted by strangers intetfmet and some
young people in care are vulnerable. | have experienced this and have things in place to make me
safe and it hasn't happened again

““When | had a You Tube account | kept getting messages from strangers, this worried me so |
deleted YoTube!’

¢¢ The fact that pornography is so easily accessible, harmful content in the media that causes low
self esteem or hatred towards particular groups and websites that actively encourage harmful
behaviour such as seliarming, anorexia or suicideséJ cyber bullying.

“PS2LX S YAIKG GNB (2 O2yilOol &2dz (KFHiG 82dz R2y¢

““ People trying to befriend me when | don't know them and people trying to get me to send
pictures of myself to them and them talking inappropriately to’me..

“¢ The thing that worries me is how easy it Is for paedophiles to access children and also how easy it
is to be hacked’

““ Predators hiding behind a computer screen and being unaware of who this p&rson is.

‘‘People have contacted me and | don'tknow whioS & | NEd® DNR2YAy 3> O&0SN
social media.’

23 0. 41 OOEAOS
““ | don't use social media so | have no worries when using the intérnet
2.4 What would you improve?

““to make it safer because the internet is a dangerous place.
‘¢ Safer search enginés

“xXoyzainfte AFFSNI AaA0Sa 0adzOK Fa CFOSo6221z2 ayllL
making friends with potentially dangerous people (make them sHfer)

‘¢ Social media companies to take more responsibility for inappropriatentam their sites’

““ That when you go social media you would have to be on a certain age to go on it and also more
security online and safety

‘¢ would like no bullying online as there is enough in real life. | also do not like the fake people
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online vho use the Photoshop apps to look like someone that they actually are not. | do not like
the body confidence apps that change people as people believe that is what they look like and
try and be like them, when actually its all fake.

“Jwould improvethé SOdzNA Geé 2F GKS LYGSNYySid FyR Fff2g |
usage, because in the modern day paedophiles can get in contact with children quit€ easily.

¢ If anyone does cybeibullying, then the social media site will ban them and gantinto
trouble. If they do it again they won't be allowed on the site for a certain amount of time.

¢¢] think you should be able to know who someone is just from a message so if its someone you
R2y Qi (1y26 AyaidSrR 2 Tfustdadiekhgd” 6 K2 (GKSe& | NB &2

2.5 The Internet] £ 06 QE E A (nstly 8

One young person in care provided a series of positive and inspiring comments, summarising what
a great resource the internet can be and the potential benefits that can be derived, lynatlered
with areflection on the potential drawbacks

We asked*‘‘In a few words, please tell us why you use the internel?

They said*“‘ To connect with friends, family, teachers and gain an insight into the rapidly
changing world. | also use it éemhance my academic grades by using online textbooks,
watching videos, typing etc. As well as learning new skills such as cooking, playing the
guitar and the piano. | also use it for its sathav capabiiities

We asked*‘In a few words, please tell us athis the best thing for you about being able to
use theinternet?’

They said:*‘ The ability to learn easier than any other generation befor& me

We asked‘‘ In a few words, please tell us if there is anything that worries you or issues you have
experienced whilst using thiaternet?”’

They said ““Although freedom of speech is something everyone should be grateful that
the internet has enabled it is being abused by a minority who insight Hatrétermore,

it is scary that those viewing hatred can be pushed further down that path via surveillance
assemblages that direct you onto similar content to keep one on that website

¢ Also the rapidly developing electronic world is scary because adultsaoftextkeep up
and thereforecannotprotect the vulnerablé’

““The government at largeannotkeep upwith rapid changes eithefhereforeallowing
hackers to find more and more ways of destroying livelihoods and even tHe NHS.

““The electronic panopticon is scary as a citizen because the growing awareness that we are
being watcheaannottruly encourage curiosity’

We asked: " If you could improve something about the internet and being online, what would it be
and why?”’

They said*“The clarity around how to use it. So that most people know how to use it to its
full positive potential and protect the vulnerabéeause of that knowledge. Also encourage
people not to use it habitually and alternatively have a conversation
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3 Foster Carer Online Safety Surveyz2016 and 208

Alongside someguantitativedata, the purpose othesesurveyswas to gain an overview from foster
carers of the key issues, concerns and challenges they experience supporting online safety for the
children and young people for whom they cafecopy of the full published report from the 2016
survey is available uporequest () info@guardiansaints.cojn We repeated the same set of
guestiorsin 2019and, in the following sections, we present a subset of the results from both surveys
for comparative purposes.

3.1 Young Peoplein careby age

We asked GHow manychildren do you look after currently and what are their ages?

2016

I-17 5-10 0-4

In the 2019survey, it was considered of interesb expand the age bands to provide more granular
information. We also wanted to gain an idea of how many carers supp@®taging putarrangements
allowing former young people in care to remain living with their former foster carers.

2019

5.3%
18+ I-17 5-10 0-4

As can be seen from our results, the majority of young people in care fall infd tioel 7 age band, with

around half of that number at the younger ages (0 to 10) and less than that over 16. It is pleasing to see
that a number, however low, have stayedvii K G KSANJ F2NXYSNJ F2a i SN OF NBN&
F NN y3ISYSydaod W{illFleAy3a tdziQ Aa adAftt NBEFGIADSTE e
maturity with some Local Authorities.
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3.2 Do they know more than you?
We asked o you think a child/the children in your care know more about technology thandyou do?

49.1 % 50.9%

YES@ NO@

As can be seen from thaie chartsabove there has been a shift between 2016 and 2019. In 2016, the
majority of respondents felt the young people knew more tithey did, whereas the latest indicator is
that a slight majority of carera/ho now believe they know more.

This may be attributable to more/better training or could simply be a function of a shift in demographics
as the foster carer population become $itty younger with roughly 30% of respondents being between

40 and 50 years of age and nearly 19% under 40. Those between 50 and 60 or 60 and over, making up the
other half.

3.3 What are the perceived risks posed by use of the internet/digitalervices?

We asked:What risks do you think the children currently in your care are potentially most vulo@able

2016 2019

Perceived Risks - Ranked

(OIS |  Cyber Bullying

(RETSI I EIBY I 2 Unplanned Contact t
IO ITdd L 3 Internet Addiction
SLELL NS NLI~Tal 4 Sexting "‘
S'GLYE 5 Inappropriate Sites §
I 6 Grooming

LT 1TE M 7 Radicalisation

As can be seeabovethere has been some change in what fperceived risk&o young people are when

A £ o~ A=

terms of concern.

We considered it would be of intere&i AT | DAOA OPAOAAPOEI 18 ACAET 0O
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3.4 What incidents haveyoung peoplein your care experienced

We asked(Have any oftte young people you have looked after (either now or in the past)
experienced any of these as a result of technology use (internet/mobileghone)?

Have any of the children you have looked after
(either now or in the past), experienced any of these?

30.56%

69.44
YES@ NO@

Incidents Experienced

Il Cyber Bullying M Unplanned Contact [l Inappropriate Sites
I Sexting ¥ Internet Addiction Grooming

Radicalisation

Asshownthere has been a change in termsio€ident experiencéfrom 2016 t02019, withaccess to
inappropriate sites movinghead of both unplanned contact and cyber bullying.

3 Please note that some responses indicated multiple incidents.
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Althoughapparentfrom the pie chartsabove,we thought it wouldbe helpfulto compare the perceived
risks from 201@gainstthe actual experience, this is represented below.

What Risks are young people in care most vulnerable to?
2019

Actual Incidents
Perceived Risks - Ranked Experienced - Ranked

Cyber Bullying 4 Inappropriate Sites

Unplanned Contact Unplanned Contact
Internet Addiction '. Cyber Bullying
l, Internet Addiction
Inappropriate Sites J Sexting
Grooming Grooming

Radicalisation Radicalisation

As can be seen, although cyber bullying remained the highest concern, thi#t ieflected in actual
incidents By the same token unplanned contact matches in terms of both perception and experience
We are often told that such unplannedntact with members of the birth family has the biggest potential
to disruptplacement stability

3.5 Is enough training provided

We asked:oes the Local Authority/Fostering Agency provide enough detailed guidance and
training toyou regarding online safetys?

100%

90% .
Do you receive enough

* - - -’
70% Online Safety Training!

oo YES@ NO@
50%
40%
30%
20%

10% ] 9%

0%

2016 2019

It is not pleasing to see that a higher proportion of carers now@elAO0 OEAU AOAT 60 OA
training. However, it could be that more foster carers are aware of the need and value of such training.

GuardianSaintE AOA 1117 ¢c EAI A OEA OEAx OEAO 1TT1ETA OAEAOD
be incorporated into th® 3 E E 1 1 O traiing tal isx@ifeed as part of onboarding new carers.
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3.6 Internet Safety in the home

We asked@Vhat challenges havyou had whilst providing a safe internet access environment in
the home®

2016and 2019

Technical- I don't know what controls to apply or where to apply them
Conveniencez Setting controls for children makes access for others too complicated
Guidance- | need more training in applying age appropriate controls

Confidence- | know what to do but | don't want to mess things up

No Challengesz No particular

What challenges have you had whilst providing a safe internet accessivironment in
the home?

3.7 What additional support would help?

For 2019we asked twdurther questions to ascertain what additional support might be uséul
foster carers tdhelpthem with online safeguarding.

We asked Whatadditional training would be helpgub

What additional training would be helpful?

100%

80%

70%

60%
64
50%
o 42 4«
29.6%
20% :
10%
0%
General Online Safety General Online Safety Awareness Hands-on Parental
Awareness (Classroom) (Online - computer based) Control Setting
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