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The following document contains a general description how to use Dekart
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1 Terminology (Glossary)
Dekart Logon for Lotus Notes (DLLN) — Name of product.

KSD (Key Storage Device) — A device where personal information is stored (data
necessary to access and work with a Citrix server). A KSD can be either smart card or
USB token. The KSD can be secured with a PIN code, or can work without PIN.

PIN (Personal Identification Number) — A personal identification number that is
used to access information stored on the KSD. The PIN code length can be from 4 to
8 characters, and should always be memorized, or be in the possession of only the
KSD holder.

Biometric Authentication - user authentication based on verification of specific
physical characteristics of the user by means of special biometric equipment. Biomet-
ric authentication can be based on verification of fingerprints, iris, voice, and other
specific characteristics of human body.

Two-Factor Authentication - this is a process controlling the authenticity of the
user’s identity on the basis of the two following factors: “Something You Have — for
example, the KSD device” and “Something You Know — for example, the user name
and password, PIN-code”.

Three-factor authentication - is a process controlling the authenticity of the user’s
identity on the basis of the three following factors: “Something You Have — for exam-
ple, the KSD”, “Something You Know — for example, the PIN code”, “Something
You are — for example, the user's BIO ID”".

2 Purpose of Dekart Logon for Lotus Notes

Dekart Logon for Lotus Notes enables secure access (three-factor) to Lotus Notes and
Lotus Notes resources.

3 General Description

Dekart Logon for Lotus Notes is a software and hardware solution that enables secure
user access to Lotus Notes, and Lotus Notes resources. The solution utilizes strong
(three-factor) authentication, and enables temporary blocking of access to Lotus
Notes, so that only authorized users are able to work with Lotus Notes resources.

Security principles of Dekart Logon for Lotus Notes

1. Security is enabled for Dekart Logon for Lotus Notes due to the use of a KSD
(PIN Code protected) that stores the users ID-file, password for Lotus Notes and
user's BIO ID. This method does not require the user to store this information on
the computers hard drive, thereby increasing the level of security.

2. The user is authorised to access the secured resources (Notes database(s)) only
after he connects the KSD to the computer or workstation, enters correct PIN code
and passes biometric verification procedure (voice, fingerprint etc.). When the
KSD is removed from a workstation running Lotus Notes v.5.09, access to the da-
tabase and Notes session is automatically terminated, and the ID file is closed. In
Lotus Notes v.6.0.1 and higher, detachment of the KSD, temporarily blocks the
system (Logout).
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3. After multiple wrong PIN code entries, the KSD will be blocked.
Note. Various KSD’s have different settings for rejection of erroneous PIN code
entries, and vary from 3 to 10 attempts before blocking the KSD (see attach-
ment).

4. DLLN, with the help of the KSD enables you to automatically generate complex
passwords for Lotus Notes, based on random characters, thereby increasing the
security level, and does not require the user to remember their password for Lotus
Notes, but only just their PIN code for the KSD.

Features of Dekart Logon for Lotus Notes

1. Convenient for end-users - no need to remember complex passwords to enter Lo-
tus Notes.

2. Mobility— ID-file and password for Lotus Notes are saved to the KSD, therefore,
allows you to work with Lotus Notes resources from any workstation in the net-
work. It is sufficient for you to connect your KSD and enter your PIN Code.

3. Flexibility — optionally, you can access Lotus Notes with a password, without us-
ing a KSD.

4. Compatibility- the KSD can be used not only for DLLN, but also other applica-
tions such as: Dekart Logon u Dekart Private Disk.

Product components

The product is delivered with a CD containing the application DLLN, and a KSD that
enables you to securely access Lotus Notes, a users guide.

The KSD can be from any one of the below listed vendors, and products, depending
on customer requirements, or suppliers.

e Aladdin eToken PRO;

¢ Aladdin eToken R2;

* Schlumberger Multiflex;
* Schlumberger Cryptoflex;
e Schlumberger Payflex;

* Rainbow iKey 1000;

* Rainbow iKey 2000;

* Rainbow iKey 2032;

* Rainbow iKey 3000;

e Eutron Cryptoldentity ITSEC;
* Eutron Cryptoldentity 4;

* Eutron Cryptoldentity 5;

* Datakey Model 310;

* Datakey Model 330;

*  GemPlus GPK.
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Attention! Before you purchase a USB token or smart card, please make sure that it
has enough memory to store the identity keys of the user (ID file for Lotus Notes).
Take into account that the part of KSD memory may be allocated to other data, e.g.
BIO ID. You can determine the memory usage of the card and read the USB token or
smart card using the Dekart Key Manager Utility, as well as delete all unnecessary
information using Dekart Key Manager or format the token or smart card using a Key
Formatting utility or Corporate Key formatting utility.

Note 1. Some KSD characteristics are described in an attachment to this guide.

Note 2. Dekart delivers KSD’s without a PIN Code.

System requirements
Hardware requirements

* Personal computer, with a minimum of one port (COM, USB), for connection of a
KSD.

* In the event a smart card is used as a KSD, then a PC/SC compatible smart card
reader is also required.

e If the user prefers to use three-factor authentication, a biometric device should be
used, i.g. BioLink U-Match Mouse.

Software Requirements

*  Operating systems: Windows 98, NT4.0, 2000, ME, XP.
* Lotus Notes v.5.09, 6.0.1 and higher.

e KSD drivers.

* Drivers of biometric device.

Note. In Lotus Notes you must install a password (in the Set Password menu File-
>Tools->User ID in Lotus Notes v.5.09 or in Change Password menu File-
>Security->User Security in Lotus Notes v.6.0.1 and higher).

In addition to secure the database in Lotus Notes you must select the encryption op-
tion (Encryption Setting in File > Database, and select to Locally encrypt this data-
base).

Attention!

In order to receive complete information regarding Lotus Notes and Domino (settings,
procedures, features, etc.) you must contact IBM, or visit the Lotus web site
www.lotus.com.

Detailed information about biometric devices, used for authentication (features, soft-
ware etc) can be obtained from BioAPI Consortium at www.bioapi.org.
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4 Installation of Dekart Logon for Lotus Notes

1. If you have previously installed eToken for Secure Logon (eT4LN), it is necessary
to de-install it from Windows (in Control Panel > Add or Remove Programs,
select the product and click Uninstall).

2. Before beginning the installation, it is necessary to close all open applications.

3. In order to enable three-factor authentication, the biometric device should be con-
nected and its drivers should be installed.
Note: If the user hasn't previously installed the software working with biometric
devices, then BioAPI Framework should be installed on the computer before in-
stalling device drivers (the BioAPI Framework can be downloaded from
www.bioapi.org, Implementation section).

4. In order to install Dekart Logon for Lotus Notes, you must launch LNLogon.exe.
The program will check to ensure that the following guidelines have been adhered
to:

e If Lotus Notes, or KSD device drivers have not been installed, the program
will display an error message, and the installation process will be terminated.

e If Lotus Notes has already been launched, you will receive an error message
and the program loading process will be terminated.

5. If all loading requirements have been fulfilled, you will see an window that dis-
plays the below figure, and you should then press Next.

:'E:‘.Dekart@ Logon for Lotus Notes 1.02 setu

S\
m& Dekart® Logon for Lotus Notes 1.02

Dekart® Logon for Lotus Notes 1.02 setup E'

Welcome to the Dekart® Logon for Lotus Motes 1.02 Setup
prograr. This progrann will install D ekat® Logon for Laotus
Motes 1.02 on your computer.

It iz strongly recommended that you exit all Windows programs
befare running this Setup program.

Click Cancel to quit Setup and then exit any programs you have
running. Click Mext ta continue with the Setup program.

WARMIMNG: Thiz program is pratected by copyright law and
international treaties.

Unauthonized reproduction ar distibution of this program, or any
partion of it, mayp result in severe civil and criminal penalties, and
will be progecuted to the maximum extent pozzible under law.

Mext » l[ Cancel

Figure 1

6. You will then see the Dekart licensing agreement. In order to continue, the user
must agree with the terms in order to proceed with the installation
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End-User Software License Agreement

X]

T continue Setup please read and accept terms and conditiong af this
@ Agreement. [F any of the termz and conditions are not acceptable to pou, exit
=  Dekart® Logon For Latus Motes 1.02 Setup prograrn,
F
Dekart. E
hittp: & v, dekart. com
EMD-USER SOFTWARE LICEMSE AGREEMEMT
[MPORTAMT: THIS EMD-USER SOFTWARE LICEMSE AGREEMEMT ["AGREEMEMT™
IS & LEGAL AGREEMEMNT BETWEEM ¥0OU [EITHER AM INDIMIDIAL OR A SIMGLE
EMTITY] AMD DEKART, IMC. ["DEFART"] FOR THE SOFTwWARE IDEMTIFIED ABOYVE.
BY INSTALLING, COPYING, OR OTHERWISE USING ALL OR AWNY PORTION OF THE
SOFTWARE Y¥0OU ACCEPT ALL THE TERMS AMD COMDITIONS OF THIS
e
ez, | accept thiz Agreement.
[ < Back H M et » l [ Cancel

Figure 2

7. The next step in the installation process will require the user to enter the serial
number of the DLLN product.

Registration E|
Setup is ready to install Dekat® Logon for Lotus Nates 1.02,
Pleaze complete the following information ;
IJzer Hame:
Organization:
Serial Humber;
< Back ” M et > l [ Cancel
Figure 3

8. Next, the user must indicate the folder in the Start Menu where the DLLN admin-

istrator utility for Dekart Logon for Lotus Notes will be located.
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Select Program Folder E|

Setup will add program icons to the Program Folder listed below.
Y'ou may twpe a new folder name, or select one from the Existing
Folders list. Click Mest to continue.

Program Folder:

I:ZIEel::_.3rt"-.L|:u:||:|r'| far Latus Mates|

E izting Faolders:

Startup

Accezsores

ABBYY Lingvo 8.0 Toolz
ames

Adminiztrative Toolz
F.azpersky Antitins
D,

w
e e AT T ool —

[>

[ < Back H M et » l[ Cancel

Figure 4

9. Upon completion of this step, it is necessary to select, and click on the Finish but-
ton.

Ready to install E|

Setup now has enough information to start instaling D ek art®
Logon for Lotuz Motes 1.02.

Click Finish to inztall the zoftware. Click Back to make any
changes befare continuing. Click Cancel ta exit Setup.

[ < Back H Finizh l[ Cancel

Figure 5

After this step, the program will copy all necessary files, and make changes to the
INI-file of Lotus Notes, and the installation will be completed.
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Dekart® Logon for Lotus Notes 1.02 setup

Figure 6

Note: Upon completion of the installation of Dekart Logon for Lotus Notes, it is
necessary to restart your computer.

5 Update of Dekart Logon for Lotus Notes

1. After re-installing (updating) DLLN, the program automatically checks for a pre-
vious version of the application, and will collect all required system information.

Dekart® Logon for Lotus Notes 1.02 Lipdate [‘5—(|

Dekart Logon for Lotus Motes 1.02 iz already installed on pour
computer.

Mow Dekart Logon for Lotus Motes 1,02 will be UPDATED to
Cekart® Logon for Lotus Notes 1.02 1

It iz strangly recommended that you exit all ‘Windows programs
before running this Setup program.

Click Cancel to quit Setup and then exit any programs you have
running. Click Mest to continue with the Setup program.

Mext » l [ Cancel

Figure 7

2. In order to continue with the update process, you must click on the Next button,
after which you will see the Dekart licensing agreement, which the user must ac-

cept.
3. In order to complete the process of updating DLLN, you must click on the Finish
button.
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Ready to Update [z|

Setup now has enough information o start updating O ek art®
Logon for Lotus Maotes 1.02.

Click Finish to update the software. Click Back to make any
changes before continuing. Click Cancel to exit Setup.

[ < Back ” Finizh ][ Cancel

Figure 8

The program will overwrite all previous files, and in the case of a newer version of
DLLN, the program will install all updated files.

Dekart® Logon for Lotus Notes 1.02 setup [Z|

Dekarti® Logon for Lokus Mokes 1,02 has been successfully updated!

Figure 9

Note. After updating Dekart Logon for Lotus Notes, it is necessary to reload your
computer.

6 De-installation (removal) of Dekart Logon for Lotus Notes
In order to de-install DLLN:
1. In the Start Menu, select Programs, indicate the folder name that was entered in

step 8 of the installation procedure (see para.4), select Uninstall (alternatively, in
Control Panel select Add or Remove Programs and press the Uninstall button).
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Dekart® Logon for Lotus Notes 1.02

Figure 10

The user must confirm their intent to de-install (remove) Dekart Logon for Lotus
Notes, press the Yes button.

2. After successful completion of the de-installation process, you will see the follow-
ing message:

Dekart® Logon for Lotus Motes 1.02 E|

‘EJ‘) Dekart Logon for Lotus Motes was successfully removed,

Figure 11

7 KSD Administrator Utility

The KSD Administrator Utility enables you to prepare the KSD device for access by a
specified user to Lotus Notes, and to service during operation.

The main window in the program displays a table containing all KSD connected to
computer, the label or identifier (KSD Label or ID) and login for Lotus Notes (KSD
Information). The buttons, perform the following functions:

Key Storage Device and Biometric ID operatiosns:

Verify PIN The PIN-code for verification

Change PIN Changes the PIN-code

Change Label Changes the label of the KSD

Clear KSD Clears the KSD of all Lotus Notes data
Change BIO ID Change biometric identifier

Lotus Notes operations:

Change ID file Changes the ID file on the KSD
Detach ID file Saves to disk the ID file from the KSD
Show [Notes PASSWORD]  Displays on screen the password for Lotus
Notes
Change [Notes Changes the password for Lotus Notes
PASSWORD]
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Close Closes the window (application)

Launching the Utility

1. Launching the utility can be done in the following way: In the Start Menu select
Programs and further select the folder where the application is located (see step 8
in para.4).

Administrative Tools
Kaspersky Anti-Wirus
#iD
Python 2.2
Borland C++Builder &
InterBase
‘Windaws Update Adobe
Printscreen 95
OTKPBITE A0KYMEHT Office Key Manager
AngelPotion Yideo Codec W1 3 SIM Manager
1C NpeanpHATHe 4 Key Formatting utilicy
WinZip @ Adobe Photoshop 7.0 RS& Cryptographic Provider
Sgt Waro-Inform's Database 2000 Dema Logan For Citrix ICA Client

C038aTe AokyMeHT Office

WebManey Keeper Blda's Text-POF PRO+ - SHOREWARE  » [0 IRl A e e e B KSD Administrator
Adobe Acrobat 4.0 [Z] Readme
Programs ¥ 2 Uninstall

y  Documents
Settings
Search

| Help and Support

Windows XP Home Edition

=

72 start & & B 2 [Emb. | o Dl Pkt Pihjical. Cmmlerine, | En

Figure 12

The main window of the program appears.
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Dekart Logon for Lotus Notes - KSD Administrator

Sellect the Key Storage Device (K50 reader from a list:
Lizt of K50 readers K.SD Label or D K.SD information

F.ep Storage Device and Biometric D operations

k.50 PIM code: |

Lotug Motes operations

ID file narme; |

ID file length: | bytes

Motes PASSWORD -» | Cloze

Figure 13

2. The user must connect their KSD to the computer. In the list (List of KSD readers)
information concerning all KSD’s connected to computer will be appeared.

Dekart Logon for Lotus Notes - KSD' Administrator

Sellect the K.ey Storage Device (K50 reader from a list:

Ligt of K5O readers k5D Label or 1D K50 information
Rainbow Technologies eyt Helga_ID [none]
Rainbow Technologies iKewirtu... BOSFREODESDEDEDS [none]

K.ep Storage Device and Biometric |0 operations

KSD PIN code: |

Verily PIN |

Laotug Maotes aperations

ID file narne: |

ID file length: | bytes

MHaotes PASSWIORD -» | Cloze

Figure 14

3. With the aid of your mouse, select the needed KSD (in this event the Verify PIN
button is activated).
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Dekart Logon for Lotus Notes - KSD Administrator

Sellect the Key Storage Device (K50 reader from a list:

Lizt of K50 readers K.SD Label or D K.SD information
Rainbaw Technologies eyt Helga_ID [hane]

F.ep Storage Device and Biometric D operations

KSD PIN code: |99

Verify PIN |

Lotug Motes operations

ID file narme; |

ID file length: | bytes

Motes PASSWORD -» Cloze

Figure 15

4. In the field KSD PIN code, the user must indicate the PIN-code and press the
Verify PIN button.

Attention! Several incorrect PIN-code entries will result in a blocked KSD!

The number of incorrect entries allowed is dependent on the KSD type, and is indi-
cated in the attachment.

Note: Dekart delivers KSD’s without a PIN Code, in this case “Verify PIN” is not
required for KSD’s delivered by Dekart.

Upon successful verification of the PIN-code, several buttons become available in the
main menu:

e During preparation of the KSD for use with DLLN (utilizing a new KSD) -
Change PIN, Change Label, Change ID file, Change BIO ID (Figure 16);

*  While servicing a KSD that is in use, - all buttons, except Verify PIN, the fields
ID file name and ID file length are automatically displayed (Figure 17).
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Dekart Logon for Lotus Notes - KSD Administrator

Sellect the Key Storage Device (K50 reader from a list:
Lizt of K50 readers K.SD Label or D K.SD information

Rainbow Technologies ikeyitu... Helga ID IoHe

F.ep Storage Device and Biometric D operations

kS0 PIM code: | Change BIO D

| Change PIM Change Label

Lotug Motes operations

ID file name: | Change ID file

ID file length: | bytes

Motes PASSwWORD -» Cloze
Figure 16

Dekart Logon for Lotus Notes - KSD Administrator

Sellect the Key Storage Device (K50 reader from a list:

Lizt of K50 readers K.SD Label or D K.SD information
Rainbaw Technologies eyt Helga_ID CH=0laga Petro...

F.ep Storage Device and Biometric D operations

kS0 PIM code: | Change BIO D

| Change PIM Change Label Clear K5D

Lotug Motes operations

1D file name: | Change 1D file

1D file length: | byptes Detach 1D file

Motes PASSWORD -» Show Change Close
Figure 17

Note: If the BIO ID is stored on the KSD, the software will automatically detect it
and will attempt to conduct biometric authentication.
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Preparing the KSD for use

After launching the utility, connecting a new KSD the program will display the fol-
lowing window:

Dekart Logon for Lotus Notes - KSD' Administrator

Sellect the K.ey Storage Device (K50 reader from a list:

Ligt of K50 readers k.50 Label or D K.50 information
Rainbow Technologies ikeywirtu,.. DEF24446C400 4430 [nione]

K.ep Storage Device and Biometric |0 operations

KSD PIN code: |

Laotug Maotes aperations

ID file narne: |

ID file length: | bytes

MHaotes PASSWIORD -» | Cloze

Figure 18

Note. If the KSD is new, then in the field KSD Label or ID, the serial number of the
KSD is displayed. In the future, the user can change this parameter.

1. The user must select the KSD in the List of KSD readers with their mouse.
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Dekart Logon for Lotus Notes - KSD Administrator

Sellect the K.ey Storage Device [KSD] reader from a list;

Lizt of K50 readers k5D Label ar (D K.5D infarmation
Rainbaw Technalogies ket DBF24446C400 4430 [hane]

k.ey Storage Device and Biometric D operations

KSD PIN code: |99

Verify PIN |

Lotug Maotes operations

1D file: narme: |

1D file: lergth: | bytes

MNaotes PASSWORD -» Cloze

Figure 19

In the event the specified KSD is secured with a PIN-code, it is necessary to enter
the PIN code, and press Verify PIN.

This activates the Change PIN, Change Label, Change ID file, Change BIO ID
buttons (see Figure 16).

2. Press the button Change ID file. The dialog window Change ID file - Select ID
file (see Figure 20) is activated.
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Change I file - Select ID file

B

My Recent
Documents

=
€
Dezktop

ty Documents

-
o

Lok jr: | =3 Data

=]

e E2-

ICHelp

I3 IBM_TECHMICAL_SUPPORT

ICaModems
w3z

kdy Computer
My Metwark.  File name: |user.id j QOpen |
Flaces
Files of tupe: |ID Files [*.id) | Cancel
Figure 20

3. The user must indicate the file user.id (see Figure 20) and press the Open button.
The dialog [nitialize Notes — Select “notes.ini” appears. It is necessary to select the
file notes.ini and press the Open button.
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Initialize Motes - Select "notes.ini™

M

Look jr: | 3 Mates
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ty Recent
Documents
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Dezktop
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y Documents
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by Computer

by Hetwark,

=
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lElData
IChlib

& formats.ini
keyview.ini
}nutes.ini

}nutestat.ini

File name: r'uth:E:.ir'li j Open |
Flaces
Files of type: | INI Files [*.ini] ~| Cancel
Figure 21

4. After indicating the file to be initialized, you will be prompted for the password
for Lotus Notes (ID file). The user must then enter their password, and press OK.

Get Passwornd Dialog

Enter Lotus Motes pazsword:

for: C:SLatuzhMotes\Datatuzerid

Ok

Cancel

Figure 22

After successful completion of this procedure, the window will appear as indicated
below (see Figure 23) — all buttons are activated, except Verify PIN, and the ID file
name, ID file length fields are displayed.

[ DSSSCT

| File: LNLOGONeng.DOC |

Ref.: DLNLOGONO002

| Revision: 1.02 |

Page: 20

Copyright © Dekart Inc.
All trademarks are the property of their respective owners



Dekart Logon for Lotus Notes - KSD' Administrator

Sellect the K.ey Storage Device (K50 reader from a list:

Ligt of K50 readers k.50 Label or D K.50 information
Rainbow Technologies ikeywirtu,.. DEF24446C400 4430 CH=0laga Petro...

K.ep Storage Device and Biometric |0 operations

K50 PIM code: | Change BIO D

| Change FIM Change Label Clear k5D

Laotug Maotes aperations

D fle name: | | Change D fle

ID file lenath: | butes Detach 1D file

Notes PASSWORD -5 Show Change Close
Figure 23

Upon the completion of this process, the KSD is ready for use.

Note: In order to raise the level of security, it is recommended that a PIN code will
be established by user using the “Change PIN” function.

Adding BIO ID to KSD

In order to enable three-factor authentication, the KSD should store user's biometric
identifiers.

Note: The biometric device choice is determined by the physiological characteristics
of user and the location of his computer.

In order to add BIO ID do the following:

1. Click the "Change BIO ID" button in program window. The window with the list
of installed drivers for biometric devices will appear.
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Change Biometric ID

v Erable Biometne 1D venficabiorg

8 device will be used to get your Biometric [dentifier.

| Plzase select the biometric device from the lizt belaw. T his

BioLink U-Match BSP

Precize Biometncz Biod Pl BSP
Precize Biometrics HA-4P BSP
SAFLIME ScanSoft Woice Verfication

ok Cancel

Figure 24

2. Check the "Enable Biometric ID verification" checkbox and choose the biomet-

ric device from the list.

3. If the fingerprint scanner is used, e.g. BioLink U-Match, the user will be required to
provide his fingerprints for scanning for several times. As soon as the scanning proce-

dure is complete, the user's BIO ID is stored on the KSD.

Biolink BSP Enrall

0 BiaLink U-tatch Scanner

Flace yaur finger firmly on the zcan winda

— —
= =
i )
\"E:"- \:-\\:_\_
L] ] Biolink >

Figure 25

If the voice recognition device is used, e.g. SAFLINK Scansoft Voice Verification,
the user will be required to speak the key phrase into a microphone to create his voice
template (Figure 26). After the voice template is created, the information is stored on

the KSD.
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SAFLINK Voice Authentication Enrollment Wizard

'ou will now be prompted for the first of three
pazz phrages. Please click Record, then zap the
pazs phrase

My WOICE |5 MY PASSWORD

,_
i1
=
L

&

Re-Hecard | Replay |

Current Pazs Phraze

It appears that pour woice iz too loud. Ty lowering the
lewvel control above and Re-Recaord vour pazs phraze.

Powered by . ;
. - [ternatively, vou can move you microphone further
ScanSoft voice Recognition away from your mouth while zpeaking.

< Back Cancel

Figure 26

Servicing the KSD

After launching the utility, connecting the KSD, entering correct PIN code and suc-
cessful biometric verification, the program window appears as indicated in Figure 17.

The user can then perform the following operations with the KSD:
* Change the PIN-code;
e Change the label of the KSD;
¢ C(Clear the KSD;
* Change the ID-file;
* Change BIO ID;
¢ Save the ID-file from the KSD to disk;
* Display the Lotus Notes password on the screen;
* Change the password for Lotus Notes.

Changing the PIN code
In order to change the PIN code, it is necessary to perform the following steps:
1. Launch the program.
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2. Press the Change PIN button. The following dialog window appears (see Figure

23).
Change PIN Dialog

Enter new PIM code:
s

Mate: Leave blank ta remove PIN code

Ok Cancel

Figure 27

3. In the field new PIN code, enter the new PIN-code, or leave it blank (to work
without a PIN code), and press OK.

Note: The PIN-code can be from 4 to 8 characters.

4. The program with then prompt you to confirm your PIN code, then press OK.

Change PIN Dialog

Confirm new PIN code:
s

Ok Cancel

Figure 28

Upon completion of this procedure, you will see the following message:

Dekart Logon for Lotus Hotes - KSD Administrator E|

PIM code successfully changed

Figure 29

Changing the BIO ID

In order to change BIO ID (if it has been previously stored on the KSD) do the
following:

1. Launch the program.

2. Click the "Change BIO ID" button in the program window. The Change Bio-
metric ID window with the list of installed drivers of biometric devices will ap-
pear, as shown in Figure 24.
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3. Select the biometric device from the list.

4. Depending on the type of the selected device enter the required biometric informa-
tion (fingerprint, voice). After the succession of biometric scans, the template will

be stored on the KSD.

Note: In order to stop using biometric authentication, the user should uncheck the
Enable Biometric ID verification checkbox in the Change Biometric ID win-

dows.

Changing the label for the KSD

The KSD label contains information about the specified user/owner of the device.
This information can be the name of the user, or other personal information. In order

to change the label for the KSD you must:
1. Launch the program.

2. Press the button Change Label. The following dialog window appears (Figure

30).

Change Label Dialog

Enter new Label:

|dek]

MHate: Left blank to remove Label

]9

Cancel

Figure 30

3. In the field new Label you must indicate the new label for the KSD, and press
OK. In order to clear the label, in new Label you should leave the field blank, and

press OK.

Note: The length of the label for the KSD cannot be greater than 32 characters.

Clearing the KSD

Attention! Executing the “clear KSD” function will erase all data pertaining to Lo-

tus Notes from the KSD (ID file and password)!

In order to clear the KSD, it is necessary to perform the following steps:

1. Launch the program.

2. Press Clear KSD. The program will ask you to confirm the process (Figure 31).

[DSSSCT |  File: LNLOGONeng.DOC | Ref.: DLNLOGON002

| Revision: 1.02 |

Page: 25

Copyright © Dekart Inc.

All trademarks are the property of their respective owners



Clear all Lotus Motes info E]

? ?
h__.(j Are wou surey

Cancel |

Figure 31

3. In order to proceed, press OK. After completion of the operation, the window
will appear as shown on Figure 16.

Changing the ID file
In order to change the ID file, the user must:
1. Launch the program.

2. Press Change ID file. The Change ID file - Select ID file window appears (see
Figure 20).

3. The user must indicate the file user.id (see Figure 20) and press Open.

The dialog window Initialize Notes — Select “notes.ini” appears (see Figure 21). It
is required that you select the file notes.ini and press Open.

5. After you indicate that file that is to be initialized, you will be asked for the Lotus
Notes Password (see Figure 22). The user must enter the password and press OK.

Saving the ID-file to disk
In order to save the ID file to disk, the user must perform the following steps:
1. Launch the program.

2. Press Detach ID file. The dialog window Detach ID file - Select ID file appears
(see Figure 32).
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Detach ID file - Select ID file name @

sl = E ek E-

My Recent
Documents

=
[
Dezktop

ty Documents
kdy Computer

My Metwork.  File name: |user.id j Save |
Flaces
Save a3 lype: |ID Files [*.id) | Cancel

Figure 32

3. Indicate the name of the file where the ID file from the KSD is to be saved, and
press Save.

Display Lotus Notes password
In order to display the password for Lotus Notes on the screen:
1. Launch the program.

2. Press Notes PASSWORD -> Show. The program displays a warning and asks
you to confirm the operation.

Show current Hotes passwornd E'

¥

The password will be shown in open Farm,

Are ol sure?

Cancel
Figure 33
3. If the user presses OK, then the password for Lotus Notes will be displayed on the
screen.
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Show current Notes password [‘S__<|
i J Current Mokes password:

olga

Figure 34

Changing the password for Lotus Notes

In order to change the password for Lotus Notes:

1. Launch the program.

2. Press Notes PASSWORD -> Change. The below dialog appears:

Change current Lotus Notes password

Enter new Latuz Maotes passward

|
lenerate k. Cancel |

Figure 35

3. The user can utilize the function Generate new Lotus Notes password, and will
then be able to generate a password automatically (variation 1), or manually
(variation 2).

Variation 1 In order to automatically generate a password for Lotus Notes, you
must press Generate (Figure 35). Figure 36 displays the resulting password.

Show current Notes password f'5_<|

i ) Current Nokes password:
4dgOquie? 3sikMkbwEBRNHTrmx W kTFsHen 1glrbIhskl 74ZITR+GUIFhAF4MEG

Figure 36

Variation 2 In the field new Lotus Notes password enter the desired password for
Lotus Notes, and press OK.
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Change current Lotus Notes password

Enter new Lotuz Motes passward
o

k. Cancel |

Figure 37

In response to a prompt from the program, you will be asked to confirm the pass-
word (see Figure 38).

Change current Lotus Notes password

Canfirmn hew Latuz Maotes password

k. Cancel |

Figure 38

Note: The length of the password is determined by Lotus Notes, and cannot be
longer than 64 characters.

4. A dialog will appear: Initialize Notes — Select “notes.ini”’ (see Figure 21). Select
the filenotes.ini and press Open.

Accessing information about Dekart Logon for Lotus Notes

Press F1 or right-click the title bar of the program window. Choose "About" from the
menu bar (Figure 39).
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Dekart Logon for Lotus Notes - KSD Admipgisteats
[owe
Sellect the key Starage Device [K5D] reader from a % Close Alt+F4

Ligt of KSD readers K.50 Label or |

Rainbow Technologies iKeyvity.. BOSFSEODRS]  About..

K.ep Storage Device and Biometnic |0 operationz

KSD PIM code:

Lotusg Maotes operations

I file: narme: |

1D file: lergth: | bytes

MNaotes PASSWORD -» Cloze

Figure 39

The About Dekart Logon for Lotus Notes window will appear (Figure 52). If you are
using the unregistered version of the product, then the About Dekart Logon for Lotus
Notes window shown in Figure 54 will appear.

8 Work with Dekart Logon for Lotus Notes

Working with Dekart Logon for Lotus Notes can be broken down into two steps.
First (preparatory) consisting of preparing the KSD for use (see para.7). The second
step specifically provides security for the user while working with Lotus Notes:

» Authentication of users of Lotus Notes.
* Temporarily blocking access to Lotus Notes.

Access to Lotus Notes

DLLN replaces the standard means of authenticating to Lotus Notes with its own
method of strong authentication.

* Upon launching Lotus Notes, the user will see dialog window generated by
DLLN.
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Dekart Logon for LN - Login into Key 5torage Device (K5D)

o Enter PIM cade for ESD: |
sﬁi% DET24446C 40044 30

‘work without KSD | | oK

Figure 40

e  The user must enter a PIN Code, and press OK.

Attention! Multiple incorrect PIN code entries will result in the KSD being blocked!

* After successful verification of the PIN code the user will be required to provide
his BIO ID, if the BIO ID is stored on the KSD and the "Enable Biometric ID
Verification" checkbox has been checked.

» If desired, the user can also access Lotus Notes with their password. In order to do
this, the user should select Work without KSD, after which the standard Lotus
Notes dialog window will appear (see Figure 41 for version 5.09 and Figure 42 for
version 6.0.1 and higher).

Enter Password

% q Enter the password for olga:

Cancel
[ = DOOOOOOTOOONK

Figure 41
Lotus Motes [ |
E nter vour pazsword |>OOO00OOOOOO<1 ok
For user ||:I|aga Petrava/llaga Petrova Cancel

H=l
H=l

At location | Qffice [Metwork)

Figure 42

Temporary blocking/restricting access to Lotus Notes (Logout)

If the user has to step away from their workplace, DLLN allows them to secure their
Lotus Notes databases, by removing their KSD, either from the USB port, or smart
card reader. In this case, Lotus Notes v.5.09 will close (block) the open database and
ID file. The below message then appears (see Figure 43).
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Dekart Logon for LN Tools E|

Working with Key Storage Device (K500 will be stopped.
W) Private User Information Cleared (User ID Locked),

Figure 43

Note: The characteristics necessary for securing the database «Address booky in

Lotus Notes v.5.09 are provided for in the attachment.

In Lotus Notes v.6.0.1 and higher the program will also close the ID-file of the user,

and Lotus Notes will enter the temporary block mode (see Figure 44).

@ Logout Screen

File Edit Wiew Create Actions Text Help

Lotus. Notes.6

Figure 44

Only the user who invoked Logout will be able to Logon to Lotus Notes!

Any action that requires the Lotus Notes ID-file, after removal of the KSD, will result
in the following message:
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Lotus Motes rz|

L] E Could not open the 10 File
L]

Figure 45

In order to continue working (going from Logout to Logon mode) the user will have
to insert their KSD and enter their PIN-code when prompted (see Figure 40).

Note 1: If using a KSD that is not secured with a PIN-code it is possible to go from
Logout to Logon mode, by simply inserting the KSD in the appropriate port/reader.
Note 2: In order to continue working with Lotus Notes v.5.09, any user other than
the holder of the KSD will have to enter a new ID-file (selecting Switch ID... in the
Menu File > Tools).

Operations of Dekart Logon for Lotus Notes

In the menu Actions, the user must select Dekart Logon for LN Tools>. The screen
displays a popup menu with a list of allowable actions (Figure 46).

&8 Welcome - Lotus Notes

File Edit View Create Actions Text Help

CHE 58| - B 1 Y2l
*
duddliose Dekart Logon For LN Tools il Q&a- |
| Change PIM code far KSD
whelzane Change Biometric ID
Save ID Fle oo KSD Fage options w
‘Wark without KSD
Notes 6 5 | catalog *| for | | Sear
2 About
Mail Calendar Contacts To Do List Personal Journal
N sty o — = N
( [ ﬁ | ( @ | [ @ | ( m |
-"\.___ __-__./': \ / =N J \ '/

‘You can add applets and pictures to a Personal Welcome Page. To create a Personal Welcome Page, 4
\ : click the arrow at the top border of the Welcome Page that savs "Click here for Welcome Page aptions”,
p) then click "Create a new Welcome Page"to start the Welcome Page wizard. Chooge the Personal
Page aption when prompted.

1 Day ~ ]@] Week~ ]Em Month - Formating> HoaGpe 2003 r.~
NOHELENEHWE - 24 HoAGpe 2003 T UeTeepr- 27 HoAabpe 2003 T

This is the protected text area of the form.

| «| % Disconrected =/ [lsland | |E3 -

| Bueigy dca@seld

:; start e & B =8 EE B F M Printscre. .. f ¥ Inbox - 0., i welcome ... EM & ) 3L 14:34

Figure 46

* Changing the PIN Code;
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* Changing the BIO ID;

* Storing the ID-file on the KSD;

*  Working with the KSD;

*  Working without the KSD;

* Receiving information about the product.

Changing the PIN-code

Changing the PIN-code takes place from the menu Actions > Dekart Logon for LN
Tools> select Change PIN code for KSD. Further actions follow the procedures out-
lined in para.7:

1. The dialog that appears in the window (Figure 27) in the field new PIN code re-

quires that a new PIN-code be entered, or leave the field empty (in order to work
without a PIN-cod), and press OK.

2. When prompted by the program (Figure 28) the user must confirm the new PIN-
Code, and press OK. After successful completion of the operation, the following
message appears (Figure 47).

Dekart Logon for LN Tools - Change PIN code @

PIM code successfully changed

Figure 47

Changing the BIO ID

Changing the BIO ID takes place from the menu Actions > Dekart Logon for LN
Tools> select Change Biometric ID. Further actions follow the procedures outlined
in para.7.

Changing work modes
Changing work mode “Working with the KSD” to "Working without the KSD”
If while working with Lotus Notes (“Working with KSD” mode) the user wishes to

interrupt their session without closing Lotus Notes, or wishes to work directly with
ID-files that are stored on the hard drive, user must do the following:

* In the menu Actions > Dekart Logon for LN Tools> select Work without KSD.
The on-screen message will display the following prompt:
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Dekart Logon for LN Tools - Work without KSD |g|

9P Working with Kew Storage Device (K500 will be stopped.

You may return to work with K3D later from menu
"fctions- =Dekart Lagan For LM Toals- =Wark with K50

Are wou sure?

Figure 48

*  When you press Yes you will see the following message (see Figure 49 for Lotus
Notes v.5.09, and Figure 50 for Lotus Notes v.6.0.1).

Dekart Logon for LH Tools - Work without KSD E|

Ilse "File- =Toals- =Switch ID" ko select new ID file or use
"“fctions- =Dekart Logon far LM Tools- =Wark with K50
ko return to working with KSD

Figure 49

Dekart Logon for LN Tools - Work without KSD g|

=& "File- =Security- =Switch ID. .. " ko select new ID file or use
"Actions- =Dekark Logon For LM Tools-=Work with 50"
ko return to work with KSD

Figure 50

In order to continue working with Lotus Notes, the user must indicate a new ID file in
Lotus Notes v.5.09, it is necessary to select Switch ID... in menu File > Tools, how-
ever, in Lotus Notes v.6.0.1 — select Switch ID... in menu File > Security (this op-
eration is performed automatically, if in window (Figure 50) the user presses OK).

Changing the work mode from “work without KSD” to "work with KSD”

If during Lotus Notes work session (“work without KSD” mode) the user wishes to
begin working with the ID-file stored on the KSD, they must do the following:

* In the menu Actions > Dekart Logon for LN Tools> select Work with KSD.
There will appear a prompt to enter the PIN code (see Figure 40).

e The user must enter their PIN code and press OK.

Attention! Multiple incorrect PIN-code entries will result in the blocking of your
KSD. Great care must be taken to avoid this from happening!
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Storing your ID-file on the KSD

In the event that while working with Lotus Notes, the ID file has been changed, it is
necessary to save the new ID file on the KSD. In order to do this, go to the menu Ac-
tions > Dekart Logon for LN Tools>, select Save ID file onto KSD. The program
will prompt you to confirm the operation.

Dekart Logon for LH Tools - Save 1D file onto KSD

P Save the ID file "user.id" {user "CM=0laga Petrova/O=0laga Petrova™) onto KSD

Are you sure?

Figure 51

The user must press Yes, in order for the operation to be completed.

Viewing information about Dekart Logon for Lotus Notes

In order to view information about DLLN, go the menu Actions > Dekart Logon for
LN Tools> select About. The following screen will appear: About Dekart Logon for
Lotus Notes.

Note. If you are using the unregistered version of the product then the About
Dekart Logon for Lotus Notes window shown in Figure 50 will appear.
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Dekart Logon for Lotus Notes
% W ersion: 1.0.1
Copyright [2] Dekart.

File | Wersion | Full Path A~
MEwtPwad.dll 1.00.1.37 CALotuziMotes \MEx
MExtPiadhd. il 1.00.1.15 CALotusiMotes'\WEx
Smartkey.dl 322 L AWIMM TS pstemn 3
WiergMum.dil 1.05 D:AWIMMT S pgtemn3:
w
% >
Thiz copy iz regiztered tao;
M amne: Olga
Comparny: Dekart
hittp: At dekart .com supporti@dekart .com
Figure 52

9 Biometric authentication in Dekart Logon for Lotus Notes

If the three-factor authentication is enabled (the Enable Biometric ID verification
checkbox checked in the Change Biometric ID window), the biometric authentica-
tion will be required after the user starts KSD Administrator, launches Lotus Notes,
and the PIN for the KSD is successfully verified (if the user has set the PIN protection
for the KSD). The software will automatically read the biometric templates stored on
the KSD and will offer the user to provide his biometric data (scan the fingerprints,
speak the authentication phrase etc.). In case the BIO ID provided by the user is not
identical with the templates stored on the KSD, the user will be required to repeat the
biometric authentication. Authentication routine will be finished only when the data
provided by the user will be identical to the biometric templates stored on the KSD.
The biometric approach ensures that only authorised user can get access to Lotus
Notes.

10 Registering Dekart Logon for Lotus Notes

If you didn't register the product during installation, please register it by filling out the
form in About Dekart Logon for Lotus Notes window.
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Logon for Lotus Notes.
%& Werzian: 1.01

Copyright [c] Dekart.

File | Version | Full Path

DF_About.dil 1.0

Thiz copy iz not registered
Enter your regiztration data below and press OF.
To obtain the registration number click here.
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ok | Cancel |

Figure 53

Please, obtain a registration number at Software Registration (Register) page at
www.dekart.com. In case you use licensed Dekart software, please, submit your li-
cense key to receive your registration number via email. If you use shareware pro-
grams, please, use Dekart Buy on-line page to purchase your registration number. Af-
ter your transaction is processed, you will receive an email with the registration num-

ber.
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Attachment

Device characteristics of KSD (PIN-codes, memory size)

Table 1
PIN-code for Allowed Allowed
. Memory
KSD name applications/ de- wrong PIN attempts to size (kB)
vice code entries | unblock KSD
Aladdin PIN-code
eToken PRO for applications 3 3 16,32, 64
Aladdin PIN-code
eToken R2 for device * i 16, 32, 64
Schlumberger PIN-code 3 3 4.8
Multiflex for applications ’
Schlumberger PIN-code 3 3 2 16
Cryptoflex for applications ’
Schlumberger PIN-code 3 3 4
Payflex for applications
Rainbow PIN-code
iKey 1000 for device 3 3 8,32
Rainbow PIN-code
iKey 2000 for device 10 0 8,32
Rainbow PIN-code
iKey 2032 for device 10 0 8,32
Rainbow PIN-code 3 3 37
iKey 3000 for applications
Eutron
Cryptoldentity forl;INiiccoa(iieons 3 3 32
ITSEC PP
Eutron PIN-code 3 3 3
Cryptoldentity 4 for applications
Eutron PIN-code
Cryptoldentity 5 for applications 3 3 32, 64
Datakey PIN-code
Model 310 for device 10 0 8,32
Datakey PIN-code 10 0 8, 32
Model 330 for device
GemPlus GPK PIN-code 3 3 2,4,8, 16
for applications
ruToken PIN-code 3 12 8, 16, 128
for device

Note 1. Key storage device can have one PIN-code for all Dekart applications, and

another PIN code for other applications, or a single PIN code for the device
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Note 2. Most KSD’s allowable incorrect PIN code entries are limited. Upon reach-
ing the maximum allowable incorrect entries, the KSD is blocked. If during the un-
blocking you enter the correct PIN code, the KSD will function properly once
again. IF DURING THE UN-BLOCKING OPERATION THE WRONG PIN
CODE IS ENTERED, THE KSD WILL BE PERMANENTLY BLOCKED!

Special Aspects of securing the Lotus Notes v.5.09 database «Address book»

In Lotus Notes v.5.09 (without Dekart Logon for Lotus Notes) there exist problems in
encrypting the Notes database (Address book). After enabling the encryption mode,
launching Lotus Notes results in an error (see Figure 54 and Figure 55).

' Inable to create locations due ko error “Wrong Password. (Passwords are case sensitive
- be sure to use carrect upper and lower case. ), Locations cannot be used until the
problem has been corrected.

Figure 54

' Wrong Passward, (Passwords are case sensitive - be sure ko use correct upper and
[ loveer case,)

Figure 55
In order to avoid this from happening, you should enable encryption for the Notes da-

tabase (address book) after installing Dekart Logon for Lotus Notes, and in the future
use this feature only when DLLN is in the «Work with KSD» mode.

Error messages

Error Message Possible reason Remedy
Key Storage Device | KSD is not connected to the | ¢ Connect the KSD to the
not found or not for- | computer, or the device computer.
matted for Lotus Notes | (smart card or USB key) is |, f the KSD is con-
Logon not formatted for DLLN. nected. make certain

that the contact with the
USB port or smart card
reader is good; remove
and re-connect.

e Format the KSD for
DLLN.

ATTENTION! Bad | Wrong PIN code was entered. | It is necessary to repeat the
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PIN code was entered!

operation, and enter the
correct PIN code.

Attention! Multiple in-
correct PIN code entries
will result in blocking of
the KSD!

The number of allowable
entries for the specific
KSD is specified in Table
1.

Key Storage Device is
blocked

KSD is blocked.

In order to un-block the
KSD it is necessary to con-
tact the administrator.

Attention! If the incorrect
PIN code is entered, the
KSD will be permanently
blocked!

Key Storage Device is
not formatted for Lotus
Notes Logon

The KSD is not formatted for
use with DLLN.

It is necessary to format the
KSD, for use with DLLN.

Confirmed PIN does
not match

During the Change PIN code
procedure the PIN codes did
not match.

It is necessary to repeat the
operation, and ensure that
both PIN code entries
match.

PIN length must be at
least 4 characters

Length of the PIN code must
be at least four (4) characters
long.

It is necessary to repeat the
operation and enter a PIN
code of at least four (4)
characters long.

Invalid password was
entered

Invalid password was entered.

It is necessary to repeat the
operation and enter the cor-
rect password.

Password field can't be
empty

Policy requires that a wvalid
password must be entered.

It is necessary to repeat the
operation and enter a Pass-
word.

Error: “Password do | During the Change password | It is necessary to repeat the
not match” procedure, the passwords do | procedure and ensure that
not match. both password entries are

identical.
Error: "Specified | During the Change password | The user must enter a new

password 1is already in

29

use

procedure, the password en-
tered matches one that is al-
ready in use.

password.

File: ... already exists.
Overwrite it?

The file name already exists,
and the user is prompted to
overwrite the existing file.

In order to prevent loss of
data, the user should indi-
cate another file name.

The password and the
confirmation data are

During the Change password
procedure, the entered data

It is necessary to repeat the
procedure and ensure that
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not the same

does not match.

the same password has
been entered in both fields.

Error writing data into | An error occurred while writ-
KSD (Not enough free | ing to KSD. There might be

space on KSD)

not enough space on the KSD
memory.

Please, use Dekart Key
Manager to delete (or move
to the local disk) the data
from the KSD in order to
write DLLN data.

Biometric verification | The BIO ID provided by the

failed!

user is not identical with the
one stored on the KSD.

Repeat biometric verifica-
tion procedure.

Note: In the event that an error occurs that is not identified in the above list, you
should contact your administrator.

Window for KSD operations

During any operation pertaining to KSD operation, you will see the following window

and message:

Dekart Logon for Lotus Notes - KSD Administrator

K.ep Storage Device operations. Pleaze wait...

b

Figure 56

When the biometric information is read or written from the KSD, the following mes-

sage appears.

Proceszing the Key . ..

Figure 57
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