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Preface

Dekart Logon is acombined hardware-software solution intended for securing access the
computer. The solution includes both the software program and the hardware device -

Key Storage Device (KSD). A wide range of devices can act asaKSD, namely, smart cards,
USB tokens, USB flash drives and many other devices, which memory can be used for storing
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user credentials. The Key Storage Device is assigned to each user and presentsits unique
identifier for accessing the operating system on the computer protected by Dekart L ogon.

The purpose of thisguide
This Operating Guide is intended for users of Dekart L ogon. The Guide contains detailed
description on how to install, administer and use Dekart L ogon.

Documentation conventions

New terms, key concepts, and guides ' titles areitalicized in this Guide.

The greater than (>) symbol is used to separate operations within one action.
Interface elements are bold-faced and italicized.

Comments and feedback
Please, send your comments, suggestions, remarks and other feedback with respect to Dekart
L ogon software and hardware issues and this operating guide to support@dekart.com.

3 Introducing Dekart Logon

This chapter contains the information about the purpose and features of Dekart® Logon™
and defines the basic concepts of enhanced user authentication, provided by the software:

0 ldentification.

0 Authentication.

0 Two-factor and three-factor authentication.

3.1 Dekart Logon purpose and futures

Dekart Logon allows to:

Identify an authorized user, granting strictly defined access to the resources.

Identify the third-party user and prohibit access to the resources.
Such recognition is carried out by means of certain procedures: the users must let the system
know who they are, i.e. identify themselves to the system, and next, they must authenticate
into the system.
Identification is a control process that examines a unique user 1D and determines whether this
user is known to the system.
Authentication is a control process that checks the authenticity of the user identity, i.e. this
process controls whether the user is the person they say they are. Usually, identification
consists in entering a user name, and authentication is based on the user's knowledge of a
secret password that must be entered from the personal computer keyboard.
Unfortunately, the standard authentication means of even the most protected Windows family
of operating systems (Windows NT Workstation, Windows 2000/XP Professional) is based on
the knowledge of two fixed values — the user name and password — and cannot guarantee
reliable security if athird party learns these values.
Therefore, there is the need to replace the standard one-factor authentication with the so-
called strong authentication. The strong authentication is based on, at least, two of the
following three factors:
1. Something you know: for example, a user name and 1D code.
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3.2

2. Something you have: for example, a device such as a smart card or USB token that enables
asystem to verify whether it is present or not.

3. Something you are: for example, fingerprints, iris, voice, and other specific traits of your
body. Conformity to these traits can be verified by the system during authentication.

If two factors are used to authenticate the user to the system, then this authentication is called
two-factor authentication, if al three factors — three-factor authentication. Dekart L ogon
provides either two or three factor authentication for users of Windows OS family — for
successful authentication the user requires aKey Storage Device, aPIN to thisdevice, and, if
biometric authentication is enabled, a successful biometric authentication. This type of
authentication plays amajor role in limiting access of the third-party users to the computer.

Dekart L ogon also accomplishes another very important task — it allows to protect the
computers left unattended by their respective users. Once successfully authenticated, the users
often forget to lock their computers when they temporarily leave them, thus compromising
valuable information. Once the user disconnects the Key Storage Device from the computer,
Dekart L ogon will automatically lock the computer.

The primary PIN code of the KSD should be changed after you install Dekart Logon and

define the user who will own the KSD. These are the requirements to the PIN code:

- It must contain 1 to 8 alphanumeric symbols and be case-sensitive.
It must be fairly strong and complicated (to make spying and guessing more difficult).
It must be easy to remember. If you forget the PIN-code, you will not be able to access
your computer and its resources.

Supported key storage and biometric devices

Dekart L ogon supports the following devices:

Key Storage Devices:

- ACOSI card;
ActivCard ActivKey USB token series;
Aladdin eToken R2 USB token series,
Aladdin eToken PRO USB token series;
Algorithmic Research MiniKey USB token series;
Algorithmic Research PrivateCard smart card series,
Datakey Model 310 smart card series;
Datakey Model 330 smart card series;
Eutron Cryptoldentity ITSEC USB token series;
Eutron Cryptoldentity 4 USB token series,
Eutron Cryptoldentity 5 USB token series,
GemPlus GPK smart card series;
GemPlus MPCOS EMV smart card series;
Giesecke & Devrient STARCOS S smart card series;
Giesecke & Devrient STARCOS SPK smart card series;
Rainbow iKey 1000 USB token series;
Rainbow iKey 2000 USB token series;
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Rainbow iKey 3000 USB token series;
Schlumberger Cryptoflex smart card series;
Schlumberger Multiflex smart card series,
Schlumberger Payflex smart card series;
Siemens CardOS M 4 smart card series
ruToken USB token series,

USB flash drives, CD disks, etc.

Smart card readers:
Dekart Logon uses virtually all PC/CS compatible smart card readers, for example:
Datakey DKR smart card reader series
GemPlus GemPC smart card reader series
OmniKey CardMan smart card reader series
Schlumberger Reflex smart card reader series
Towitoko CHIPDRIVE smart card reader series

Biometric verification devices:
Dekart Software uses most types of BioAPI and HA APl compatible biometric verification
devices, for example:

Precise Biometrics Precise 100 fingerprint and smart card reader series

SCM SCR222 fingerprint reader

BioLink U-Match MatchBook

BioLink U-Match Mouse

Note 1. Before you purchase a USB token or smart card, please make sure that it has enough
memory to store the required user data. Please, take into account that the part of KSD memory
may be allocated to other data, e.g. BIO ID. Y ou can determine the memory usage of the card
and read the USB token or smart card using the Dekart Key Manager Utility, aswell as delete
all unnecessary information using Dekart Key Manager.

Note 2. To store Dekart Logon data on the smart card or token you will need to format it using
aKey Formatting utility or Corporate Key formatting utility. Registered customers can
download the Key Formatting utility by providing the registration number for Dekart L ogon
at https:.//www.dekart.com/download/ (please, use Internet Explorer browser to access the
restricted download area). The use of USB flash drive enables usersto use the strong
authentication provided by Dekart L ogon without the need to use any type of card formatting.

3.3 Dekart Logon products components

One Dekart L ogon package contains the following components:
A CD with the software installation modul e
One of the abovementioned Key Storage Devices (depending on the package type).
Operating Guide.
The following optional components can also be delivered with Dekart L ogon package
(depending on the package type):
Microsoft software for smart cards support.
An RTE containing utilities and drivers for eT oken KSD support.
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Smart card reader drivers.

Dekart Logon hardware and software requierments

Personal computer hardwar erequirements
Dekart L ogon does not have any additional requirementsto the hardware of the PC. These
requirements are mainly defined by the operating system used on the given computer.
The following minimal hardware characteristics are required for the normal operation of
Dekart Logon (appliesto Windows 95 OSR2.1):

Intel Pentium 166 MHz processor.

16 MB RAM.

200 KB HDD.
In addition to this, the PC must be equipped with the following ports to connect hardware
keys:

A USB port, if the USB token or a smart card reader for the USB port is used

A COM port, if asmart card reader for the COM port is used

A PS/2 interface, if asmart card reader with the PS/2 interfaceis used

Per sonal computer softwarerequirements
Operating Systems.
- Windows 95 OSR2.1.
Windows 98 SE.
Windows Me.
Windows NT 4 Workstation, Server with Service Pack 6a
Windows 2000 Professional, Advanced Server with Service Pack 3 or |ater.
Windows X P Professional, Home Edition.

If you have separately purchased the KSD, i.e. not asthe part of Dekart L ogon package, then
you will need to install the drivers and utilities required to work with this KSD on the specific
operating system. To obtain the information and latest updates of the KSD drivers, please
refer to the KSD vendor website and KSD dealer.

Installing, updating and un-installing Dekart Logon

Note: Inorder to install the PC product components under Windows operating systems
designed for corporate use — Windows NT, Windows 2000, and Windows XP— it is
necessary to logon to these computers as an administrator. In Windows operating systems
designed mainly for private use — Windows 95/98, Windows XP Home Edition, every user
has the required rights.

Installing Dekart Logon

Before installation you should take into account that you will need to know the user password
and login to log into operating system.
Note. If you are installing the software on the computer under Windows 95/98 or Windows
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Me, you will need the operating system setup disk during the installation procedure.
To install the software, do the following:

1
2.

o uPs

7.

Close al running applications.

Connect the Key Storage Device to the computer and install the drivers (if this has not
been previously done). To obtain the latest driver versions, please refer to the device
vendors.

In order to enable three-factor authentication, the biometric device should be
connected and its drivers should be installed. Note: If the user hasn't previously
installed the software working with biometric devices, then the BioAPI Framework
should be installed on the computer before installing device drivers (the BioAPI
Framework can be downloaded from www.bioapi.org, | mplementation section).
Toinstall Dekart logon, run the setup program L ogon.exe.

Select Install Dekart L ogon

A welcome screen of the installation will appear, as shown in Figure 1.

:.rslg Setup [Z]|E|E]
N k . ==
5 é‘ Dekart Logon 2.18 j-l]E

o I

Welcome to the Dekart Logon 2. 18 Setup program. This program will install Dekart Logon
2,18 on your campuker,

It is strongly recammended that you exit all Windaws programs befare running this Setup
progran.

Click. Cancel ko quit Sekup and then exit any programs you have running, Click Mext bo
conkinue with the Setup progranm,

W BRMIMNG: This program is protected by copyright law and international treaties.

IUnauthorized reproduction or diskribution of this program, or any portion of it, maw result in
severe civil and criminal penalties, and will be prosecuted to the maximum extent possible
under |aw,

l Mext = l [ Cancel

Figure 1

Click Next. The license agreement will appear, as shown in Figure 2.

© 2004 Dekart



Dekart Logon Help

A=

M\)gz, Dekart Logon 2.15 :r:]j
) \ k.

To continue Setup please read and accept kerms and conditions of this Agreement. IF any
af the terms and conditions are nok acceptable to ywou, exit Dekart Logon 2,15 Setup
program,

Dekart,
htkp: i, dekart, com

EMD-USER. SOFT'WARE LICENSE AGREEMEMNT

IMPORTAMT: THIS EMD-USER SOFTWARE LICEMSE AGREEMENT ("AGREEMEMNT") IS A
LEGAL AGREEMEMT BET'WEEM YU (EITHER AM INDIYIDIJAL OR A& SINGLE EMTITY)

AMD DEEART, ("DEKART") FOR THE SOFTWARE IDENTIFIED ABOWE, BY INSTALLING,
COPYING, OR OTHERMWTISE USIMG ALL OR ANY PORTION OF THE SOFTWARE YO
SCCEPT ALL THE TERMS AND COMDITIONS OF THIS AGREEMEMT, IF &MY OF THE
TERMS AMD COMNDITIONS ARE MOT ACCEPTABLE T YO, Do MNOT LISE THE w

Yes, [ accept this Agreement,

[ = Back ” Mext = l[ Cancel ]

Figure 2
8. If you agree with the license agreement conditions, select the Yes, | accept this
agreement checkbox, as shown in Figure 2 and click Next. (If you do not agree,
please, cancel the installation).
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f-:" ; Dekart Logon 2,15
i E;g’

Setup is ready to install Dekart Logon 2,18,

Flease complete the Fallawing infarmation

Marme:

| Helga |

Comparny:

| M';.f_u:u:umpanﬂ |

Reqistration number:

[ <= Back H Mext = l[ Cancel ]

Figure 3
9 Please, enter your personal information and click Next. The dialog window asking for
the Start Menu destination folder will appear.
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"-_‘3 Dekart Logon 2,15
T

Praogram Folder:

Setup will add program icons ko the Program Folder lisked below, You may bype a new Folder
name, ot select one from the Existing Folders lisk, Click Mext to continue.

Existing Folders:

Skartup

ACcessories

Games
Adminiskrative Tools
Kaspersky Anki-virus

Drined
Zanon CAPT Tools
| O R Sy I

53

4

[ < Back H Mexk =

l [ Cancel

Figure 4

10. Indicate the folder name and click Next.

© 2004 Dekart



Installing, updating and un-installing Dekart Logon 11

AN =
£, )3_, Dekart Logon 2,15

Setup now has enough information to start installing Dekart Logon 2,18,

Click Finish toinstall the software, Click Back ko make any changes before conkinuing. Click.
Cancel to exit Setup,

[ = Back ][ Finish ][ Cancel

Figure 5

11. After you click Finish, all files necessary for software operation will be copied into
the system directory.

12. If the installer request the installation of additional components, locate the folder
containing the copy of your operating system installation CD in the corresponding
request window or insert the installation Windows CD into the CD-ROM drive.
Follow the software instructions.

To make Dekart logon work in automatic mode, please, activateit: After you have
successfully installed Dekart Logon, the Dekart Logon Admin will start in the activation
mode. All further steps are described in section Activating Dekart Logon. Y ou can close the
window and return to this procedure later.

All system changes enabled by the installation will take effect after computer reboot. Please,
reboot your computer.
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5.2

5.3

5.4

Re-nstalling Dekart Logon

The user can re-install Dekart Logon. For example, this can be necessary in the following
Cases:
The operating system has been re-installed.
The product functionality has been damaged for some reason (deletion of several modules,
etc.)
To re-install the product, start the Logon.exe file. Further actions are similar to those
described in the Product Installation section of this chapter.

Updating Dekart Logon

To update Dekart L ogon please obtain the latest version from Dekart. The software allows
for automatic notification about the software updates. To start an update, click the"To
download the new version click here" message. The Dekart download page with all latest
versions will appear. Select Dekart Logon, the language and download the latest version.

Once you have obtained the latest version of the software, run Logon.exe and follow the
instructions. The program will locate the current version of Dekart L ogon and will suggest
performing update. Further actions are similar to those described in the

Product Installation section of this chapter.

Deleting Dekart Logon

In order to uninstall the software, please do the following:

1. Goto Start Menu, select Programs, locate the folder you have entered in step 10 when
installing the program, and click Uninstall (alternatively, you can go to Control Pandl,
select Add or Remove Programs, select the program name in the list and press the
Uninstall button).

2. Click Yesto confirm your intention to uninstall the software.

Dekart Logon 2.18 X

'::) Are wou sure that vou want to remove Dekart Logon 2,187 Please close it before
e

proceeding.
Yes | Mo |

Figure 6

3. Restart your computer.

During the software removal all previously installed copies of the Dekart L ogon will be
deleted. All users currently registered in the system will remain valid and will be able to log
into the system without Dekart L ogon. However, remember that the first logon after un-
installing the product requires the user password.
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6 Working with Dekart Logon

After you successfully install Dekart® Logon™, you need to make your computer ready for
using enhanced authentication system. First of all, you will need to change the passwords for
Windows users, making them more complicated, less predictable and vulnerable, then copy
user account data to their Key Storage Devices, which significantly enhances the users'
security and protection. You will then be able to change user account information and Dekart
Logon settings depending on security policy implemented by your company or organization.
Operating the software includes two major tasks:
e Management:

Adding the new user account to the KSD.

Deleting the user account from the KSD.

Adding or changing user biometric identifier on the KSD.

Changing KSD label.

Chanaing the PIN-code of the Key Storage Device.

Chanqging user password.

Configuring Dekart L ogon behavior on KSD removal event.

e Enhanced user authentication:
Two- or three-factor authentication.

Operating system locking.

6.1 Running Dekart Logon Admin

All configuration routines are performed using Dekart Logon Admin. To start Dekart Logon
Admin, do the following:
1. Go to Start menu, select Settings -> Control Panel. The dialog window will appear as

shown in Figure 7.
® Control Panel |Z|@|E|
>

Ble  Edt  Yiew  Faworbes  Tools  Help
-] J ¥ 4 Search [ Folders T .-
I:]-"En:rtranan:I
=i g
f!’r X D % ZJ
:'-U.asst-l-r Add Harduare Add o Ackiinitrative Adaba Camma
REmate Taxls I'Jd'nnt
\ Programs N i
-m i = &
P 8 = 2

I.'lek:'t Emy  DekartLogon  Lker Soooinld Duspley Fonts
e ation Hatiin

® = D @ p ¢

EE '

W

»

) objects

Figure 7
2. To start administration utility, double click the Dekart Logon Admin icon.
3. Or go to Start Menu, select Programs, go to the folder containing the program, select
Logon Administrator.
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6.2

Microsoft Word
Lotus Applications

N = .
:@ Elt“ Borland C++ 5.02

<65 Lobus Mot Baotland C+-+Euilder &

Windows Catalog " Private Disk ;
Printscreen 95 4 Logan far Citix ICA Client » | 2/ Uninstal
OTkpbITE AokymenT Office Jaws Systems
1C NpeanpraTe 7.7
The Bat! Private Disk
WnZip WNRAR
Botland Delphi 4

Cosaate aokymeHT Office

" \WebManey Kesper T

&% s

y  Documents
Settings
Search

| Help and Support

Figure 8
The Dekart Logon Admin window will appear.
4. Connect the Key Storage Device to the computer.

Activating Dekart Logon

If you haven't activated Dekart Logon immediately after installing it, then you will have to do
it when running Dekart Logon Admin for the first time. The program window (provided the

K SDs are connected to the computer) will be the following
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%% Dekart Logon Admin

| dzers | Settings

Before using Logon vou should activate ik,

Please insert wour Key. This Key will be initialized with waur profile
(Dlga Petrova),

Please choose the Key to activate:
no label Rainbow 0
& PIM
no, free space for 27 profiles
Lokus Motes Cloa aks 1
J PIN
ves, free space for 11 profiles

[

Figure 9

Please, do the following: click to select the KSD to be used for user authentication. The user
account data will then be written to the KSD, which will be further used for accessing the
operating system.

In case the Key Storage Device is PIN code protected, the administration utility will ask you
to enter the PIN code (Figure 10).

%% Enter PIN:

This Key is protected. In order ko access the
Kew, wou must enter PIM,

Key: R ainbiow 0

PIN: |||||| |

[ 8] ] [ Cancel

Figure 10

ATTENTION! KSD will block upon multiple wrong PIN code entries. Please, be
careful.
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Note 1. Dekart delivers KSD without the predefined PIN code; no PIN verification will

occur. Note 2. In case the BIO ID is stored on the KSD, the software will automatically detect
it and attempt to conduct biometric authentication.

After successful authentication, the software will prompt you to enter the password used to
access Windows, which will be further stored on the KSD. Please, enter the password in the
required field and click the Activate button.

$% Dekart Logon Admin

Activate |L|sers Settings

(Dlga Petrova),

Before using Logon vou should activate ik,

Please insert wour Key, This Key will be initialized with waur profile

no label
J PIN
no, free

Enter your password for Windows;

Rainbow 0

space For 27 profiles

||||| |
T

Figure 11

After successful activation you will see the following message (Figure 12).

$% Dekart Logon Admin

\l‘) Logon activated successfully | Please reskart wou computer bo apply changes.,

Figure 12

Click OK and restart your computer to make Dekart Logon function in automatic mode.
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6.3  Administering Dekart Logon

Dekart Logon enhances the standard security of personal computer under Windows operating
system. The software administration routines consist in managing user accounts and system
security options.

Using administrative functions you can add and delete user accounts, change parameters of
the KSD etc.

6.4  Administering Dekart Logon - preliminary steps

Run Dekart Logon Admin utility. After you connect the Key Storage Device to the computer
the following changes will apply to the main window (see Figure 13).

¥ Dekart Logon Admin

 Users il Settings

= Here pou can add a user account to the Key o be
qﬁ% ahle to log into Windows with this account uzing thiz
ke,

Lizt of uzer accounts from the Kep [0]:

I arme Workztation

Please choose the Key:

Lotus Makes Olga akKsS 1
& PIM
wes, free space For 11 profiles
no label Rainbow 0
& PIM
wes, Free space for 26 profiles

[ oos

Figure 13
Click to select the device currently in use and conduct the two- or three-factor authentication
if required (the software will prompt you to enter the PIN code to the device and provide the
biometric identifier). The Users tab will automatically display (Figure 14).
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%% Dekart Logon Admin

Userz | Sattings

= Here you can add a uzer account to the Key to be
sﬁ% able to log into YWwWindows with this account uzing thiz
K.en.

Lizt of uzer accounts from the Key [2]:

M ame YWhorkztation

Qlga Petrova OLGA_PETROWA

Lzer_mnl OLGA_PETROWA
Add...

T

Figure 14
The Users tab of the administration window contains the list of user accounts stored on the
KSD, thus offering the following options:
e Add — add user accounts.
e Remove — delete user accounts.
e Password —change system password.
Note. When you activate the utility, the user account is automatically stored on the KSD.
The Settings tab (Figure 15) of the administration window allows to do the following with the
KSD (Key settings):
e Change PIN - change the PIN-code of the Key Storage Device.
e Change BIO ID - add and/or change user's biometric identifier.
e Change label — change label of the Key Storage Device.
You can also define the behavior of Dekart Logon upon Key Storage Device removal event
(Key removal behavior) and enable specific system behavior for additional security
(Additional security).
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%% Dekart Logon Admin

Uzers | Settings

K.ey Settings
Change % Change BIO ID Change
PIR Label

The Kew Lotus Maokes Qlga is opened.

K.ey removal behavior:

Mosction B

Haow you should logon [or unlock ‘workstation) by Keyw tao bring
inta effect the selected achon.

Additional security

[ ] &llows logom anly with Key
[ lgnore Keys without BIO 1D

T

Figure 15

6.5 Adding user accounts

Dekart Logon Admin enables you to add user accounts on KSD. The user account details
contain the following: a) computer name or domain name, or an empty field; b) username; c)
user password. The user data can then be read from the KSD during the authentication
procedure. This leads to the following benefits:

e Secure two- and three-factor authentication.

e User convenience — no need to manually enter the user name and password during the
Windows logon procedure.

Dekart Logon allows storing multiple user accounts on one Key Storage Device (depending

on the its memory size). This allows using KSD in the following situations and cases:

1. You can use one Key Storage Device containing several user accounts to access your
personal computer under different names, to access different domains or even several
computers. The ability to store multiple accounts on a single device becomes necessary
when there is a need to create multiple environments on a single computer.

2. You can use one KSD to access all network computers with installed Dekart Logon if
you have corresponding access rights.

Note. Every computer involved in KSD based authentication must have its unique name.

When you (or anyone else) change the computer name, please, take into account that the Key

Storage Devices belonging to users of this computer will no longer allow to access this

computer until they update the user account data stored on them. To avoid such confusing

situation, please, delete all account data from the KSD before applying any changes to
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computer names and then add them again.
To add a user account, do the following:
1. Follow the instructions provided in "Administering Dekart L ogon - preliminary steps”.
2. Select Users tab and click Add. The dialog window will appear, as shown in Figure 16.
¥% User account
Here you can specify uger account to add it to the Kep.
Idzer Mame: uzer_nl D
Password, | F 4 show
masirmurm 20 symbols
Wwhark station: OLGA_PETROWA
[ QK. ] [ Canizel ]
Figure 16
3. Enter your username in the User Name field and password in the Password field. The
Workstation field may contains either the computer name or domain name in the
"\\domain_name" format (two backslashes and the domain name) or may be left empty for
access to all computers with the installed Dekart Logon.
Note: In Windows NT like systems (Windows NT/2000/XP), you can enter the domain
name after the user namein the Username field «username@domainname».
4. Click OK.
6.6 Deleting user accounts

To delete a user account from the Key Storage Device memory, do the following:

1. Follow the instructions provided in the "Administering Dekart L ogon - preliminary steps™

section.

2. Use Users tab to select the user account to be deleted and click Remove. The software will

prompt you to confirm the removal procedure.

Note. Please, be careful when deleting a user account currently in use (you have just used

to access Windows). In case it is a single user account on your computer and you have

previously configured Dekart Logon to allow only KSD based logon, you will not be able

to access the system in the future.
3. Click OK to delete user account.
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6.7 Changing user password

To change user passwords both in the system and on the Key Storage Device for the computer

and for the domain, please do the following:

1. Follow the instructions provided in the "Administering Dekart L ogon - preliminary steps™
section.

2. Use Users tab to select the necessary user and click Password.... The following window
will appear:

¢4 Change Password @

Here you can change Windows pazsword of thiz user, new
pazsword will be saved to the Key.

Ilger Marme: 00000

Mew Pazsword; (IITTY]

Confirmn pazssword; sesens

aenerate passwond
[ ak. ] [ Cancel
Figure 17

3. Please, enter the new password in both fields.
Note 1. The password length should not exceed 20 characters. The password has to be
rather complicated to ensure that any malicious password guessing will not succeed. The
statistics is that up to 33% of all passwords can be easily guessed by unauthorized parties.
That's why we recommend not choosing passwords that have anything to do with your
name, surname, birthdates or even your old passwords. Generally speaking, the stronger
the password - the stronger the security.
Note 2. If the company security policy requires implementing strong password policies
on Windows NT/2000/XP operating systems, the attempt to set up a simple password
using Dekart Logon will be unsuccessful.

4. To use the automatically generated password click Generate password link.

5. Click Change. The password change will apply both to user account and to the KSD.

6.8 Changing the password of the current user account

To change the password used to access the system, do the following:
1. Click Ctrl+Alt+Del. Then click Change password... in the appearing Windows security
window. The following window will appear:
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Here you can change vour Windows pazsward, the new
pazzword will be zaved to the Key R ainbow 07,
Enter PIM and new password with confirmation.
FIr: |
Mew Password: I Wi
Confirm password: I
Generate passwatd
|W | Change I Cancel
Figure 18
2. Enter the PIN-code in the required fields and the new password twice. To use the
automatically generated password click Generate password link.
3. Click Change. The password change will apply both to user account and to the KSD.
6.9 Changing the PIN code

Dekart Logon allows to define and manage the Key Storage Device PIN-code, used to access

Dekart Logon user credentials. The PIN-code protected devices provide strong

authentication, as they cannot be used without knowing the PIN code by any other than KSD

holder user. There are two reasons to change the KSD PIN-code:

e Asthere is no predefined PIN code on the new KSD, it should be set up to provide the
required level of security.

e The PIN code can be changed at regular time intervals as defined by the respective
company security policy.

e The PIN code should be changed if it has become available to the third-party, i.e. if it has
been stolen.

To change the PIN code of the Key Storage Device, do the following:

1. Follow the instructions provided in "Administering Dekart L ogon - preliminary steps™.

2. Go to Settings (Key settings) and click Change PIN.
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¥% Change PIN

Here pou can protect the Fey with FIN o
remaove this pratection. You will require ta enter
thiz FIM each time pou access the protected

Fey.
Kew: Rainbow 0
PIN: | (111 |

Confirm PIN: | ----| |

|:| Remove PIN

[ Ok ][ Cancel ]

Figure 19

3. Fill in the required fields, as shown in Figure 19. If you want to use the KSD without the
PIN code, check the Remove PIN checkbox (Figure 20).

¥% Change PIN

Here you can pratect the Key with PIM or
remaove this protection. You will require ta enter
thiz PIN each time pou access the protected
K.en.

Ky Rainbow 0

[ Ok ][ Cancel ]

Figure 20

4. Click OK. All changes will be written onto Key Storage Device memory.

6.10 Changing Key Storage Device label

Dekart Logon allows changing the label of the Key Storage Device. The KSD label may
contain the name of the KSD holder or any other personal information. To change the KSD
label, do the following:

1. Follow the instructions provided in the "Administering Dekart L ogon - preliminary steps™
section.
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2. Go to Settings (Key settings) and click Change Label.
$% Change Label
Here wou can change the label of the Key. It can
be wour abbreviate name or company name, This
label will be displayed instead of Key name,
My logor|
[ Change ] [ Cancel ]
Figure 21
3. Fill in the required field as shown in Figure 21 and click Change.
6.11 Configuring Dekart Logon behavior on Key Storage Device

removal event

After successful authentication you get the access to your computer. You may set up the

computer to prohibit access to your desktop to anyone but you, especially if you often need to

temporarily leave your workplace. Even if you leave your computer for a short time, we

recommend that you lock the computer, e.g. by using the Screensaver with enabled Password

protect option on Windows 9x, or using the Control + Alt + Del and Workstation Lock on

Windows 2000/XP, and further authentication to the saved session upon returning to your

workplace.

Dekart Logon allows to perform all actions mentioned above automatically. It allows

monitoring the KSD removal/insertion events and locking the computer if required.

Whenever you leave your computer, you may restrict any access to it by simply disconnecting

the KSD. To unlock the computer and return to your current session, it is enough to connect

the KSD to the computer.

To enable KSD removal/insertion monitoring, do the following:

1. Follow the instructions provided in "Administering Dekart L ogon - preliminary steps™.

2. Go to Settings tab and select one of the available options from the Key removal behavior
list:

Windows NT/2000/XP:
= No action — no action will be taken on Key Storage Device removal event.
= Lock WorkStation — the computer will be temporarily locked.
= Force Logoff — all open application will be closed and the application will
trigger a user Logoff event.
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% Dekart Logon Admin

Uzers | Settings |

K.ey Settings
Change % Change BIO ID Change
PIR Label

The Kew Lotus Maokes Qlga is opened.

K.ey removal behavior:

Mo Action

Lock Y ark Station -
Force Logoff

Additional security

[ ] &llows logom anly with Key
[ lgnore Keys without BIO 1D

T

Figure 22

Windows 9x:
= No action — no action will be taken on Key Storage Device removal event.
= Activate Screen Saver — the screensaver will be activated and will temporarily
block access to the computer.

To enable all selected changes click the Ctrl+Alt+Del key combination, select Lock or
LogOff... (Windows NT/2000/XP) or restart your computer (Windows 9x).

6.12 Enabling additional security mode

To configure the application to allow only two- or three-factor authentication, do the

following:

1. Follow the instructions provided in the "Administering Dekart L ogon - preliminary steps"
section.

2. Go to Settings (Additional security) tab and check the Allow logon only with Key
checkbox if you want to access the system by using the Key Storage Device only (without
the option of manually entering the password).
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$% Dekart Logon Admin

Aotivate | Users | Settings

K.ey Settings
Change % Change BIO ID Change
PIR Label

The Key Rainbow 0 is opened.

K.ey removal behavior:
Mo Action w

Haow you should logon [or unlock ‘workstation) by Keyw to bring
inta effect the selected achon.

Additional security
[v]isllovs logom only with Key
[ lgnore Keys without BIO 1D

T

Figure 23

If you enable the Ignore Keys without BIO ID option, Dekart Logon will authorize users
only with devices containing users' biometric identifiers.

Note. To enable this feature, you will need to write your biometric identifier onto the KSD.
Otherwise, the software will display a warning message.

6.13 Adding biometric identifier to the KSD

To enable the three-factor authentication, you will need to store your biometric identifier on

the KSD.

Note. The choice of biometric device is determined by user's physiological characteristics and

the location of his computer.

To add BIO ID, please do the following.

1. Follow the instructions provided in the "Administering Dekart Logon - preliminary steps”
section.

2. Go to Settings (Key settings) tab and click Change BIO ID.
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Change Biometric ID

I+ Frnable Biometne 1D venficabior

Pleaze select the biometric device from the list below. T hiz
-+ | device will be uzed to get pour Biometric [dentifier.
|
I
BioLink U-tatch BSP
Frecize Biometricz BindPl BSP

Precize Biometrics HA-4F BSP
SAFLIME. ScanSoft Waoice Verfication

™

ok Cancel

Figure 24

3. Check the Enable Biometric ID verification checkbox and select the biometric device
from the list.

4. If the fingerprint scanner is used, e.g. BioLink U-Match, the user will be required to
provide his fingerprints for scanning for several times. As soon as the scanning procedure
is complete, the user's BIO ID will be stored on the KSD.

Biolink BSP Enroll

(D BioLink U-Mstch Scanne |

Place your fingesr firmly on the scan windio:

Figure 25

If the voice recognition device is used, e.g. SAFLINK Scansoft VVoice Verification, the user
will be required to speak the key phrase into a microphone to create his voice template (Figure
26). After the voice template is created, it is then stored on the KSD.
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SAFLINK Voice Authentication Enrollment Wizard

Powered by

SeanSoft’ Voice Recognition

au will o be praompred for the first of three
pazz phrazes. Pleaze click Record, then zay the
pazs phraze

My WOICE S MY PASSWORD

Level

Fe-Record | FReplay | '“\—I

Current Pasz Phrase

@ ® ©

|t appears that pour voice i too loud. T lowering the
level contral above and Fe-FAecord your pazs phrase.

[kernatively, vou can mowve you microphone further
away from pour mouth while speaking.

¢ Back Cancel

Figure 26

6.14 Changing the biometric identifier on the KSD

6.15

To change the BIO ID (if it has been previously stored on the KSD), please do the following:
Follow the instructions provided in "Administering Dekart Logon - preliminary steps”.
Go to Settings (Key settings) tab and click Change BIO ID.

Select the biometric device from the list (see also).

Depending on the type of the selected device enter the required biometric information
(fingerprint, voice). After the succession of biometric scans, the template will be stored on

1.

2.
3.
4

the KSD.

Note. In order to stop using biometric authentication, the user should uncheck the Enable
Biometric ID verification checkbox in the Change Biometric 1D window.

Using Dekart Logon

This section describes the features of Dekart Logon, most widely used in the day-to-day
routines:
e Authentication.
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o Operating system lock.
6.16 Authentication

Dekart Logon replaces the standard Windows authentication procedure with its own,
allowing the user to select between the one-factor, two-factor and three-factor authentication.
In certain cases, the user can authenticate by standard means, for example, if Dekart Logon
has just been installed on the computer, or the user has not yet obtained a Key Storage Device.
To enable standard authentication, please do the following:

1. Turn on the computer.

2. Enter your User name and Password in the dialog window, as shown in Figure 27.

Dekart Logon Ed

Fleaze inzert the Key into any K.ey reader.

<

Lzer Mame: I.-'-‘-.dministrat:::r ] I

Passward: || Shutdown

E Drarmnair; I j

Figure 27

Note. You only have three attempts to enter the authentication data. After three
consecutive wrong entries, the user authentication is not available unless the computer is
restarted.

3. Click OK. Standard authentication is completed.

Once you have installed Dekart Logon on your computer and have securely stored your user
account on the Key Storage Device, you are able to access the system using strong two- or
three-factor authentication (using the PIN code and biometric identifier) in the following way:
1. Turn on the computer.en the dialog box appears, as shown in Figure 27, connect the
Key Storage Device to the computer.

Dekart Logon

Froceszing Fey ..

Cancel

Figure 28

2. Enter the PIN code into the PIN field, as shown in Figure 28, click OK.
Note. Please, be careful — the KSD will block upon multiple wrong PIN code entries
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6.17

6.18

and all information stored on it will become inaccessible. The number of allowable

incorrect entries varies according to the KSD manufacturer, and the application.

3. Ifthe biometric identifier is stored on the KSD, the software will automatically detect
it and will attempt to start biometric authentication (scan the fingerprint, speak the
key phrase etc.). If your biometric identifiers do not match with the biometric
templates stored on the KSD, the software will prompt you to repeat the biometric
authentication. This ensures that no one but you will be able to access your computer,
even if your KSD is lost or stolen.

Locking your operating system

You may set up the computer to prohibit access to your desktop to anyone but you, especially
if you often need to temporarily leave your workplace unattended. Even if you leave your
computer for a short time, we recommend that you lock the computer to ensure that no one
will have access to it while you are away. You can lock your computer by using a Screensaver
on Windows 9x (with Password protect option enabled), or using the Control + Alt + Del and
Workstation Lock on Windows 2000/XP. To return to the saved session, you will need to
conduct authentication by entering your username and password.

Dekart Logon allows performing all actions mentioned above automatically. It allows
monitoring the KSD removal/insertion events and locking the computer if required.
Whenever you leave your computer, you may restrict any access to it by simply disconnecting
the KSD. To unlock the computer and return to your current session, it is enough to connect
the KSD to the computer. To configure the behaviour of Dekart Logon on KSD removal
event, please follow the instructions described in section

"Configuring Dekart L ogon behavior on Key Storage Device removal event"

Terminating Windows NT/2000/XP session

Dekart Logon allows to terminate a user session on Windows NT/2000/XP in the following

way:
1. Click Control + Alt + Del key combination. The following window will appear
(Figure 29).
Windows Security
— Logon information
o Olga Petrova iz logged on.
SBI Logaon D ate; 14:32:53 07.06.2004
Logon Eey: [F.ey waz not presented]

I1ze the task manager to cloge an application that iz nat responding.

Lock Computer Log OFF... | Shut Dlavn... |
LChange Pazsword. .. Tazk Manager | Cancel |
Figure 29
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. You can choose one of the following actions:

= Lock computer — Temporarily locks the computer.

= Log Off... - Closes your user account but the computer remains on for easy access the
next time you log on.

= ShutDown... - This action shuts down Windows so that you can safely turn off the
computer power. Many computers turn the power off automatically.

= Change Password — Enables to change the user password for current user account.

= Task Manager — Runs Task Manager. Windows Task Manager provides information
about computer performance and displays details about programs and processes
running on your computer.

= Cancel — Closes current window.

3. If you press the ShutDown..., button the following window will appear (Figure 30).

Confirm Exit Windows Ed

% wihat do wou want the computer to do 7
= Log off.

" Restart

" Shutdown
£ Stand/Ey
) Hibermate

Cancel |

Figure 30

4. Please, select one of the following available actions:

= Log Off... - Closes your user account but the computer remains on for easy access the
next time you log on.

= Restart — Restarts your computer.

= ShutDown... - Shuts down Windows so that you can safely turn off the computer
power. Many computers turn the power off automatically.

= Stand By — Puts your computer on standby. Standby is a state in which your monitor
and hard disks turn off, so that your computer uses less power.

= Hibernate — Puts your computer in hibernation. Hibernation is a state in which your
computer shuts down to save power but first saves everything in memory on your hard
disk.

5. Click OK to terminate your current session.

6.19 Getting information about the product

Click the About button to view information about Dekart Logon. The following window will
appear:
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dekart
"MAKE IT SECURE
Dekart Logon
% Version: 2,18

Copyright @ Dekart, 2003,
File Yersion Full Path o+
dk_auth.dl 2.18 O Y TN T swskem 32"
dk_gina.dil 2.13.6 L \WIMNTYsystem32'
dk_la.cpl 2.13.5 VW IR TYsystem3z!
dkar.dll 1.02.1 O I Thsystem3z"
dkbioapi. dil 1.04.6 D AWINNTYsystem32' ¥
< | >

This copy is registered to;

Mame: Helga

Company: Test

hittp: A v, dekart. com supportEdekart. corm

Figure 31
Note. If you use an unregistered copy of Dekart Logon the About Dekart Logon window
will display empty registration fields as shown in Figure 32.
6.20 Registering Dekart Logon

To register the program, if this has not been done during the installation procedure, go to the
About Dekart Logon window, and enter the registration information in the proper fields.
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Dekart Logon
% Version: 2.18

Copyright @ Dekart, 2003,

File Mersion Full Path -
dk_auth.dl 2.18 D INMT Y sysbern 324
dk_gina.dil 2.13.4 LW IR T system 32t
dk_la.cpl 2.13.4 W IR T system 32t
dkar.dll 1.02.1 D TN T sy sbem 32
dkbioapi. dll 1.04.64 DWW IMMT system 3zt ¥
£ >

This copy is MOT REGISTERED!
Erter wour reqgistration data below and press Ok,
T o obtain the reqiztration number click here,

Mame: | |

Campany: | |

Reqistration number: | |

hitkp: A, dekart, caorm supportfEdek.art. com

[ (] 4 l [ Cancel ]

Figure 32

Please, obtain a registration number at Software Reqgistration (Register) page at
www.dekart.com. In case you use licensed Dekart software, please, submit your license key
to receive your registration number to your email. If you use shareware programs, please, use
Dekart Buy on-line page to purchase your registration number. After your transaction is
processed, you will receive an email with the registration number.

6.21 Adding User's Logo

If desired, you can change the Dekart Logo appearing on start up to your own logo. To change
Dekart logo, please, do the following:

1. Activate Dekart Logon (if you haven't previously doneit).

2. Run regedit utility (located in WINDOWS or WINNT directory).

3. Goto[HKEY_LOCAL_MACHINE\SOFTWARE\Dekart\L ogon], create new string value
(New -> String Value).

4. Assign a name "Logo Picture” to the new string value..

5. Write a complete path to the .bmp file of the new logo.
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Note. Required logo size is 413x65 pixels. The logo will be displayed "asis" - without any
resizing.

Troubleshooting

This chapter contains:

1. Diagnostic Messages List. These messages result from wrong user actions or Dekart
Logon hardware or software errors during the software operation.

2. Message identification numbers. These numbers are used to identify possible problems
when users contact Dekart Support Department.

3. Message explanation list. These descriptions are given in the Explanation column of the
Diagnostic Messages table.

4. On-Message Actions List. The actions to be carried out on receiving a certain message
are given in the Action column of the Diagnostic Messages table.

If any contingencies occur during Dekart Logon installation and operation and the user does

not know how to handle the situation, the Diagnostic Messages table can be used as follows:

5. The Message column contains the message received from a user.

6. The Explanation column contains the descriptions of the reason for this message.

7. The Action column contains the descriptions of the actions that should be taken to handle
the corresponding situation.

8. The "##" column contains the unique message id required only when contacting technical
support service. These numbers are used for error identification when contacting Dekart
Support service.

The Diagnostic Messages table is provided below.

Diagnostic Messages table. Dekart Logon Admin messages.
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H#
01-01

01-03

01-05

01-05

01-10

01-12

01-14

01-15

Message Source

An error occurred while At Logon Admin
loading SmartKey.dll. startup

Key management

functions cannot be

executed.

This User already
exists.

Add User dialog

Exceeded the available Add User dialogs
number of accounts for
this Key.

Exceeded the available Add User dialogs
number of accounts for
this Key.

An error occurred while Add User, Delete User

writing to the Key. dialogs

The password you
entered is incorrect.

Delete User dialog

The PIN you entered is Add User, Delete User

incorrect. dialogs

The password you
entered is incorrect.

Add User dialogs

Explanation

The SmartKey.dll
library has not been
found. Dekart Logon
will not function
without this library.

The username you are
trying to add already
exists in the system.

The number of user
accounts that can be
stored on one KSD is
limited to 18.

The number of user
accounts that can be
stored on one KSD is
limited to 18.

Error writing
information to the
KSD. The key may
already contain 18 user
accounts and adding a
new user account is
impossible.

You have changed the
system password
without changing the
password on the KSD.

Action

Install Dekart
Smartkey. For
additional information,
please contact technical
support service.

Please, enter another
username.

Please, delete
unnecessary user
accounts from the KSD
or use another KSD.

Please, delete
unnecessary user
accounts from the KSD
or use another KSD.

Disconnect and then
connect the KSD again.
Connect another KSD,
if necessary. Exit the
program and start it
again, repeat the action
which caused this error.
Please, contact
technical support
service if the problem
appears to happen
again.

Please, use the system
utilities to make the
system password match
with the one stored on
the KSD and repeat the
operation. Change the
password again, if
necessary.

The PIN code you have Try entering the PIN

entered does not match
with the code required

code again. Make sure
you have connected the

to access the KSD. You right KSD. Disconnect
may have connected the and then connect the

wrong KSD.

KSD again. If the
problem persists, please
contact technical
support service.

The password you have Please, enter correct

entered does not match
with the password of
the user being copied.

password.
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Diagnostic Messages table. Dekart Logon messages.
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H#
02-01

02-02

02-03

02-04

02-05

02-06

02-07

02-08

02-09

Message Source

Incorrect User name or OS logon dialog
password.

Local User profile has OS logon dialog
not been found on this
Key.

Explanation Action

The password and Enter correct user
username you have account data or connect
entered do not the KSD containing
correspond to user correct data.

account of the

operating system.

The KSD you have Make sure you have

connected does not connected the right

contain a user account KSD. Disconnect and

of this PC. Youmay  then connect the KSD

have connected the again. If the problem

wrong KSD. persists, please contact
technical support
service.

The PIN you entered is OS logon, Screen Saver The PIN code you have Try entering the PIN

incorrect. dialogs
The Key is OS logon, Screen
blocked. Saver dialogs

The Key you connected OS logon, Screen
has not been Saver dialogs
initialized.

Unidentified Key or  OS logon, Screen
reader error. Saver dialogs

The Key is blocked.  OS logon, Screen

Format the Key to Saver dialogs
unblock it.

To unlock this Screen Saver
workstation current dialog

User should insert the

Key or enter their

password.

The password you Screen Saver
entered is incorrect.  dialog

entered does not match code again. Make sure
with the code required you have connected the
to access the KSD. You right KSD. Disconnect
may have connected the and then connect the
wrong KSD. KSD again. If the
problem persists, please
contact technical
support service.

You have used all three Connect another KSD
attempts to enter the  or contact technical
wrong PIN code and  support to receive
this lead to KSD instructions on how to
blocking. unblock the KSD.

The KSD you have Connect another KSD
connected does not or contact technical
contain the license for support service.
Dekart Logon.

Unknown error while  Disconnect and then
reading the data from  connect the KSD again.
the KSD. Possible Try to repeat the action
reason — hardware error which led to this error.
(USB token, smart card If the problem persists,
or smart card reader  please contact technical
failure). support service.

The KSD has been Connect another KSD
blocked and requires  or contact technical
reformatting. support service.

The PC can be Connect another KSD
unlocked using the or enter the user

KSD or password of  password.

the current user

only.

The password you have Enter correct data or
entered does not match connect the KSD,

with the password of
the current user.

containing correct user
account data.
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8 Glossary

Application Programming Interface (API) - a software interface used for interaction between
the application and the operating system.

BIOS - the Basic Input/Output System is an OS-independent software designed for hardware
operation support. An essential set of routines in a PC, which is stored on a chip and provides
an interface between the operating system and the hardware.

BIOS Setup Utility - the utility for managing BIOS settings.
COM-port - PC serial communication port.

International Organization for Standardization (ISO) - International Organization for
Standardization

IRDA-port - standard port for infrared data transmission and printing developed by the
Infrared Data Association.

ISO 7816 - list of requirements to the readers' physical properties and smart card data
exchange protocols.

Key Storage Device (KSD) - the device used to store key information. The KSD may be a
smart card, USB token, USB Drive etc. Dekart Logon uses the KSD to store user account data
and user's biometric identifier. The KSD may be PIN code protected.

Microsoft Windows Installer (MSI) - the Microsoft Windows Installer (MSI) is a new
installation service, enabling efficient installation and configuration of applications. For
example, if an installation is unsuccessful, the installer restores the original state of the
computer. MSI is built into Windows 2000 and Windows Millennium, and is freely available
as a redistributable file for Windows 95/98 and NT 4.0.

PCMCIA-port - the port conforming with the PCMCIA specifications (Personal Computer
Memory Card International Association)

Personal Computer/Smart Card (PC/SC) - smart card readers' specifications supported by
DekartLogon.

PIN-code - the Personal Identification Number is used to confirm the authorization to access
the data stored on the hardware key.

PS/2-port - the port used to connect the keyboard and the mouse to the PC.

Universal Serial Bus (USB) - the Universal Serial Bus can be used to connect and disconnect
peripheral devices without opening the PC case and even without shutting down the computer.
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The USB automatically detects these devices and configures the corresponding software.

Authentication - this is a control process checking the authenticity of the user's identity, i.e.
this process checks whether the user is the person he claims to be.

Biometric Authentication - user authentication based on verification of specific physical
characteristics of the user by means of special biometric equipment. Biometric authentication
can be based on verification of fingerprints, iris, voice, and other specific characteristics of
human body.

One-Factoror Standard Authentication - a process controlling the authenticity of the user
identity by standard means of the OS on the basis of a single factor: Something YouKnow —
the user name and password.

Two-factor Authentication - a process controlling the authenticity of user's identity on the
basis of the two following factors: "Something You Have — for example, the KSD device™ and
"Something You Know — for example, the user name and password, PIN-code".

Three-factor authentication - a process controlling the authenticity of the user's identity on the
basis of the three following factors: "Something You Have — for example, the KSD",
"Something You Know — for example, the PIN code”, "Something You are — for example, the
user's BIO ID".

KSD monitor- a subsystem of DekartLogon used to ensure additional computer security. It
controls whether the Key Storage Device is available in the key reader or the USB port and
locks the computer access when the key is removed.

Driver - a software designed to control data input/output and interface, the applications/OS
and the device connected to the PC.

Identification - a control process using a unique identifier to determine whether the specific
user is known to the system.

Logon - aspecial process resulting in user authentication into the OS according to the user
name and the password. After successful completion of this process, the user gains access to
the OS according to the rights granted to that user.

SmartCard - a plastic card with an embedded microchip including the secured memory block
with special hardware implementing the encryption algorithms — techniques for secret
information encrypting/decoding. The smart card is connected to the computer by means of a
special device — the smart card reader.

SmartCardReader - this is a device used to operate smart cards. The reader can be both

internal (connected as a standard 3,5" floppy disk drive) and external (connected by means of
one of the following ports: COM, PS/2, USB, PCMCIA, IRDA, etc.)
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Strong Login - this is a login process supplemented with strong authentication means, for
example, the means of DekartLogon.

ScreenSaver - this is a dynamic or a static picture appearing on the PC screen after the key
strokes or mouse movement have not been detected for a certain amount of time. It is used for
two purposes: to save the screen from discoloration and prevent the computer from an
unauthorized access.
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