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DATA PROTECTION POLICY 
Like all organisations that handle personal information, the Brock must comply with the Data Protection Act 1998 and the new General Data Protection Regulation Act GDPR (2018). This is in place to protect personal information to make sure that it is managed properly.

The Brock Policy Statement:

The Brock will collect, store & use relevant and necessary data collected from suppliers, customers, staff, volunteers & service users for the purposes of delivering it’s stated organisational objectives.

How we will collect data:

We will collect data electronically from our website and from electronic mail; and manually using pen, paper & word processing technology.

How do we process your personal data? 
· The Brock complies with its obligations under the GDPR Act by keeping personal data up to date. 

· By storing and destroying it securely; by not collecting or retaining excessive amounts of data. 

· By protecting personal data from loss, misuse, unauthorised access and disclosure and by ensuring that appropriate technical measures are in place to protect personal data. We use your personal data for the following purposes: - (examples shown below)

· To enable us to provide a service for the benefit of our service users as specified in our constitution.
· To administer service user records.
· To fundraise and promote the interests of the charity.
· To manage our employees and volunteers.
· To maintain our own accounts and records. 
· To operate The Brock web site and deliver the services that individuals have requested.
· To inform individuals of news, events, activities or services running at The Brock.

What is the legal basis for processing your personal data?
These fall under either article 6 or article 9 – dealt with separately below. 

Article 6 processing 
· Consent of the data subject by means of a tick box on update forms so that service users know and understand how and why we process data and how we keep it safe.

· Processing is necessary to protect the vital interests of a data subject or another person ie. Having emergency contacts on site or the number of a key worker if a service user is in notable distress. 

· Processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the data controller.

· Processing is necessary for the legitimate interests of the data controller - such as holding the details of clients key workers that may be contacted if we have a concern about the mental health of one of our clients - or a third party, except where such interests are overridden by the interests, rights or freedoms of the data subject. 

 Article 9 Processing

· Explicit consent of the data subject such as signed consent form and a tick box for understanding the use and protection of the data we hold.

· Processing is necessary for carrying out obligations under employment, social security or social protection law, or a collective agreement.

· Processing is necessary to protect the vital interests of a data subject or another individual where the data subject is physically or legally incapable of giving consent.

· Processing is carried out by a not-for-profit body and the processing relates only to members or former members (or those who have regular contact with it in connection with those purposes); and there is no disclosure to a third party without consent. 

· Processing relates to personal data manifestly made public by the data subject.

· Processing is necessary for the establishment, exercise or defence of legal claims or where courts are acting in their judicial capacity.

· Processing is necessary for reasons of substantial public interest on the basis of EU or Member State law. 

· Processing is necessary for reasons of preventative or occupational medicine, for assessing the working capacity of an employee, medical diagnosis, the provision of health or social care or treatment or management of health or social care systems and services on the basis of EU or Member State law or a contract with a health professional. 

· Processing is necessary for the reasons of public interest in the area of public health.

· Processing is necessary for archiving purposes in the public interest, or scientific and historical research purposes or statistical purposes. The data subject will be informed whether he or she is obliged to provide the personal data and the consequences, if he/she does not provide the data, namely they will not be able to access the service.

Sharing your personal data 
Your personal data will be treated as strictly confidential, and will be shared only with a key worker and staff at The Brock. 
We will only share your data with third parties outside of the organisation with your consent.

How long do we keep your personal data? 
We keep your personal data for no longer than reasonably necessary for a period of 7 years in case of any legal claims/complaints or for safeguarding purposes. 

Your rights and your personal data 
Unless subject to an exemption [under the GDPR Act], you have the following rights with respect to your personal data: - 
· The right to request a copy of your personal data which the data controller holds about you; 
· The right to request that the [data controller] corrects any personal data if it is found to be inaccurate or out of date;
· The right to request your personal data is erased where it is no longer necessary for The Brock to retain such data. 
· The right to withdraw your consent to the processing at any time 
· The right to request that the data controller provide the data subject with his/her personal data and where possible, to transmit that data directly to another data controller where applicable, (known as the right to data portability).

· The right, where there is a dispute in relation to the accuracy or processing of your personal data, to request a restriction is placed on further processing; 

· The right to lodge a complaint with the Information Commissioners Office. Telephone: 0303 123 1115. Email: Scotland@ico.org.uk

Further processing
If we wish to use your personal data for a new purpose, not covered by this Data Protection Notice, then we will provide you with a new notice explaining this new use prior to commencing the processing and setting out the relevant purposes and processing conditions. 
Where and whenever necessary, we will seek your prior consent to the new processing. To exercise all relevant rights, queries of complaints please in the first instance, contact us at: The Brock, General Manager, Strathbrock partnership centre, Broxburn, West Lothian. Telephone 01506 858080


How we will store data:

We will store data electronically either in email folders on a remote server or on local drives on our IT equipment. We will also store some data using more traditional methods including hard copies of documents/papers stored in files and/or folders. Data held electronically will be password protected & data held on hard copies will be protected in locked filing cabinets/drawers.

How we will use stored data:

We will access data held electronically & manually only when it is necessary to do so in order to deliver our stated organisational objectives. This will include keeping up to date records of our suppliers, customers, staff, volunteers & service users.

Who will access stored data:

Only approved representatives of the Brock will access and use the data we have. Data will only be seen by staff, volunteers or and/or service users who need to see it to discharge their responsibilities with the Brock. Nobody else will see the data we hold unless we have your consent to share data provided with a third party; and/or there is a legitimate reason for a third party to see the information we hold. For example, if you disclose information to us that gives us serious concern for yourself or others, or is in relation to an actual or intended crime, we may be obliged and/or legally bound to share the information with the relevant authorities and/or public agencies.  
How we will dispose of data:

We will dispose of the data we hold within a reasonable time of it becoming unnecessary for the Brock to deliver its stated objectives. Electronic data will be deleted from remote email servers and from local computer drives. Hard copies of documents containing data will be disposed of using confidential data disposal methods.  

Website & Social Media:

The Brock provides open access to our website, therefore there is no need for you to supply us with any personally identifying information to use our site unless you wish to do so. If you use our website to contact us or use one of our online forms, we will store any information you choose to send to us electronically in email account folders and/or on hard copies in files and/or folders.
Content on the Brock website and social media platforms is managed by The Brock. Any information submitted by online users may be held on remote servers operated by third party online providers and may be visible on the platform used (ie Facebook). If you would like any data you have posted removed, please contact us and we will remove it if we are able to do so. But please note that social sites (such as Facebook, YouTube etc) are subject to their own privacy policies and ways of operating and you should understand how joining these may affect data privacy before starting to use them.

How you can access your data:

Under the Data Protection Act you are entitled to apply to us in writing for a copy of the information we hold about you.

If you would like more information about data protection contact the Information Commissioner’s Office: 0131 244 9001 or visit their website at: www.ico.gov.uk
How to contact us:
Website: www.thebrock.org email: info@thebrock.org or telephone: 01506 858080
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